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Preface

The mid-1990s saw an exciting convergence of a number of different information
protection technologies, whose theme was the hiding (as opposed to encryption)
of information. Copyright marking schemes are about hiding either copyright
notices or individual serial numbers imperceptibly in digital audio and video,
as a component in intellectual property protection systems; anonymous com-
munication is another area of rapid growth, with people designing systems for
electronic cash, digital elections, and privacy in mobile communications; secu-
rity researchers are also interested in ‘stray’ communication channels, such as
those which arise via shared resources in operating systems or the physical leak-
age of information through radio frequency emissions; and finally, many workers
in these fields drew inspiration from ‘classical’ hidden communication methods
such as steganography and spread-spectrum radio.

The first international workshop on this new emergent discipline of infor-
mation hiding was organised by Ross Anderson and held at the Isaac Newton
Institute, Cambridge, from the 30th May to the 1st June 1996, and was judged
by attendees to be a successful and significant event. In addition to a number
of research papers, we had invited talks from David Kahn on the history of
steganography and from Gus Simmons on the history of subliminal channels.
We also had a number of discussion sessions, culminating in a series of votes on
common terms and definitions. These papers and talks, together with minutes
of the discussion, can be found in the proceedings, which are published in this
series as Volume 1174.

Delegates were unanimous in their wish to have further conferences on this
topic, and so the second workshop was held in Portland, Oregon, in April 1998
under my chairmanship. I was well supported by a program committee consisting
of Ross Anderson (Cambridge), Steve Low (Melbourne), Ira Moskowitz (US
Navy Labs), Andreas Pfitzmann (Dresden), Jean-Jacques Quisquater (Louvain),
and Michael Waidner (IBM), who helped select 25 papers from 41 submissions.
The standard was extremely high.

These papers cover a wider range of topics than was the case in 1996, and
show how this young field is growing. Papers describe the application of copyright
marks to protect banknotes, software, and circuit designs, as well as new ways
of hiding data in images; how to provide anonymity in applications from file
systems to biometrics; how to hide information in everything from audio and
video conferencing traffic to the stray RF emanations from personal computers;
some significant improvements in the art of image marking; the use for the first
time of techniques such as game theory in analysing systems; and a number
of practical papers showing how existing marking and hiding systems can be
attacked.



VI Preface

The papers in this volume must stand for themselves. However, we can see
three directions of growth, all of them encouraging. Firstly, the range of ap-
plications in which information hiding techniques are being used is increasing.
Secondly, we are starting to understand some of the earliest applications (such
as hiding copyright marks in digital images) more deeply. And thirdly, as people
find interesting new ways to break some of the first-generation schemes, we are
starting to see the rapid coevolution of attack and defence, which has pushed
forward the state of the art in such fields as cryptography, computer security,
and electronic warfare.

The future of information hiding looks extremely promising.
Finally, I would like to thank Fabien Petitcolas of Cambridge for his invalu-

able assistance in helping me edit these proceedings, Gary Graunke at Intel for
handling the administrative arrangements for the conference, and Intel Corpo-
ration for its sponsorship of this event.

October 1998 David Aucsmith
Program Chair

Intel Architecture Labs
Portland, Oregon



Table of Contents

Steganography

Information Hiding to Foil the Casual Counterfeiter . . . . . . . . . . . . . . . . . . . . 1
Daniel Gruhl, Walter Bender (Massachusetts Institute of Technology)

Fingerprinting Digital Circuits on Programmable Hardware . . . . . . . . . . . . . 16
John Lach, William H. Mangione-Smith, Miodrag Potkonjak
(University of California, Los Angeles)

Steganography in a Video Conferencing System . . . . . . . . . . . . . . . . . . . . . . . . 32
Andreas Westfeld, Gritta Wolf (Technische Universität Dresden)

Reliable Blind Information Hiding for Images . . . . . . . . . . . . . . . . . . . . . . . . . . 48
Lisa Marvel (U.S. Army Research Laboratory), Charles Boncelet
(University of Delaware), Charles Retter (U.S. Army Research
Laboratory)

Cerebral Cryptography . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 62
Shuang Hou, Yvo Desmedt (University of Wisconsin), Jean-Jacques
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Information Hiding to Foil the Casual Counterfeiter

Daniel Gruhl and Walter Bender

Massachusetts Institute of Technology Media Laboratory

Abstract. Security documents (currency, treasury bills, stocks, bonds, birth cer-
tificates, etc.) provide an interesting problem space for investigating information
hiding. Recent advances in the quality of consumer printers and scanners have
allowed the application of traditional information hiding techniques to printed
materials. This paper explores how some of those techniques might be used to
address the problem of counterfeiting as the capability of home printers to pro-
duce “exact” copies improves.

1 Introduction

The appearance of commercial color photocopiers in the 1970’s presented trea-
sury departments around the world with a problem. No longer were special equipment
and expertise required to produce passable reproductions of most currencies. Anyone
with access to a copy store was a potential counterfeiter. Steps had to be taken to limit
the possibility of a counterfeiting explosion.

The U.S. Treasury Department took a multi-pronged approach to deal with this
problem [11,12,13]. First, they tried to make the bills themselves more difficult to
copy. A combination of features were introduced, such as very fine engraving
designed to alias noticeably when undersampled, watermarks, embedded plastic
strips, and more recently, special inks that change color when light strikes them at dif-
ferent angles. The treasury sought to make it extremely difficult to produce reason-
able copies of bills using color photocopiers.

While this approach is an effective deterrent, and in the end may be the right
approach to the prevention of counterfeiting, there remains a problem. The U.S. gov-
ernment honors at face value any bill it has ever printed. Therefore, bills printed prior
to the 1970’s are still good. Thus, counterfeits of older bills might still be accepted,
and those bills do not have as many security features as the new bills do. This is not as
much of a problem as it might first appear, since paper money only has an active life
of on average 18 months [11]. Until old bills leave common circulation, however,
there is still a problem.

Two steps are being taken as intermediate measures. First, many modern color
photocopiers have a circuit that tries to detect when a bill is being photocopied, and
refuses to do so. This circuit seems to use a simple feature recognition on the image
being copied to try to determine if it is a bill. It is, however, easy to defeat this system.
One must speculate that this device is meant primarily to “protect people from them-
selves”, forcing them to think about what they are doing when they first attempt to
counterfeit a bill.

A second measure has been articulated by Representative Michael Castle,
Republican of Delaware and chairman of the House of Representatives Subcommittee

David Aucsmith (Ed.): Information Hiding 1998, LNCS 1525, pp. 1-15, 1998.
Ó Springer-Verlag Berlin Heidelberg 1998



on Domestic and International Monetary Policy. Representative Castle has said that
“practical and realistic” measures to tag scanners and printers must be considered, in
order to identify the source of the counterfeit notes [14]. If copiers were to encode
their serial number in continuous-tone images, possibly through modifications to the
dithering algorithm, treasury agents would be able to identify which machine was
used in the creation of a bogus bill. It would then be possible to “stake out” the photo-
copier in question and apprehend the culprits the next time they create some counter-
feit cash.

The difficulty that treasury departments have been encountering in recent years is
the proliferation of very good, very inexpensive color scanning and printing technol-
ogy for personal computers [14]. A 720· 720 color ink-jet printer lists for $200–$300,
and a 300 DPI flatbed scanner for $75. Using these devices, it is possible to create
color reproductions that exceed the quality of modern color copiers costing $20000–
$45000.

The Problem 

The problem addressed in this paper is how to find a way to bring the same kind of
technologies that exist in modern color copiers to the realm of ink-jet printers. The
second modification mentioned above, how can a serial number be hidden in an
image, is a standard information-hiding problem. The first problem, can an encoding
be placed in an image such that the printer can detect it and refuse to print it, is more
challenging. 

The problem space this presents differs from traditional information-hiding prob-
lems. Typically for images, an assumption is made that the image quality might be
largely degraded in a signal-to-noise ratio sense (through perceptual coding such as
JPEG [Joint Photographic Experts Group]), that arbitrary resampling might be done
(through scaling), and that cropping is a possibility. Most commercial systems assume
that the image presented to the decoder is not rotated, and often it must not have been
translated. Further, there is often an assumption that the image will be in a similar
color/luminance space to the original (RGB vs. CMYK for example). 

For the money problem, an almost reverse set of circumstances prevails. The
image quality sent to the printer is usually excellent. No one is going to make a bill
that looks only a little like a real one, and then try to spend it. The size of the repro-
duction is fixed. Again, trying to spend a bill twice or half-normal size is unlikely to
be successful. On the other hand, if someone can print the bill out at a 45 degree angle
and defeat the system, it is likely that the will. The same applies to arbitrary transla-
tion. It is unlikely, however, that someone will radically crop a bill, as again this
adversely impacts the chance of passing it successfully.

Additionally, since the typical consumer ink-jet printer has five to seven fixed
colors to use (four to six inks and white from the paper) the image is dithered, trading
spatial resolution for color depth. This process results in nonlinear modifications to
the image in transferring it to paper. When the image is scanned in again, more non-
linear modifications are introduced, since the scanner acquires an RGB representation
of what is scanned, usually at still another resolution, rotation, and translation.

A consideration for any encoding method intended to be embedded in a printer is
how the printer “sees” what it is printing. This is usually a small number of lines at a
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time. A single pass for an ink-jet printer is typically 0.25"· 8.5". Any processing
should require only image data from one pass at a time. 

Lastly, since such a method might be embedded in a $200–$300 consumer prod-
uct, the encoder cannot be as expensive as one being placed in a $20000–$45000
color photocopier. Thus the method needs to be computationally inexpensive.

Paper Overview 

The rest of this paper addresses potential solutions to the problems addressed above.
Much of the work described in this paper is based upon a statistical method of data
hiding, Patchwork [9]. This method is detailed in Section 2. In Section 3, Patch Track,
a method of encoding a tracking number in an image is discussed. Section 4, Tartan
Threads, deals with the more difficult problem of having a printer detect when it
should refuse to print a document. This method employs direct-sequence spread spec-
trum (DSSS). In Section 5, experimental results are presented. The paper concludes
with some observations of how these applications of information hiding differ from
the more traditional ones and what the future might hold for these techniques.

2 Patchwork

Patchwork is a statistical method that will allow the detection of a single, specific bit
in an image. Patchwork imperceptibly embeds in a host image a specific statistic, one
that has a Gaussian distribution. This is usually interpreted as a watermark, in the
sense “Is IBM’s watermark in this image, yes or no?” By a single, specific bit, it is
meant that the algorithm, when given a certain password, can tell if an encoding using
that password has been embedded in the image. There are actually two possible
encodings that can be made for a given password, a positive one and a negative one.
For each encoding, it is also possible to assign a “confidence”, or a measure of how
certain it is that the image has been encoded with a particular bit, in a positive or neg-
ative sense. Patchwork is independent of the contents of the host image. It shows rea-
sonably high resistance to most nongeometric image modifications.

The Patchwork algorithm [9,10] is detailed here. The following simplifying
assumptions are made for the analysis presented here (these assumptions are not lim-
iting, as is shown later): Patchwork is operating in a 256 level, linearly quantized sys-
tem starting at 0; all brightness levels are equally likely; all samples are independent
of all other samples.

The Patchwork algorithm proceeds as follows: take any two points, A and B, cho-
sen at random in an image. Let a equal the brightness at point A and b the brightness
at point B. Now, let

(1)

The expected value of S is 0, i.e., the average value of S after repeating this procedure
a large number of times is expected to be 0.

Although the expected value is 0, this does not reveal much about what S will be
for a specific case. This is because the variance is quite high for this procedure. The

S a b–=
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variance of S, s S is a measure of how tightly samples of S will cluster around the
expected value of 0. To compute this, make the following observation: Since S = a - b
and a and b are assumed independent,  can be computed as follows (this, and all
other probability equations are from Drake12):

(2)

where  for a uniform S is:

(3)

Now,  since a and b are samples from the same set, taken with replace-
ment. Thus:

(4)

which yields a standard deviation s S »  104. This means that more than half the time, S
will be greater than 43 or less than - 43. Assuming a Gaussian clustering, a single iter-
ation does not tell much. However, this is not the case if the procedure is performed
many times.

Repeat this procedure n times, letting ai and bi be the values a and b take on dur-
ing the ith iteration, Si. Now let Sn be defined as:

(5)

The expected value of Sn is:

(6)

s S
2

s S

2 s a

2 s b

2
+=

s a
2

s a
2 5418»

s a
2 s b

2=

s S
2 2 s· a

2 2
255 0–( )2

12
------------------------· 10836» »=

Sn Si

i 1=

n

å ai bi–
i 1=

n

å= =

Sn n S· n 0· 0= = =

Table 1. Degree of certainty of encoding given deviation from that expected in 
a Gaussian distribution (d = 2)

Standard
Deviations

Away

Certainty n

0
1
2
3

50.00%
84.13%
97.87%
99.87%

0
679

2713
6104
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This makes intuitive sense, since the number of times ai is greater than bi should be
offset by the number of times the reverse is true. Now the variance is:

(7)

And the standard deviation is:

(8)

Now, compute S10000 for a picture, and if it varies by more than a few standard
deviations, it is fairly certain that this did not happen by chance. In fact, since as will

be shown later  for large n has a Gaussian distribution, a deviation of even a few
s S¢s indicates to a high degree of certainty the presence of encoding (see Table 1).

The Patchwork method artificially modifies S for a given picture, such that  is
many deviations away from expected. To encode a picture, we:
1. Use a specific key for a known pseudo-random number generator to choose (ai, bi).

This is important, because the encoder needs to visit the same points during decod-
ing.

2. Raise the brightness in the patch ai by an amount d , typically in the range of 1 to 5
parts in 256.

3. Lower the brightness in bi by this same amount d  (the amounts do not have to be
the same, as long as they are in opposite directions).

4. Repeat this for n steps (n typically ~10 000).
Now, when decoded,  will be:

(9)

or:

(10)

s Sn

2 n s S
2·=

s Sn n s· n 104·»=

S ¢
n

S ¢
n

S ¢
n

Sn
¢ ai d+( ) bi d–( )–

i 1=

n

å=

Sn
¢ 2d n ai bi–( )

i 1=

n

å+=

Fig. 1. As d  or n increases, the distribution of  shifts further to the right.S ¢
n

0 4 TO 8 STANDARD DEVIATIONS
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So each step of the way an expectation of 2 · d  is accumulated. Thus after n repeti-
tions,  is expected to be:

(11)

As n or d increases, the distribution of  shifts over to the right (Figure 1 and
Table 1). In Figure 1, as d  or n increases, the distribution of  shifts further to the
right. If shifted far enough, any point that is likely to fall into one distribution is
highly unlikely to be near the center of the other distribution.

While this basic method works well by itself, a number of modifications have
been made to improve performance including:
1. Treating patches of several points rather than single points. This has the effect of

shifting the noise introduced by Patchwork into the lower spatial frequencies,
where it is less likely to be removed by lossy compression and typical Finite
Impulse Response (FIR) filters. Additionally, it makes alignment easier.

2. Making Patchwork more robust by using a combination with either affine coding
(described later) or some heuristic based upon feature recognition (e.g., alignment
using the interocular line of a face). Patchwork decoding is sensitive to affine
transformations of the host image. If the points in the picture visited during encod-
ing are offset by translation, rotation, or scaling before decoding, the code is lost.

S ¢
n

2d n
s Sn

¢

--------- 0,028d n»

S ¢
n

S ¢
n

Fig. 2. The contour of a patch largely determines which frequencies will be 
modified by the application of Patchwork.

p0

(A)

(B)

(C)

PATCH
MODIFIED

p

p

0

0

FREQUENCIES
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3. When decoding large patches, sampling all the points around the center point.
4. Using a visibility mask to avoid putting patches where they would be noticeable.
5. Superimposing a random mask on top of a cone-shaped patch to mask visibility

(see Figure 4).

Patch Shape

The shape of the patches deserves some comment. Figure 2 shows three possible one-
dimensional patch shapes, and next to them a very approximate spectrum of what a
line with these patches dropped onto it pseudo-randomly would look like. In Figure
2A, the patch is very small, with sharp edges. This results in the majority of the
energy of the patch being concentrated in the high frequency portion of the image
spectrum. This makes the distortion hard to see, but also makes it a likely candidate
for removal by lossy compressors and for the non-linear transforms introduced by
dithering. If one goes to the other extreme, as in Figure 2B, the majority of the infor-
mation is contained in the low-frequency spectrum. The last choice, Figure 2C, shows
a wide, sharp-edged patch, which tends to distribute the energy around the entire fre-
quency spectrum.

The optimal choice of patch shape is dependent upon the expected image modifi-
cations. If JPEG encoding or dithering is likely, then a patch that places its energy in

Fig. 3. Patch placement affects patch visibility.

Fig. 4. Random cone-shaped patch used with Patch Track method. The depth 
across the patch is chosen at random, but constrained to a cone of radius 15 and 

depth 10 for most of the experiments.

RECTILINEAR HEXAGONAL RANDOM

(A) (B) (C)
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the low frequencies is preferable. If contrast enhancement is to be done, placing
energy in higher frequencies would be better. If the potential image modifications are
unknown, then spreading the patch energy across the spectrum would make sense.

The arrangement of patches has an impact on patch visibility. For illustration,
three possibilities are considered (Figure 3). The simplest method is shown in Figure
3A, a simple rectilinear lattice. While simple, this arrangement is often a poor choice
if a high n is to be used. As the grid is filled in, continuous edges of gradient are
formed. The human visual system (HVS) is very sensitive to such edges. A second
choice, Figure 3B, breaks this symmetry by using hexagons for the patch shape. A
preferred solution, shown in Figure 3C, is a completely random placement of patches.
An intelligent selection of patch shape in both the horizontal and vertical dimensions
will enhance the effectiveness of patchwork for a given picture.

Variance

In order to evaluate the likelihood that a bill is encoded, some idea of the variance of
Sn is needed. In currency all luminance values are not equally likely. In U.S. currency
there tend to be many white or black regions and few mid-tone regions. 

While the variance differs for each sample, for decoding purposes it helps to
choose a typical variance rather then recomputing the variance for each bill examined.
Sn was calculated for 10000 seeds, using 10000 patch pairs and a 3· 3 decoding area
on both a one-dollar bill and a five-pound note. In both cases the full bill was exam-

Fig. 5. Patch Track on a one-dollar bill
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ined by the decoder, rather than just a small patch. The variance of these Sn was then
computed. 

The variance of the dollar bill is 77621. The variance of the pound note is
79105. Allowing for the consideration of nine times as many points, it was found that
these notes have a variance about 60% higher than an assumption of uniform variance
would suggest. This can be corrected by simply encoding with 60% more depth.

Summary

There are several limitations inherent to the Patchwork technique. The first is the
extremely low embedded data rate it yields, usually a one-bit signature per image.
This limits its usefulness to low bit-rate applications such as the digital watermark.
Second, it is necessary to register where the pixels in the image lie. While a number
of methods have been investigated, it is still somewhat difficult to decode the image
in the presence of severe affine transformations. These disadvantages aside, without
the key for the pseudo-random number generator, it is extremely difficult to remove
the Patchwork coding without degrading the picture beyond recognition.

The Patchwork method is subject to cryptographic attack if it is used to encode a
large number of identically sized images using the same key. If the images are aver-
aged together, the patches will show up as lighter or darker than average regions. This
weakness is a common one in cryptography, and points to the truism that for a static
key as the amount of traffic increases, it becomes easier to “crack” the encryption.
One solution is to use multiple pseudo-random patterns for the patches. Even the use
of just two keys, while increasing decoding time, will make Patchwork much more
robust to attack. Another solution is to use the same pattern, but to reverse the polarity
of the patches. Both solutions deter cryptographic attack by averaging.

3 Patch Track

If an image is printed on a particular printer, is it possible to figure out which printer
was used given only a printed sample? This problem is addressed in color copiers by
using a dither pattern that encodes the copier’s serial number. This is not as practical
for ink jet-type printers, where the dithering is usually done in software on a host
computer, or on a plug-in card such as a Postscript processing module.

In seeking an alternative method, there are several constraints: such a method
needs to be able to encode on the order of 32 bits in the target image to hold a serial
number. The encoding needs to not impact image quality adversely. For analysis pur-
poses, it should be possible to “find” these bits using a flatbed scanner of typical con-
sumer resolution (600 DPI or less). And lastly, the encoding should be one that does
not require extensive computational resources, since ultimately the goal would be to
embed such an encoding method in the printer itself. (Perhaps the algorithm should be
executable on a Microchip PIC16C84 microprocessor or similar chip). A simple mod-
ification of an existing information hiding technique, Patchwork meets these require-
ments.

Tracking bits are encoded in an image using a sequence of these positive and
negative watermarks to encode the ones and zeros. For example, the “password” for
the first bit might be “IBM0”, the second bit “IBM1”, etc. Since when using the
Patchwork method, the embedded watermarks corresponding to different passwords

9Information Hiding to Foil the Casual Counterfeiter



Fig. 6. Patch Track results. A variety of documents, encoded with a password 
of 10 are decoded after printing and scanning with various passwords (top), 

decoded after rotation (middle, left), decoded after translation (middle, right), 
and encoded at various pixel depths (bottom). Note that printing and scanning 

had almost no impact on data recovery.
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are nearly orthogonal, many bits can usually be encoded in an image before either vis-
ibly degrading the image quality, or interfering with the ease of data recovery.

This method can serve a dual role. Traditional watermarking is used to identify
whether an image has been encoded with a particular mark at all. Image tracking tries
to encode a tracking number in an image, but the decoder is just trying to recover the
bits with high accuracy, not identify if the image has been encoded in the first place.

In Patch Track, the first bit can serve as a “marker”, by encoding that bit to a
much higher level of certainty. This is important because if a bit is only encoded to
the 99% certainty level, there will be on average one false positive for every hundred
images or orientations examined. For a watermarking application used on the Inter-
net, the marker bit realistically needs to have an encoding level that returns one false
positive in 100000 (99.999%) or better, or a method will be swamped with false posi-
tives.

If this lead marking bit is detected, it is known that the image has watermarks in
the particular orientation being tested. The rest of the bits which define the tracking
number can be encoded in a much “lighter” (less certain and less degrading to the
image) fashion, since there is no question of whether there are bits in the image, only
if those bits are positive or negative.

Encoding Algorithm 

The serial number tracking algorithm presented here is an asymmetric algorithm. The
encoding is easy to place in a document, but at the expense of being difficult to
recover, due to potential variations in orientation of the encoded document. This is a
reasonable assumption if the encoding is going to be embedded in nearly every docu-
ment printed while the decoding is done only in the few cases where a crime has been
committed. Thus, no special effort is taken to make the Patch Track data easy to find,
since it is assumed that many orientations can be searched on a counterfeit bill to
identify the printer used. 

However, in order to detect features placed in a bill using the Patchwork algo-
rithm, it has been experimentally determined that they need to be on the order of a
tenth of an inch in size. This allows for the drop in effective resolution because of
dithering, as well as slight misalignments when the bill is scanned. 

Since the bill is 2.5 inches across on the short side, this suggests using patch
zones that are around 0.88 inches, guaranteeing that at least three of them will fall
completely on the bill. Each of these regions, then, will need to hold about 12 bits
(See Figure 5).

Taken together, these constraints equate to encoding an image in area approxi-
mately 760· 760 pixels of printer resolution, using patches around 90 pixels in size.
One bit in each region will have to be strongly encoded, and the rest weakly. Strong
encoding corresponds to about 10000 patches, and weak encoding to about 2000
patches. An encoding depth of 20 out of 256 is used with a simple visibility mask.
The encoding is done using the random cone method.

Decoding

The decoding process is more computationally intensive. There is first a grid search
of the image in a variety of rotations. Once a target region has been located, a gradient
search may be done to find the exact alignment of the system. The “weak” bits (that
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is, the tracking numbers) are then decoded, and the alignment of the system tells
where other blocks might be found. If desired, the overlap of several copies of the
same encoded regions may allow multiple copies of the region to contribute to the
decoding process. 

4 Tartan Threads

The second half of the counterfeiting problem involves preventing bills from being
printed in the first place. The ink-jet printer only “seeing” a print line a quarter inch
wide complicates this problem. This limits the size of the features that the printer can
examine when determining whether or not to print.

As a result, the approach considered here involves inserting a chosen feature in
the document to be printed which can later be detected, even when looking at a region
as small as a single print line.

Approach 

The approach we have tried involves the scattering of “threads” of encoding through-
out the image. These “threads” can be created by any of a number of spread spectrum
techniques, including Patchwork. The particular technique chosen depends on the
medium. For detecting a code using a simple piece of hardware, a simple encoding
method is needed. Given the constraints of this problem, traditional linear Direct
Sequence Spread Spectrum (DSSS) [4, 5] seems to be a good choice. 

A “thread” might be arranged as a grid of long, narrow regions. The thread itself
is broken up into several regions, typically between one and two hundred of them.
Within each region some algorithm is used to hide a “bit”. Since these regions are
very small, it is assumed that the accuracy of these bits will be suspect. It is important
that the method chosen makes it equally likely that an unencoded region returns a
positive or negative encoding. So, to encode a “thread”, a pattern of positive and neg-
ative encodings is chosen. The regions of the thread are then encoded with those bits.

To check if a certain region is encoded, one decodes each region of the suspect
thread. This decoded bit stream is then compared to the encoded bit stream, and a

Fig. 7. The region of the bill used in the Tartan Thread experiment
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binomial probability distribution function can be calculated to check for the likeli-
hood of encoding. 

5 Experiments

For all of the trials done, the printer was an Epson Color Stylus 800Ô  operating at
720· 720 DPI, with Microweave enabled. The images were translated from Postscript
to Epson printer control language by Ghostscript, version 5.04. They were dithered by
the Floyd-Steinberg algorithm operating in a CMYK color space model. Printing was
done on Epson photo-quality ink-jet paper to achieve the highest possible resolution. 

For scanning, an HP ScanJet 4CÔ  flatbed scanner was used, operating at a variety
of resolutions (all less then 300 DPI). Images were acquired directly into Adobe Pho-
toShopÔ  operating in RGB mode for saving to 24 bit TIFF files.

The limiting factor for most of these techniques was the available memory on the
analysis machines. Operating on a 2000· 3000 full color image stored in high preci-
sion format requires ~138 megabytes of RAM, per copy of the image being stored.
Continued work in this area necessitates either moving to disk-based memory meth-
ods, or as was done for this paper, working with smaller then maximum resolution
images. Our standard image size for these experiments was around 1000· 450 for
encoding and two to three times that for scanning and decoding (printed at 100 dpi
and scanned at 100–300 dpi).

Patch Track Results

Tests were performed using a U.S. five-dollar bill, a British five pound bank note, a
Guatemalan one hundred quetzales bank note, and an airline ticket. The encoded area
is spread throughout each document. Each document is printed and then scanned. A
random cone-shaped patch of maximum depth 10 (out of 256) and radius 15/100 of an
inch was used in the experiments. To test the Patch Track method, the bill is

Fig. 8. Tartan Thread results: phase for each 200 thread elements (left) and 
error rate versus encoding amplitude (right)
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“decoded” with a number of different password values, using a 3· 3 decoding block.
The encoding was done with the password of 10. 

As can be seen in Figure 6 (top), Patch Track returns a significant result for the
encoded password value (10) and a much smaller response for the other values in
variety of documents, include currencies from several nations and an airline ticket. In
interpreting these results, it is important to remember that the s  calculated has a
Gaussian distribution, therefore the target value of 4 represents a degree of certainty
that exceeds 99.98%. As can be seen in Figure 6 (bottom), the encoding can be
increased to any desired value without much difficulty by varying either the patch
depth or number of patches.

Also shown in Figure 6 are examples of the impact of affine transformations on
the Patch Track method. A Barbados five-dollar bank note was subject to rotation and
translation during the scanning process. The one degree of rotation resistance is
equivalent to misalignment of up to a 12th of an inch, an easily achieved target. The
shape of the translation data reflects the shape of the cone-shaped patches used in the
experiment.

Tartan Thread Results 
Tests were performed using a “weathered” U.S. one-dollar bill. For this test, the

encoding was restricted to the densely printed region (See Figure 7) of the bill. All of
the thread-area phases were encoded to 90 degrees. After encoding, the bill was
printed. This print out was then scanned in. This scanned image was used for decod-
ing. Each thread area was decoded and the phase of its carrier was found. The results
are shown in Figure 8.                                            

While there is an obvious phase alignment error, it is clear that most of the thread
areas decode to within a very tight tolerance of each other. Several bits per area could
be sent with a tolerance this tight. Assuming all phases are equally likely, a clustering
this tight (– 10 degrees out of 360) will occur less then 1 in 10251 times. There is little
likelihood of unintentional triggering. 

Discussion 

Information hiding of this type presents a challenge, mainly because the size of the
target data space (i.e., the region the printer sees at any one time) is so small. With
current technologies the data space does not exceed 180 pixels in width. When con-
sidering the aliasing effects caused by scanning and resampling, this effective data
space drops to 90 pixels. To be able to compensate for possible misalignments, the
necessary redundancy drops the data space to 45 pixels. The shortest dimension on a
dollar bill is approximately 2.5 inches. Quartering results in length of around 450 pix-
els. Thus, the largest data space that could be reasonably hoped for on a dollar bill is
about 20250 pixels. This is less then a third of the pixels in a 320· 240 image found
on a typical web page. Furthermore, since the typical print head is using only four to
six inks, it has at most a “4 bit” image depth. In practice, dithering reduces the spatial
resolution even further. 

Another bottleneck to consider is with the scanner. A 300 DPI scanner has
uniquely distinguish features at 150 DPI. This means that a 2.5"·0 .25" area will give
the potential counterfeiter less then 20000 pixels to start with. Once this is reduced by
dithering and aliasing, the data space is comparable to a 40· 50 thumbnail. This is
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simply too small an area to hope to do the kind of robust, effective information hiding
one would like.

These are transitory problems. As scanning and printing resolutions continue to
increase, there will soon be adequate data space to do more interesting experiments.

6 Conclusions 

The problem space of security documents (high-value certificates such as airline tick-
ets, stock certificates, etc.) presents an intermediate step between the geometrically
constrained world of today’s commercial watermarking techniques and that of trans-
lation, rotation, and cropping independent information hiding. 

Fixed scale allows the migration of many traditional time-domain spread-spec-
trum techniques into a “2D” environment. Exploiting the “printer/scanner” data path
presents the opportunity to explore the highly non-linear and relatively poorly under-
stood “transmission medium.” It also takes information hiding “out of the computer”
and allows its application to tangible media (i.e., physical objects). 
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Abstract. Advanced CAD tools and high-density VLSI technologies have
combined to create a new market for reusable digital designs. The economic vi-
ability of the new core-based design paradigm is pending on the development of
techniques for intellectual property protection. A design watermark is a perma-
nent identification code that is difficult to detect and remove, is an integral part
of the design, and has only nominal impact on performances and cost of design.
Field Programmable Gate Arrays (FPGAs) present a particularly interesting set
of problems and opportunities, because of their flexibility. We propose the first
technique that leverages the unique characteristics of FPGAs to protect com-
mercial investment in intellectual property through fingerprinting. A hidden en-
crypted message is embedded into the physical layout of a digital circuit when it
is mapped into the FPGA. This message uniquely identifies both the circuit ori-
gin and original circuit recipient, yet is difficult to detect and/or remove. While
this approach imposes additional constraints on the back-end CAD tools for cir-
cuit place and route, experiments involving a number of industrial-strength de-
signs indicate that the performance impact is minimal.

1 Introduction

We introduce a fingerprinting technique that applies cryptographically encoded marks
to Field Programmable Gate Array (FPGA) digital designs in order to support identi-
fication of the design origin and the original recipient (i.e. customer of record). The
approach is shown to be capable of encoding long messages and to be secure against
malicious collusion. Nonetheless, the technique is efficient and requires low overhead
in terms of hardware area and circuit performance.

1.1 Motivation

It is generally agreed that the most significant problem facing digital IC designers
today is system complexity. The process of large system implementation has followed



                                      Fingerprinting Digital Circuits on Programmable Hardware           17

an evolutionary path from multiple ICs, through single ICs, and now into portions of
ICs. For example, twenty years ago a 32-bit processor would require several ICs, ten
years ago a single IC was necessary, and today a 32-bit RISC core requires approxi-
mately 25% of the StrongARM 110 device developed by Digital Semiconductor in
collaboration with ARM Limited [1-3]. Fortunately, complex systems tend to be as-
sembled using smaller components in order to reduce complexity as well as to take
advantage of localized data and control flows. This trend toward partitioning enables
design reuse, which is essential to reducing development cost and risk while also
shortening design time. While systems designers have employed design reuse for
years, what is new is that the boundaries for component partitions have moved inside
of the IC packages.

A number of design houses have appeared that provide a wide range of modules,
such as parameterized memory systems, I/O channels, ALUs and complete processor
cores. These reusable modules are collectively known as Intellectual Property (IP), as
they represent the commercial investment of the originating company but do not have
a natural physical manifestation.

Direct theft is a concern of IP vendors. It may be possible for customers, or a third
party, to sell an IP block as their own without even reverse engineering the design.
Because IP blocks are designed to be modular and integrated with other system com-
ponents, the thief does not need to understand either the architecture or implementa-
tion.

This paper presents a deterrent to such direct misappropriation. The essential idea
involves embedding a digital mark, which uniquely identifies the design origin and
recipient, in an IP block. This mark (origin signature + recipient fingerprint) allows
the IP owner to not only verify the physical layout as their property but to identify the
source of misappropriation, in a way that is likely to be much more compelling than
the existing option of verifying the design against a registered database. This capabil-
ity is achieved with very low overhead and effort and is secure against multiparty
collusion.

Any effective fingerprinting scheme should achieve the following goals:
1. The mark must be difficult to remove.
2. It must be difficult to add a mark after releasing the IP to a customer.
3. The mark should be transparent.
4. The mark should have low area and timing overhead and little design effort.

The benefits of properties 1 and 2 are readily apparent and can be achieved by in-
tegrating the mark into the design. It then becomes more difficult to detect and re-
move, as there is no clear distinction between the mark and parts necessary to the de-
sign, thus making it more difficult to add another mark. Any attempts to remove the
mark or add another incur a much greater risk of changing the design function.

Property 3 is important to provide IP protection across a wide community of de-
velopers and is the key to extending the benefits of IP protection to those who do not
employ fingerprinting. By masking the presence of a mark, we discourage all forms of
theft. Ayres and Levitt compared the impact of obtrusive and unobtrusive theft-
preventive measures for automobiles [4]. They provide compelling evidence that un-
obtrusive tracking measures are significantly more effective at reducing theft than
measures that are apparent to the thief, because of the deterring impact of uncertainty.
We believe that a parallel exists between measures such as fingerprinting and more
apparent techniques such as conventional design encryption.
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Property 4 requires that the overhead in terms of area, timing, and design effort
needed to mark the design is not excessive.

1.2 Motivational Example

Our fingerprinting approach builds upon two existing techniques: an FPGA water-
marking technique that hides a mark [5] and an FPGA design tiling and partitioning
technique that greatly reduces the cost of generating many different circuit instances
which are functionally equivalent [6].

FPGAs are programmable logic devices that are composed of an array of configur-
able logic blocks (CLBs) which are connected via a programmable network. A device
is configured with a bitstream generated by CAD tools specifying the functionality of
the CLBs and the routing of the network. While the concepts developed here can be
applied to a wide range of FPGA architectures, all of the discussion and experimental
work will be conducted in the context of the Xilinx XC4000 architecture [7]. CLBs in
an XC4000 each contain two flip-flops and two 16x1 lookup tables (LUTs). A hierar-
chical and segmented network is used to connect CLBs in order to form a specific
circuit configuration.

A secure and transparent mark can be placed in an FPGA design using a previously
developed FPGA watermarking technique [5]. Consider the case of PREP Benchmark
#4 [8], a large state machine, which can be mapped into a block of 27 CLBs. This
mapping results in 3 unused CLBs, or 3 ·  32 = 96 unused LUT bits. Each unused
LUT bit is used to encode one bit of the mark. Figure 1 shows the layout of the origi-
nal design as produced by the standard Xilinx backend tools, while Fig. 2 shows the
layout for the same design after applying the mark constraints to the three unused
CLBs and re-mapping the design. The marked CLBs are incorporated into the design
with unused network connections and neighboring CLB inputs, further hiding the
mark.

Tiling [6] is then used to efficiently support fingerprinting. Consider the Boolean
function Y = (AÙ B)Ù (CÚ D), which might be implemented in a tile containing four
CLBs as shown in Fig. 3.I. This configuration contains one spare CLB, and its LUT
can hold a mark indicating the owner’s signature and recipient’s fingerprint. Each
recipient could receive this original configuration with a unique fingerprint. Using the
same base configuration for a different recipient, and therefore a different fingerprint,
would facilitate simple comparison collusion (e.g. XOR), as the only difference be-
tween the designs would be the fingerprint. Note however that each implementation in
Fig. 3.I–IV is interchangeable with the original, as the interface between the tile and
the surrounding areas of the design is fixed and the function remains unchanged. The
timing of the circuit may vary, however, due to the changes in routing. With several
different instances of the same design, comparison collusion would highlight func-
tional differences, thus disguising the differences between the various recipients’ fin-
gerprints.

If a design had four tiles the size of the instance in Fig. 3 (i.e. the design is a 2· 2
array of tiles; each tile is a 2· 2 array of CLBs), the total number of CLBs in the de-
sign would be 16. Assuming each CLB has a total of 32 LUT bits and each tile has
one CLB free, 128 LUT bits would be available to encode a mark. Each tile has four
instances, making the total number of design instances 44 = 256. A non-tiled design
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execution of the backend CAD software which may require X amount of design ef-
fort. Each tile instance only requires X/4 amount of effort, but each instance can be
used in 43 = 64 different design instances. Therefore, the effective effort required to
generate each tile instance is X/(4· 64), and each instance of the total tiled design re-
quires X/64 amount of effort.

Fig. 1. Original layout of PREP benchmark
#4

Fig. 2. Marked layout of PREP benchmark
#4 with a 96-bit mark
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Fig. 3. Four instances of the same function with fixed interfaces

1.3 Limitations

The standard digital design flow follows these steps: behavioral hardware description
language (HDL), synthesis to register transfer language (RTL), technology mapping,
and finally physical layout involving place and route. Marks can be applied to any
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level of this design flow and, if developed properly, will propagate to later stages.
However, because a mark is nonfunctional, it may be removed by reverse engineering
a design to a stage in the flow before the mark has been applied. Fortunately, most
FPGA vendors will not reveal the specification of their configuration streams, specifi-
cally to complicate the task of reverse engineering and thus protect the investment of
their customers. For example, the Xilinx XC4000 devices follow a form of Pareto’s
rule: the first 80% of the configuration information can be determined relatively eas-
ily by inspection, the next 16% is much more difficult, etc. The complexity is en-
hanced by an irregular pattern that is not consistent between rows or columns, as a
result of the hierarchical interconnect network. Xilinx does not take any specific ac-
tions to make their configurations difficult to reverse engineer. However, they do be-
lieve that it is difficult to do in general, and they promise their customers that they
will keep the bitstream specification confidential in order to raise the bar for reverse
engineering [9].

1.4 Contributions

This paper presents the first fingerprinting method for protecting reusable digital cir-
cuit IP, even after the IP has been delivered in commercial products. By manipulating
hardware resources, we are able to encode relatively long messages in a manner that
is difficult to observe by a third party, resists tampering and collusion, and has little
impact on circuit performance or size. This capability provides three main benefits:
1. It reduces the risk that a circuit will be stolen, i.e. used illegally without payment or

transferred to a third party.
2. It identifies not only the origin of the design, but also the origin of the misappro-

priation.
3. It can be used to identify the backend tool chain used to develop a design, and thus

be part of the royalty mechanism used for CAD tools.

1.5 Paper Organization

The remainder of the paper is organized in the following way. Section 2 discusses
work related to this fingerprinting approach, and section 3 details the approach itself.
Section 4 evaluates the approach through experimentation, and the work is summa-
rized in section 5.

2 Related Work

Related work can be divided into three main areas: digital watermarking, fingerprint-
ing, and reverse engineering.

Ad-hoc techniques for marking text and image documents have been manually
practiced for many centuries [10]. Recently, techniques for hiding signature data in
image, video, and audio signals have received a great deal of attention. A spectrum of
steganographic techniques for protection of digital images has been proposed [11-13].
While many of the initial techniques for marking images were not able to provide
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proper proof of ownership [14], several recent techniques provide protection against
all known attacks [15].

Although protection of digital audio signals emerged as a more difficult task, at
least three different techniques have been proposed [12, 16, 17]. The protection of
video streams using steganography has been demonstrated by several European and
US research teams [18-20].

Recently, a set of techniques has been proposed for protection of digital circuit IP
through watermarking at the behavioral level using superimposition of additional con-
straints in conjunction to those specified by the user [21]. In this paper, we propose
the first fingerprinting technique for FPGA designs. The majority of intellectual prop-
erty is already programmable components, and all economic and historical trends in-
dicate that the importance of these components will continue to rise. Finally, note that
addressing the design at a lower level of abstraction has one additional advantage. All
designs are significantly larger at lower levels of abstraction, enabling marks that are
more difficult to detect and remove.

There has been a number of fingerprinting efforts reported in data hiding and
cryptographic literature [22-24]. A spectrum of protocols has been established which
greatly enhance the protection of both buyers and merchants of digital artifacts. All of
these techniques are targeting protection of still artifacts, such as image and audio
streams. To the best of our knowledge, this work is the first effort that addresses IP
protection using fingerprinting.

While Xilinx and other FPGA vendors make some efforts to complicate the task of
reverse engineering, it certainly is possible to crack the configuration specification
with a concerted effort. NeoCAD Inc. was able to accomplish this for the Xilinx
XC4000 series devices through a directed investigation of the output produced by the
Xilinx backend tools. Given this information, it should be relatively straightforward to
produce a Xilinx netlist file and then use commercial tools to move back up the de-
sign flow. Another line of attack involves removing the packaging material and suc-
cessive layers and using image processing inspection to produce a circuit representa-
tion of the CLB. This approach has been used to produce a complete layout of a 386
microprocessor in approximately 2 weeks [25].

As a consequence of the proven success of reverse engineering, we believe that
hiding the mark is necessary but not sufficient. Any effective fingerprinting scheme
should make the mark appear to be part of the functional digital circuit to whatever
extent is possible.

3 Approach

The watermarking technique is the general approach of inserting marks in unused
CLB LUTs as introduced in the motivational example above. Results [5] indicate that
the area and timing overhead required for inserting large marks in a design is low and
that the approach is secure against most attacks.

Directly applying the watermarking technique to fingerprinting (i.e. replace the de-
sign origin signature with the recipient’s fingerprint for each copy) is susceptible to
collusion. Performing a simple comparison between the two bitstreams would reveal
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that the only differences were due to the individual fingerprints. Removing the differ-
ences would yield a fully functional yet unmarked circuit.

This vulnerability can be avoided by taking advantage of the flexible nature of
FPGAs to create differences among functional components of the designs. By moving
the location of the fingerprint for each instance of the design (i.e. reserve different
CLBs for the fingerprint), the functional components will also have a different layout.
Therefore, all comparisons that are done yield functional differences, and any attempt
to remove the differences would yield a useless circuit.

However, generating an entire layout for each instance of the design would require
a trip through the place-and-route tools for the entire circuit. Tiling requires that only
a small portion of the design be changed. The algorithm divides a design into a set of
tiles that possess the same characteristics as the example in Fig. 3. That is, each tile
has specific functionality and a locked interface to the rest of the design. Several in-
stances of each tile can be generated, and each instance can replace another without
affecting the rest of the circuit (except timing) due to the locked interface. The various
tile instances can then be matched to create one instance of the entire design. This
reduces the total number of instances that need to be generated, and vastly reduces the
effort and memory required to produce each instance.

The design tiling algorithm was originally developed in an eye toward fault-
tolerance, but with the same goal of effort and memory reduction [6]. For fault-
tolerance, different instances of each tile reserve different CLBs as unused. In the face
of a CLB fault, the appropriate instance can be activated without affecting the rest of
the circuit. The same result could be achieved by storing a great many instances of the
entire design, leaving various CLBs free in each instance, but the effort to place and
route each instance and the memory required to store each instance makes this ap-
proach impractical.

Much in the same way that tiling for fault-tolerance reduces the effort required to
generate the various fault-tolerant instances and the memory to store them, tiling also
makes fingerprinting more efficient and practical.

3.1 Watermark Preparation, Embedding, and Validation

We use cryptography tools to generate a set of FPGA physical designs (configura-
tions) which correspond to the signature of the author of the design. The application
of cryptographic techniques ensures also cryptographically strong hiding and low
correlation of the added features.

The first step of the signature preparation and embedding process is encoding of
the authorship signature as a 7-bit ASCII string. The signature string is given to the
fingerprinting system for embedding in the circuit and is later produced by the verifi-
cation program. The string is first compressed using a cryptographic hash function.
The output is processed using public-key encoding. Finally, to produce a message that
corresponds to the initial signature, we use a stream cipher. Note, in such a way, we
generate a signature of arbitrary length.

Specifically, we use for the signature preparation the cryptographic hash function
MD5, the public-key cryptosystem RSA, and the stream cipher RC4 [26, 27], on
which many of today’s state-of-the-art cryptographic commercial programs are based.
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The next step in signature preparation involves adding error-correction coding
(ECC). By introducing ECC into the signature, we combat the malicious third party
that manages to identify a part of a signature and attempts to modify or remove it. A
fundamental tradeoff exists between the number of bits allocated to the signature and
ECC, and the sum must not exceed an estimate of the available bits free for encoding.
We propose using a fault-tolerant encoding scheme that is similar to that used for
marking file system structures on disk drives: the system decides upon a level of ECC
protection based on the available free space and writes these settings into the available
space. Using this approach, each design can have an appropriate amount of ECC
while still guaranteeing that a generic verification system will be able to retrieve the
signature.

The final step in signature preparation involves interleaving multiple ECC blocks.
Consider the case where all signature information is encoded in the 16· 1 LUTs of a
Xilinx XC4000 device. It is possible that a malicious third party would be able to
identify a particular LUT that is non-essential to the device function and change its
programming. If sixteen consecutive ECC blocks are interleaved, one bit at a time,
over a set of LUTs, then each LUT will only contain one bit from any ECC. This in-
terleaving guarantees that the validation software can successfully retrieve the signa-
ture in the face of any single point fault, i.e. a LUT that has been tampered with.

Validation involves retrieving the signature embedded in the configuration. The es-
sential element to validating any signature is retrieving the FPGA configuration. This
step is straightforward for FPGAs based on static memory, as they are loaded over an
external bus that can be monitored. It may not be possible to retrieve the configuration
for technologies based on anti-fuse or flash-memory, though the issue remains open
given recent successful efforts at reverse engineering. For this reason, we have fo-
cused our technique on static memory devices.

When the owners of an IP block believes their property has been misappropriated,
they must deliver the configuration in question to an unbiased validation team. The IP
vendor produces a seed that they claim was used to produce the block. With the seed
and signature, the validation team reverses the signature preparation and embedding
process: identify the CLBs used for hiding the signature based on the specific tile in-
stances of the suspected instance of the complete design, reverse the block interleav-
ing, apply the ECC if necessary, decrypt the message using a known key, and finally
print out the resulting signature. If the signature matches that claimed by the IP ven-
dor, then the source of the misappropriation has been established.

Essentially, the owners must demonstrate that encoded constraints match their en-
crypted signature. Therefore, they must provide the validation team with their original
and encrypted signatures. The encrypted signature can be verified to match the con-
straints in the realized design, but this procedure assumes that the third party (valida-
tion team) will not reveal the signature to others later. We plan to address zero-
knowledge proofs for signatures (where this restriction is removed) in future efforts.

3.2 Fingerprinting

After each instance for each tile is generated, the instances are prepared for marking.
Every unused CLB is incorporated into the design with unused network connections
and neighboring CLB inputs, and timing statistics are generated for each instance.
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Depending on the timing specifications of the design, some instances may be dis-
carded. The remaining instances are collected in a database. For example, MCNC
benchmark c499 can be divided into 6 tiles, each with 8 instances, creating the possi-
bility for 86 = 262,144 different instances of the total design.

When a copy of the design in needed, an instance for each tile is extracted from the
database and the recipient’s fingerprint is inserted in the unused CLBs.

A group of people colluding may be able to find that they have instance matches
among some of their tiles, thus allowing for tile comparison collusion, but it ex-
tremely unlikely that matches will be found among all (or even a large portion) of the
tiles. Furthermore, the tile structure and boundaries are not generally apparent to the
colluders, as they are not an inherent property of the FPGA configuration. Therefore,
the colluding recipients may be able to remove a portion of their fingerprints, but the
majority of the fingerprints will remain intact. The key to this approach is efficiently
introducing wide variation among the functional parts of the designs, so that collusion
cannot be used to separate common functional components from unique fingerprints.

The pseudo-code in Fig. 4 summarizes the approach.

41 FUHDWH#LQLWLDO#QRQ0ILQJHUSULQWHG#GHVLJQ>
51# H[WUDFW#WLPLQJ#DQG#DUHD#LQIRUPDWLRQ>
61# ZKLOH#+$FRPSOHWH,#^
71# SDUWLWLRQ#GHVLJQ#LQWR#WLOHV>
81 LI#+$+PDUN#VL]H#))#FROOXVLRQ#SURWHFWLRQ,,#EUHDN>
91# IRU#+L 4>L? &#RI#WLOHV>L..,#^
:1# IRU#+M 4>M? &#RI#WLOH#LQVWDQFHV>M..,#^
;1# FUHDWH#WLOH#LQVWDQFH+L/M,>
<1 # LI#+LQVWDQFH#PHHWV#WLPLQJ#FULWHULD,#^
431# LQFRUSRUDWH#XQXVHG#&/%V#LQWR#GHVLJQ>
441# VWRUH#LQVWDQFH>
451# ` ` ` `
461 IRU#+L 4>L? &#RI#UHFLSLHQWV>L..,#^
471 SUHSDUH#PDUN+L,>
481 VHOHFW#WLOH#LQVWDQFHV#IURP#GDWDEDVH>
491 LQVHUW#PDUN#LQ#XQXVHG#/87V>
4:1 `

Fig. 4. Pseudo-code for fingerprinting approach

Lines 1 and 2 initialize the process by establishing the physical layout for the non-
fingerprinted design, on which all area and timing overhead is based. Lines 3–12 per-
form the tiling technique, creating a database of tile instances. The variables for this
section are mark size, collusion protection (level of security based on presumed num-
ber of collaborators), and timing requirements. Mark size and collusion protection
affect the tiling approach, while the timing requirements define the instance yield (i.e.
individual tile instances are accepted contingent upon their meeting the timing re-
quirements). Lines 13–17 are executed for each distributed instance of the design.
Line 14 derives the unique recipient fingerprint with asymmetric fingerprinting tech-
niques [23, 24].
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3.3 Tiling Optimization

The tiling technique performed in lines 3–12 involves selecting a tile size x that best
balances the security of the fingerprint and the design effort required for the finger-
printing process. The selection of x is based on a set of given constants and user de-
fined variables, including the desired emphasis on either security or effort.

The constants are the FPGA device size d and the CLB utilization (a = # unused
CLBs/# total CLBs). The variables defined by the user are the timing specifications
(which impact instance yield y, the percent of tile instances that meet the timing speci-
fications), a collusion set size n, and the maximum percentage of the mark that can be
removed while leaving enough of the fingerprint intact for unique recipient identifi-
cation b. These five criteria lead to preliminary calculations: the number of tiles in the
design t = d/x, the number of free CLBs per tile f = º ß axax ×»× , the number of

instances per tile i = ÷÷ł

ö
ççŁ

æ
f

x
, the number of instances per tile that meet the timing

constraints j = i×y, and the design effort required for the fingerprinting technique e =
t×x×i = d×i. Design effort refers to the number of complete passes through the CAD
tools (i.e. configurations of the entire design) that are required.

The above information can be used to calculate the odds that n people could
collude to remove their fingerprints in one tile:
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Odds to remove fingerprint from one tile.

(1)

Equation (1) assumes that the only way to remove a fingerprint from a tile is to
find two matching tile instances, thus making the recipient fingerprint the only
difference between two tiles. A simple XOR comparison between the two tiles would
remove the two fingerprints, thus creating an instance which can be distributed to all
participating colluders. The owner’s signature remains in all tiles, however.

The process of removing the fingerprint from one tile can be repeated until a
certain portion of the complete design has been cleaned. A binomial calculation
indicates the odds that b% of the fingerprint can be removed:
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The security of the fingerprint improves with a larger tile size x as a result of the

greater number of instances: t
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. However, as mentioned above, larger

tile sizes require more effort e to generate. The product of security and design effort
yields:
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This equation reveals that there is a critical value for x which balances the tradeoff
between security and design effort. Certain applications may put a stronger emphasis
on one or the other. For today’s FPGA applications, design effort is one of the prime
limiting factors. FPGA mapping is extremely time consuming, thus forcing an
emphasis on limiting design effort. Also, today’s applications see configuration
bitstreams being distributed directly to approved recipients, thus requiring any
collusion effort to bring n number of people together. Any one person would have a
difficult time collecting a larger number of distributed instances of the design.

Conversely, trends in FPGA technology and applications may put a reduced
emphasis on design effort and a greater emphasis on security. FPGA CAD tools
continue to improve and workstations on which the software runs are improving
tremendously. Therefore, in the future, design effort won’t be as onerous. Also, one
forseable application of FPGA designs includes distributing designs over the internet,
either directly to recipients or available as a form of hardware application. In either
situation, one person could gain access to a great many instances of the design, either
by eavesdropping on a network line or downloading numerous instances of the
application, each time receiving a different fingerprint. Then n becomes not the
number of people colluding but the number of instances that are being compared,
possibly by one person. This possibility raises the importance of fingerprint security.

4 Experimental Results

To evaluate the area and timing overhead of the approach, we conducted an experi-
ment on nine MCNC designs. For design effort and fingerprint security, the following
constants were assumed: device size d = 400 CLBs, number of unused CLBs/number
of total CLBs a = 0.1, and instance yield y = 0.9.

The overhead of the proposed approach comes in the form of area (physical re-
sources), timing, and design effort. Area overhead is inevitable, as previously unused
LUTs are used to encode the mark. Table 1 shows the area of the designs before and
after the application of the fingerprinting approach. A number of factors complicate
the task of calculating the physical resource overhead. The place-and-route tools will
indicate the number of CLBs that are used for a particular placement. However, these
utilized CLBs rarely are packed into a minimal area. Unused CLBs introduce flexibil-
ity into the place-and-route step that may be essential for completion or good per-
formance. For example, the initial c880 design possesses a concave region that con-
tains 42 utilized CLBs but also 10 unutilized CLBs (19%). Therefore, we will report
overhead in terms of the area used by the fingerprinted design minus the total area of
the original design, including unused CLBs such as the 19% measure above. The av-
erage, median and worst-case area overheads were 5.4%, 5.3%, and 9.8% respec-
tively. The size of the mark (signature + fingerprint) that can be encoded is dependent
on this overhead. If a larger mark is desired, extra CLBs can be added thus increasing
overhead.
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Design Original #
of CLBs

Final # of
CLBs

Final – Original
Original

9sym 46 49 .065
c499 94 96 .021
c880 110 115 .045
duke2 93 100 .075
rd84 27 28 .037
planet1 95 100 .053
styr 78 81 .038
s9234 195 206 .056
Sand 82 90 .098

Table 1. Variation of resources used among instances for each tile

Timing overhead may arise due to the constraints on physical component place-
ment as defined by the size and location of the mark. A LUT dedicated to the mark
may impede placement of circuit components and lengthen the critical path. As the
mark size grows relative to the design size, more constraints are made on the place-
ment of the design, thus increasing the possibility for performance degradation.

Timing overhead is show in Fig. 5. For each design, the instance yield (i.e. number
of tile instances that meet the timing specifications / total number of tile instances) is
shown as the timing specifications (measured as percent increase over the original,
non-fingerprinted design timing) grow more lenient. The results reveal that a 20%
increase in timing yields approximately 90% of total tile instances as acceptable.
Relatively small changes in a circuit netlist or routing constraints can often result in a
dramatically different placement and a corresponding change in speed. It appears that
the impact of fingerprinting on performance is below this characteristic variance.
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Fig. 5 Instance yield vs. timing specifications
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As the equations in section 3.3 indicate, effort e increases with tile size x. Design
effort may often be the limiting factor in tile size selection, despite the fact that secu-
rity increases with tile size. By examining the chance that an increasing number of
colluders have to break one tile (1) and all tiles – (2) with b = 100% – by direct com-
parison collusion with varied tile sizes, it is clear that larger tile sizes drastically re-
duce the chance that any portion of the fingerprint may be removed. Even for a tile
size of 40 and 200 people colluding, there is only one chance in approximately 5 mil-
lion that the entire fingerprint could be removed. It therefore is important to compare
the tradeoff between design effort and fingerprint security in a proper manner. Fig-
ure 6 is a direct multiplication comparison (3). Other comparisons may be more rele-
vant based on the application and design setting. As mentioned above, current appli-
cations do not require as much security, as a large number of design instances aren’t
easily available to a group of colluders. Also, current design settings place a strong
emphasis on design effort, as modern FPGA mapping technology is time consuming.
Therefore, a different comparison (e.g. security ·  effort2) may present a more useful
measure of current needs. As mentioned above, future applications may require a dif-
ferent comparison, perhaps placing a greater emphasis on fingerprint security and a
smaller emphasis on effort. Figure 6, however, reveals that for a large number of col-
luders and direct multiplication comparison, it is better to have a larger tile size.

Figure 7 shows the same data as Fig. 6, but it instead plots various collusion sizes
against tile size and focuses in on a smaller, more reasonable number of colluders.
The minimum value for each plot is the critical value denoting the optimal tile size for
the particular collusion group size. It is easy to see here, that the best tile size actually
is a mid-sized tile for a small collusion group (e.g. n = 2 Þ  best x = 40; n = 10 Þ  best
x = 80), and the specific optimum tile size increases for larger collusion groups.
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Figure 8 displays the chance that a growing number of colluders have to remove a
certain percentage of the fingerprint for a tile size x of 40. Even for a small tile size
such as 40, it remains extremely unlikely that a colluding group could remove even a
small portion of the fingerprint. The chance that 15 colluders would be able to remove
30% of the fingerprint by comparison collusion is one chance in approximately 4 mil-
lion.
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Figure 9 directly multiplies security by design effort for each tile size revealing
that the optimal tile size for a growing number of colluders is predominantly mid-
sized tiles because the fingerprint security remains extremely high for mid-sized tiles
while requiring significantly less design effort.
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5 Conclusion

As digital IC design complexity increases, forcing an increase in design reuse and
third party macro distribution, intellectual property protection will become more im-
portant. The fingerprinting approach presented here creates such protection for FPGA
intellectual property by inserting a unique marker identifying both the origin and re-
cipient of a design. The fingerprinting process produces an extremely secure mark
(chance of removing a fingerprint is always less than one in a million) but requires
little extra design effort. Although the mark is applied to the physical layout of the
design by imposing constraints on the backend CAD tools, experiments reveal that the
area and timing overhead is extremely low.
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Abstract. We describe a steganographic system which embeds secret
messages into a video stream. We examine the signal path which typically
includes discrete cosine transformation (DCT) based, lossy compression.
Result is the technical realisation of a steganographic algorithm whose
security is established by indeterminism within the signal path.

1 Introduction

The escalation of communication via computer network has been linked to the
increasing use of computer aided steganography [5,6]. Steganographic methods
usually hide ciphered messages in other, harmless-looking data in such a way
that a third person can not detect or even prove this process. Examples for
information hiding exist for digital image files, audio files, and in background
sounds of phone calls [2]. There are more than 20 programs on the Internet (for
examples see the list below).

– S-Tools by Andy Brown embeds data as least significant bits in audio files
(.wav) or as least significant bits of the RGB color values in graphic files
(.bmp). A third method hides data in free sectors of diskettes. Several sym-
metric encryption methods (DES, IDEA, . . . ) are offered for additional en-
cryption of the secret data [9].

– Jsteg by Derek Upham embeds data in JFIF images. It overwrites the least
significant bits of the coefficients [8,10].

– Hide and Seek by Colin Maroney hides data (encrypted with IDEA) in GIF
files [11].

– PGE (Pretty Good Envelope) by Roche-Crypt packs data in GIF or JPEG
files. The use of an additional secure encryption method is recommended [12].

– Mandelsteg by Henry Hastur calculates a GIF fractal from a file. The result-
ing images are very similar. Differences can only be seen when comparing
their color values [13].

? This work is sponsored by the German Federal Ministry of Education, Science, Re-
search and Technology (BMBF).

David Aucsmith (Ed.): Information Hiding 1998, LNCS 1525, pp. 32–47, 1998.
c© Springer-Verlag Berlin Heidelberg 1998
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– Stego by John Walker transforms any file to a nonsensical text by means of
a free choosable dictionary.

– Texto by Kevin Maher transfers files into poetic English sentences (compa-
rable with stego, which produces nonsensical texts) [14].

Data camouflage is also used for compatible enlargement of norms, such as
stereophony, color TV, videotext, traffic control system (TCS), and radio data
system (RDS) at FM radio.

This paper does not deal with watermarking systems at all [1].

2 Video Conferencing Systems

Video conferences use compression algorithms to ensure an acceptable quality
even on low data rate systems like ISDN. Usually, compression methods are lossy
which means that the reconstructed image is not identical with the original.

The video conference used for the implementation of the steganographic sys-
tem presented in this paper works on the H.261 standard. This is the most com-
mon standard for compression in video conferences and is recommended by the
Comité Consultatif International Télégraphique et Téléphonique1 (CCITT) [3].
In Fig. 4, we can see the points for embedding and extracting within the H.261
information flow.

Compression and data embedding have contrary goals. For data embedding
we need a carrier that allows the possibility of unnoticeable modifications. Signal
noise and irrelevance are common examples for it. Compression methods try to
remove signal noise and irrelevance. The better a signal is compressed, the less
possibilities for data embedding we have. In section 5 we investigate a typical
signal path for data embedding.

3 Discrete Cosine Transformation

The steganographic algorithm described in section 6 embeds data in transformed
blocks. Therefore we describe the transformation process used in this video con-
ferencing system.

A suitable transformation is a means to separate essential information (visible
for the human eye) from marginal parts (invisible for the human eye) of the
image. The subsequent quantization removes the insignificant parts of the image.
The transformation employed has to be invertible in order to regain the essential
parts of the image.

Many digital video conferencing systems, for instance based on the standards
H.261, M-JPEG, MPEG, use the two-dimensional discrete cosine transformation
(DCT). It transformes an image of 8× 8 pixels with 8 · 8 = 64 brightness values
F (0, 0) . . . F (7, 7) into 64 values (so-called DCT coefficients) f(0, 0) . . . f(7, 7)
(see Equation 1). The transformation causes no significant loss (rounding errors

1 the former CCITT is now the International Telecommunication Union (ITU)
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only). The retransformed image results from back transformation of the DCT
coefficients (see Equation 2). It can also be understood as linear combination
of the DCT coefficients (see Equation 3 and Fig. 2) with the DCT base images
Bk,n (see Fig. 1).
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Fig. 1. DCT base images Bk,n
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4 An Example

In order to illustrate the DCT, we transform a dot over the i. Fig. 3 shows it
strongly enlarged. As presented in Fig. 3 b) the dot over the i has a grating of
64 brightness values. Let’s look at its transformed matrix:




50 −4 −84 −2 −31 −2 −12 −1
−4 0 0 0 0 0 0 0
−84 0 −29 2 15 0 10 0
−2 0 2 0 1 0 0 0
−31 0 15 1 28 −1 10 −1
−2 0 0 0 −1 0 −2 0
−12 0 10 0 10 −2 0 −1
−1 0 0 0 −1 0 −1 0




The quantization causes an accumulation of zeros by applying a step function
(dividing and rounding) to the DCT coefficients:




2 0 −8 0 −3 0 −1 0
0 0 0 0 0 0 0 0
−8 0 −2 0 1 0 1 0

0 0 0 0 0 0 0 0
−3 0 1 0 2 0 1 0

0 0 0 0 0 0 0 0
−1 0 1 0 1 0 0 0

0 0 0 0 0 0 0 0




The example demonstrates that only 15 coefficients different from zero are left of
the initial 64 brightness values. The coefficients are arranged in linear ordering
and then are run and level coded. The new created sequence will be Huffman-
coded. [3] and [4] enclose a description of run and level and Huffman coding. The
significant fact is that they are loss-free codings. Fig. 3 c) shows the result of
the back transformation.



36 Andreas Westfeld and Gritta Wolf

a) b) c)

Fig. 3. “Dot over the i”: a) original, b) rastered c) after decompression
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5 Signal Path

A precise knowledge of the signal path is important in order to be able to estimate
the safety of a steganographic technique. From the camera to the coded sequence
of pictures, the signal path is subject to losses by transformations as well as to
influences and to disturbances. In the following, some transformation points on
the path are designated, and in parentheses, the altered quantity.

The appearance of the original is influenced by the lighting conditions. The
image of the original is preprocessed optically by the lens of the camera. Ad-
ditionally, attitude aperture setting (depth of focus), the focuses (part of high
video frequencies), the focal length (detail, video depth) and the quality of the
lens (distortion) contribute essentially. Through dispersion, the focuses are de-
pendent on the color of light. The light is usually transformed into an electrical
signal in the camera by a charge coupled device (CCD). The tiny CCDs are
characterized through their high sensitivity to light. The light in front of the
about 380 000 photosensitive points is filtered by many colored, narrow, vertical
stripes. Each three adjacent sensors, receiving respectively red, green, and blue
filtered light, make one pixel. The horizontal distance of the three sensors is only
a partial pixel distance and thus, is neglected. A CCD has a temporal inertness
(the reader possibly observed the “tracing” in the case of a camera pan shot)
and is operated with a specific sampling frequency. Afterwards, the altered and
rastered image is available in the form of an electrical signal. In this form, it
runs through a circuit which contains semiconductors (temperature dependence,
noise), and it is changed into a NTSC or PAL signal. The signal path now leads
to the computer over a coaxial cable (spectral phase shift, attenuation) from the
camera. On the videocard in the computer the picture is locked, digitized and
transmitted to the device driver.2 A data structure in the RGB format results,
which contains the image which is now even more coarsely rastered than in the
NTSC or PAL signal. With the last step on the signal path, we exceeded the
boundary to determinism (see Fig. 5). All further processing steps are digital and
deterministic. With the transformation and quantization, desirable rounding er-
rors occur. A loss-free entropy coding compresses the data between quantization
and transfer.

- -- ?non-deterministic

Processing

deterministic,

loss-free

Processing

lossy

Processing

deterministic,

Embedding

Fig. 5. Sections of the signal path

2 Often only the interface of the device driver is documented. The programmer is
unable to separate the activities of the videocard and those of the device driver.
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The signal path can be divided into three parts. Non-deterministic processing
means that resulting output signals differ from each other with high probability
in the case of identical input signals.

An example is the noise of the semiconductor devices mentioned already. The
noise level is dependent of the considered bandwidth. The image incorporated
by the camera is filed in the PAL signal line by line from top to bottom, 15 625
lines per second (for 25 full frames). The voltage within a line varies during hori-
zontal color change, with vertical from line to line. Therefore, upright brightness
modifications are put in the signal at a bandwidth a maximum of 8 kHz (one line
is white, one line is black, alternating). Up to 800 image elements per line can
be placed in comparison to this, which corresponds to a bandwidth of 6 MHz.
The bandwidth for horizontal video frequencies – and therefore the noise level –
is up to 800 times as large as the bandwidth for vertical video frequencies.

Two scan lines are aligned by means of the horizontal synchronization pulse
which is included in the CCVS signal. Line interlacing divides a full frame into
two half frames. If one numbers the lines of a full frame from top to bottom, the
first frame contains all odd lines and the second frame all even lines. Therefore,
two straight adjacent lines of the full frame are 1

50 frame separated from each
other. Since the half frames are also registered at the frame rate, the screen
content can already have changed.

Here follows an example with numbers. The about 380 000 sensors of a CCD
might be placed in format 720 by 540. Three adjacent sensors will be summarized
as one image point (RGB), although the sensors have a distance of 1

720 line
length. This horizontal distance is, referring to the smallest H.261 format (176 by
144), 1

4 pixel distance. Table 1 shows, that already a horizontal displacement of
the image content of 1

10 pixels allows considerable modifications of the frequency
spectrum.

We developed a little program which creates Table 1 when base images are
generated with horizontal dephasing and transformed. The dephasing results
if term 2y + 1 is replaced by 2y + 1.2 in Equation 1. Through consideration
of Fig. 1, it is obvious that a horizontal “dephasing” of the base images Bk,0

brings no change. Under exclusion of the coefficients f(0, 0) (base brightness)
and f(k, n) (appropriate for the base image), the coefficient f(k′, n′) with the
largest absolute value was always searched in the transformed matrix. The values
in brackets are not to be traced back to displacement and can be explained by
truncated values during computation. In the line for B0,1, the coefficient with the
strongest differing amount probably is f(0, 0). Since this coefficient is excluded
from consideration, the smaller next appears. Otherwise, for n > 0, the following
pattern is valid:

k′ = k
n′ = n− 1 and

∆f(k′, n′)
f(k, n)

≈ n · 3%

Column fmin contains the minimum amount for the coefficient f(k, n) from
that coefficient f(k′, n′) currently changes by 1. Since the coefficients are integer,
a modification less than 1 is not possible.
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Table 1. Relative change of DCT coefficients f(k′, n′) while horizontal dephasing
of base images Bk,n by 1

10 pixel

k n k′ n′ ∆f(k′,n′)
f(k,n)

fmin
0 0 – – (0.00) % (∞)
0 1 0 2 1.51 % 67
0 2 0 1 6.75 % 15
0 3 0 2 9.19 % 11
0 4 0 3 12.27 % 9
0 5 0 4 15.16 % 7
0 6 0 5 18.90 % 6
0 7 0 6 24.60 % 5
1 0 3 0 (0.27) % (369)
1 1 1 0 3.61 % 28
1 2 1 1 6.79 % 15
1 3 1 2 9.28 % 11
1 4 1 3 12.28 % 9
1 5 1 4 15.13 % 7
1 6 1 5 18.98 % 6
1 7 1 6 24.55 % 5
2 0 6 0 (0.13) % (780)
2 1 2 0 3.58 % 28
2 2 2 1 6.75 % 15
2 3 2 2 9.29 % 11
2 4 2 3 12.18 % 9
2 5 2 4 15.19 % 7
2 6 2 5 18.82 % 6
2 7 2 6 24.62 % 5
3 0 7 0 (0.14) % (737)
3 1 3 0 3.61 % 28
3 2 3 1 6.79 % 15
3 3 3 2 9.28 % 11
3 4 3 3 12.30 % 9
3 5 3 4 15.16 % 7
3 6 3 5 18.98 % 6
3 7 3 6 24.55 % 5

k n k′ n′ ∆f(k′,n′)
f(k,n)

fmin
4 0 3 6 (0.00) % (∞)
4 1 4 0 3.57 % 29
4 2 4 1 6.75 % 15
4 3 4 2 9.19 % 11
4 4 4 3 12.29 % 9
4 5 4 4 15.16 % 7
4 6 4 5 18.90 % 6
4 7 4 6 24.60 % 5
5 0 1 0 (0.14) % (736)
5 1 5 0 3.62 % 28
5 2 5 1 6.80 % 15
5 3 5 2 9.28 % 11
5 4 5 3 12.30 % 9
5 5 5 4 15.16 % 7
5 6 5 5 18.98 % 6
5 7 5 6 24.55 % 5
6 0 2 0 (0.26) % (390)
6 1 6 0 3.59 % 28
6 2 6 1 6.76 % 15
6 3 6 2 9.29 % 11
6 4 6 3 12.20 % 9
6 5 6 4 15.21 % 7
6 6 6 5 18.82 % 6
6 7 6 6 24.67 % 5
7 0 3 0 (0.14) % (736)
7 1 7 0 3.62 % 28
7 2 7 1 6.80 % 15
7 3 7 2 9.28 % 11
7 4 7 3 12.30 % 9
7 5 7 4 15.16 % 7
7 6 7 5 18.98 % 6
7 7 7 6 24.60 % 5
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6 Algorithm

In this section we will discuss the image (dot over the i) of section 4 again. This
time, we want to show an unverifiable modification, unverifiable in the sense of
the calculated example in section 5. When embedding something, we have to
change the carrier signal. The heart of a steganographic algorithm is a process
that changes the signal. In our case it changes DCT coefficients. Although the
changes cause an imperceptible horizontal dislocation of the image, the algo-
rithm does not influence so-called motion vectors, at least not in a direct way. A
motion compensation step (see Fig. 4) is not necessary for the implementation
of this steganographic videoconferencing system. An attacker could get more
precise image data by interpolating consecutive frames of an unchanging picture
which he could match against the actual frame. This would reduce the space
for embedding. However, delta frame coding in case of still images makes life
easier for steganographers. An unchanging picture in front of the camera comes
only once as a key frame. Hence, it is transmitted and used for steganography
only once. It is very unlikely that the difference (or delta) frames of a still im-
age contain a big coefficient (see fmin in Table 1) making them suitable for
steganographic processing.

d) e) f)

a) b) c)

Fig. 6. “Dot over the i” and horizontal shifting: a) original, b) after decompres-
sion (unchanged), c) after decompression (changed by algorithm), d) by 1

15 pixel
shifted original, e) moved image after grating, f) moved image after decompres-
sion

The contrast of the original image has been increased (see Fig. 6 a)). As a
result, the absolute value of one of the DCT coefficients according to Table 1 is
large enough to allow a modification. (Refer to coefficient f(0, 2) in the example.)
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The following matrix includes the 64 brightness values of the original image with
higher contrast.




20 20 53 79 80 56 21 20
20 82 110 110 110 110 86 22
53 110 110 110 110 110 110 59
79 110 110 110 110 110 110 85
80 110 110 110 110 110 110 86
56 110 110 110 110 110 110 62
21 86 110 110 110 110 91 23
20 22 59 85 86 62 23 20




The following left matrix includes the DCT coefficients after quantization.
The bold highlighted coefficient f(0, 2) allows a modification of 6.75 %, which
means 16 · 0.0675 = 1.08. The right matrix shows this modification for f(0, 1).




4 0 −16 0 −6 0 −2 0
0 0 0 0 0 0 0 0

−16 0 −5 0 3 0 2 0
0 0 0 0 0 0 0 0
−6 0 2 0 5 0 2 0

0 0 0 0 0 0 0 0
−2 0 2 0 2 0 0 0

0 0 0 0 0 0 0 0







4 −1 −16 0 −6 0 −2 0
0 0 0 0 0 0 0 0

−16 0 −5 0 3 0 2 0
0 0 0 0 0 0 0 0
−6 0 2 0 5 0 2 0

0 0 0 0 0 0 0 0
−2 0 2 0 2 0 0 0

0 0 0 0 0 0 0 0




After recovery, the following matrixes of brightness values result, presented
in Fig. 6 b) and c), too. The modification leads to a slight shifting to the right.




26 26 53 76 76 53 26 26
26 83 105 104 104 105 83 26
54 107 103 104 104 103 107 54
73 105 106 104 104 106 105 73
73 105 106 104 104 106 105 73
54 107 103 104 104 103 107 54
26 83 105 104 104 105 83 26
26 26 53 76 76 53 26 26







26 26 52 76 77 55 26 26
26 81 104 104 105 107 85 26
52 105 102 103 104 105 109 57
71 103 104 103 104 107 108 75
71 103 104 103 104 107 108 75
52 105 102 103 104 105 109 57
26 81 104 104 105 107 85 26
26 26 52 76 77 55 26 26




The “natural” shifting as a comparison: Fig. 6 d) shows the original, shifted
by 1

15 pixel. The coefficients presented in the right following matrix result from
transformation and quantization of the left following matrix (see also Fig. 6 e).
The shifting of the original image would have caused a more intensive modifica-
tion of the coefficient.
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


20 20 50 78 81 58 22 20
20 76 110 110 110 110 91 23
47 110 110 110 110 110 110 65
73 110 110 110 110 110 110 91
74 110 110 110 110 110 110 92
50 110 110 110 110 110 110 68
20 82 110 110 110 110 95 25
20 21 56 84 87 64 24 20







4 −2 −16 0 −6 0 −2 0
0 0 0 0 0 0 0 0

−16 0 −5 1 3 0 2 0
0 0 0 0 0 0 0 0
−6 0 2 0 5 0 2 0

0 0 0 0 0 0 0 0
−2 0 2 0 2 0 0 0

0 0 0 0 0 0 0 0




Finally, Fig. 6 f) shows the following, recovered matrix.



26 26 48 73 79 59 26 26
26 79 102 103 106 109 87 26
49 103 102 103 104 104 110 60
67 102 107 105 103 105 108 80
67 102 107 105 103 105 108 80
49 103 102 103 104 104 110 60
26 79 102 103 106 109 87 26
26 26 48 73 79 59 26 26




As the example shows, early, non-deterministic effects at the beginning of
the signal path can be reproduced in a later part (see Fig. 5).

7 Implementation

The implemented steganographic function “Embedding” (see the model in [7])
exploits the effect described in section 6: the frequency spectrum changes con-
siderably already at minor changings of the phasing of the image.

At first, we distinguish between “suitable” and “unsuitable” blocks of DCT
coefficients. Blocks are “suitable” if they include a coefficient which is larger
than its minimum amount fmin (see Table 1). In the source code, all minimum
amounts are represented by delta[]. All other blocks are “unsuitable” and will
be transmitted without steganographic modification.

/*
To be classified as "suitable", a block must contain one
coefficient greater or equal to its correspondent value
in the following matrix.

*/
unsigned int delta[64]={

-1,-1,-1,-1,-1,-1,-1,-1, /* -1 means infinity */
-1,28,28,28,29,28,28,28,
15,15,15,15,15,15,15,15,
11,11,11,11,11,11,11,11,
9, 9, 9, 9, 9, 9, 9, 9,
7, 7, 7, 7, 7, 7, 7, 7,
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6, 6, 6, 6, 6, 6, 6, 6,
5, 5, 5, 5, 5, 5, 5, 5

};

/*
stego_in(p) is the steganographic function "embedding".
The parameter p points to a matrix of 64 coefficients.

*/

void stego_in(int *p)
{

int i, most_suitable, sum_of_block, is_stego, *steg_ptr;

sum_of_block = 0; /* for sum (mod 2) */
is_stego = 0; /* 1 means "suitable" block */
for (i=1; i<64; i++) { /* skip DC coefficient p[0] */

if (p[i]) { /* consider non-zero coefficients */
sum_of_block += abs(p[i]); /* sum up */
/* coefficient large enough? */
if (abs(p[i]) >= delta[i]) {

is_stego = 1; /* "suitable" block */
/* more suitable? then keep the pointer */
if (abs(p[i])-delta[i] >= most_suitable) {

steg_ptr = &p[i-8]; /* this is f(k’,n’) */
most_suitable = abs(p[i]) - delta[i];

}
}

}
}

...

For a block classified as suitable, its further treatment depends on the modulo-
2 sum of its coefficients (a kind of parity). If the parity is equal to the next bit for
embedding, the block will be transmitted unchanged. If the parity is not equal,
it has to be changed.

...
if (is_stego) /* suitable block? */

/* compare the modulo-2 sum with the next bit to embed */
if ((sum_of_block&1) != get_bit_to_embed()) {

/* decrement abs(*steg_ptr), the coefficient */
if (*steg_ptr > 0)

(*steg_ptr)--;
else if (*steg_ptr < 0)

(*steg_ptr)++;



44 Andreas Westfeld and Gritta Wolf

else /* 0 ==> 1 */
*steg_ptr = 1;

}
}

Let f(k, n) be the coefficient of a suitable block which, corresponding to
Table 1, allows the maximum modification. In this case, the absolute value of
the coefficient f(k, n − 1) will be decreased by 1 or if it is zero, set to 1. This
way, a coefficient of a block is changed by 1 and its parity flips.

All changed blocks are transmitted as well as those, where no change was
necessary. The whole scenario is shown in Fig. 7. The recipient receives suitable
and unsuitable blocks which are separated by the same criteria as at the sender.
It has to be remarked that changed suitable blocks (suitable blocks with flipped
parity) will always stay suitable blocks because the coefficient f(k, n) has not
been changed, but fulfills the criterion “suitable”.

The recipient can extract the embedded data through reading out the parity
bits of the suitable blocks sequentially. The recipient system uses all blocks for
image reconstruction. The steganographic algorithm presented here acts like a
quantization with a higher divisor. It increases the compression rate so that the
introduced error looks natural. A lower quantizer should equalize the effect of
the algorithm.

void stego_out(int *p) /* steganographic function "Extraction" */
{

int i, sum_of_block, is_stego;

sum_of_block = 0; /* for mod-2 sum */
is_stego = 0; /* 1 means "suitable" block */
for (i=1; i<64; i++) {

if (p[i]) { /* consider non-zero coefficients */
sum_of_block += abs(p[i]); /* sum up */
/* coefficient large enough? */
if (abs(p[i]) >= delta[i])

is_stego=1; /* YES! suitable block! */
}

}
if (is_stego) put_embedded_bit(sum_of_block & 1);

}

In Fig. 8 we show the surface of the application. ivsd is the daemon which
receives conference calls. Per mouse click it is possible to open a window to call
other daemons (single- or multicast-addresses). After establishing the video con-
ference connection, the user of the conference with steganographic enhancement
has two additional windows: one for the input of text (the secret message to hide)
and one for displaying the embedded messages of the communicating partner.
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Fig. 7. Embedding and Extracting

The application is comparable to a combination of a video conference and the
Unix standard command talk3.

8 Conclusion

Through compression, as used with videoconferencing, the least significant bits
gain importance, so every bit of the compressed signal contributes a significant
part to the picture. The detection of a random replacement of these bits is
possible as shown for Jsteg in [8]. However, it is possible to change parts of the
carrier, making it impossible to detect these changes without direct comparison
to the unchanged carrier, which should never leave the security domain. We
use special features of the input devices, such as a camera or scanner. The
analysis of the input devices shows free spaces permitting embedded data. If
steganographic techniques simulate peculiarities of a camera, the changes do not
raise any suspicion for a possible attacker. For this reason, we scrutinised the
picture reception closely.

Our algorithm reproduces these effects artificially; the signal changes imper-
ceptibly. A direct comparison with the original allows differentiation, but this
still does not enable the observer to discern between the original and the altered
signals. Furthermore, the sender merely transmits the changed frames. In this
manner, a secret message can be embedded. The slight horizontal dephasing is
unnoticeable.

3 talk is a communication program for terminals.
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Fig. 8. User interface of the implemented application

Algorithms are only trustworthy, when they are open to public scrutiny. For
this it is necessary to separate the algorithm from the secrets. The simplest
possibility is the generation of pseudo random bits. Both the sender and the
receiver need the same key and procedure to generate these bits and use them
as a pseudo one-time pad. Because the distribution of these bits has the same
random uniformity as bits extracted from any video conference, the attacker can
not discern between a normal video conference and one in which secret data has
been embedded after encryption.

In an ISDN videoconferencing system it is possible to embed a GSM tele-
phone conversation (up to 8 kBit/s). This depends upon the texture of the
picture, because it is impossible to embed data in black frames.



Steganography in a Video Conferencing System 47

References

1. Ingemar J. Cox, Joe Kilian, Tom Leighton, Tatal Shamoon, A Secure, Robust Wa-
termark for Multimedia, In: Proceedings: Information Hiding. Workshop, Cam-
bridge, U.K., May/June, 1996, LNCS 1174.

2. Elke Franz, Anja Jerichow, Steffen Möller, Andreas Pfitzmann, Ingo Stierand:
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Abstract. In this paper we present a new method for reliable blind im-
age steganography that can hide and recover a message of substantial
length within digital imagery while maintaining the original image size
and dynamic range. Image processing, error-control coding, and spread
spectrum techniques are utilized to conceal hidden data and the per-
formance of the technique is illustrated. The message embedded by this
method can be in the form of text, imagery, or any other digital signal.
Applications for such a data-hiding scheme include in-band captioning,
hidden communication, image tamperproofing, authentication, embed-
ded control, and revision tracking.

1 Introduction

Digital steganography, or information hiding, schemes can be characterized by
utilizing the theories of communication [17]. The parameters of information hid-
ing such as the amount of data bits that can be hidden, the perceptibility of
the message, and its robustness to removal can be related to the characteristics
of communication systems: capacity, signal-to-noise ratio (SNR), and jamming
margin. The notion of capacity in data hiding indicates the total number of
bits hidden and successfully recovered by the stegosystem. The SNR serves as a
measure of detectability. In this context, the message we are trying to conceal –
the embedded signal – represents the information-bearing signal, and the cover
image is viewed as noise. Contrary to typical communication scenarios where a
high SNR is desired, a very low SNR for a stegosystem corresponds to lower per-
ceptibility and therefore greater success when concealing the embedded signal.
The measure of jamming resistance can be used to describe a level of robustness
to removal or destruction of the embedded signal, intentional or accidental.

It is not possible to simultaneously maximize robustness, imperceptiveness,
and capacity. Therefore, an acceptable balance of these items must be dictated
by the application. For example, an information-hiding scheme may forgo robust-
ness in favor of capacity and low perceptibility, whereas a watermarking scheme,
which may not require large capacity or even low perceptibility, would certainly
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support increased robustness. Finally, steganography used as a method of hid-
den communication would adopt the utmost imperceptiveness while sacrificing
robustness and possibly capacity.

The prevalence of multimedia data in today’s communication exposes a new
avenue for hidden communication using digital steganography. Steganography,
where the occurrence of communication is concealed, differs from cryptography
in which communication is evident but the content of that communication is
camouflaged. To be useful, a steganographic system must provide a method
to embed data invisibly, allow the data to be readily extracted, promote a high
information rate or capacity, and incorporate a certain amount of robustness to
removal [1, 4].

With more of today’s communications occurring electronically, there have
been advancements in using digital signals as vehicles for steganographic com-
munication. These signals, which are typically audio, video, or still imagery, are
defined as cover signals. Schemes where the original cover signal is needed to
reveal the hidden information are known as cover escrow. They can be useful in
traitor tracing schemes such as those described in [12]. In this scenario, copies
of the cover signal are disseminated with the assignee’s identification embed-
ded within, resulting in a modified cover signal. If illegal copies of the signal
are acquired, the source of the copy is established by subtracting the original
cover data from the modified signal, thereby exposing the offender’s identity.
However, in many applications it is not practical to require the possession of the
unaltered cover signal in order to extract the hidden information. More prag-
matic methods, known as blind or oblivious schemes, allow direct extraction of
the embedded data from the modified signal without knowledge of the original
cover. Blind strategies are predominant among steganography of the present day.

A block diagram of a blind system is depicted in Fig. 1 [11]. A message is
embedded in a digital image by the stegosystem encoder, which uses a key or
password. The resulting stegoimage is transmitted in some fashion over a chan-
nel to an intended recipient, where it is processed by the stegosystem decoder
using the same key. During transmission, the stegoimage may be monitored by
unintended viewers who will notice only the transmittal of the innocuous image
without discovering the existence of the hidden message.

Our method, which we call Spread Spectrum Image Steganography (SSIS),
is a data-hiding/hidden-communication steganographic method that uses digital
imagery as a cover signal. SSIS provides the ability to hide and recover, error
free, a significant quantity of information bits within digital images, avoiding de-
tection by an observer. Furthermore, SSIS is a blind scheme because the original
image is not needed to extract the hidden information. The proposed recipient
need only possess a key in order to reveal the hidden message. The very existence
of the hidden information is virtually undetectable.
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Fig. 1. Overview of steganographic system.

2 Existing Methods

During the past few years, there has been a surge of research in the area of digital
image steganography. A majority of the work in the area has been performed
on invisible digital watermarking. The thrust of this work can be attributed to
the desire for copyright protection, spurred by the widespread use of imagery on
the Internet, and the ease in which a perfect reproduction is obtained. Invisible
watermarking is a form of steganography. The objective of digital watermarking
is to embed a signature within a digital image to signify origin or ownership for
the purpose of copyright protection. This signature is typically short in length or
bits. Once added, a watermark must be robust to removal, and reliably detected
even after typical image transformations such as rotation, translation, cropping,
and quantization.

One method of data hiding entails the manipulation of the least significant
bit (LSB) plane, from direct replacement of the cover LSBs with message bits
to some type of logical or arithmetic combination between the two. Several ex-
amples of LSB schemes can be found in [21], [22], and [9]. LSB manipulation
programs have also been written for a variety of image formats and can be found
in [10]. LSB methods typically achieve both high capacity and low perceptibil-
ity. However, because the fact that the data are hidden in the least significant
bit may be known, LSB methods are vulnerable to extraction by unauthorized
parties.

There are, of course, many approaches that are cover escrow schemes, where
it is necessary to possess the original cover signal in order to retrieve the hidden
information. Examples of such schemes can be found in [4], [13], and [19].

Several procedures for data hiding in multimedia can be found in [1]. One of
these, entitled Patchwork, alters the statistics of the cover image. First, pairs of
image regions are selected using a pseudorandom number generator. Once a pair
is selected, the pixel intensities within one region are increased by a constant
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value while the pixels of the second region are correspondingly decreased by
the same value. The modification is typically small and not perceptible, but
is not restricted to the LSB. A texture mapping method that copies areas of
random textures from one area of the image to another is also described. Simple
autocorrelation of the signal is used to expose the hidden information.

Smith and Comiskey presented several spread spectrum data-hiding meth-
ods in [17]. These techniques utilize the message data to modulate a carrier
signal, which is then combined with the cover image in sections of nonoverlap-
ping blocks. The message is extracted via cross correlation between the stegoim-
age and the regenerated carrier; hence, cover image escrow is not necessary. A
thresholding operation is then performed on the resulting cross correlation to
determine the binary value of the embedded data bits. Ideally, the modulated
carrier signals should be orthogonal to the cover image and to each other for
reliable message extraction. Some of the hidden data may be lost if the phase of
the modulated carrier is recovered in error.

A data-hiding scheme using the statistical properties of dithered imagery is
proposed by Tanaka et al. [20]. With this method, the dot patterns of the ordered
dither pixels are controlled by the information bits to be concealed. This system
accommodates two kilobytes of hidden information for a bilevel 256×256 image,
yielding a capacity of data or information-hiding ratio of 1 information bit to 4
cover image bits. An information-hiding ratio of 1:6 is obtain for trilevel images
of the same size. The method has high capacity but is restricted to dithered
images and is not resistant to errors in the stegoimage.

Davern and Scott presented an approach to image steganography utilizing
fractal image compression operations [5]. An information bit is embedded into
the stegoimage by transforming one similar block into an approximation for
another. The data are decoded using a visual key that specifies the position
of the range and domain regions containing the message. Unfortunately, the
amount of data that can be hidden using the method is small and susceptible
to bit errors. Additionally, the search for similar blocks in the encoder, and the
decoder comparison process, are both computationally expensive operations.

Recent research performed by Swanson, Zhu, and Tewfik [18] utilizes an
approach of perceptual masking to exploit characteristics of the human visual
system (HVS) for data hiding. Perceptual masking refers to any situation where
information in certain regions of an image is occluded by perceptually more
prominent information in another part of the scene [3]. This masking is performed
in either the spatial or frequency domain using techniques similar to [4] and [17]
without cover image escrow. The capacity of this system is naturally cover-
image-dependent and not quantified.

3 SSIS

Techniques of spread spectrum communication, error-control coding, and image
processing are combined to accomplish SSIS. The fundamental concept of SSIS
is the embedding of the hidden information within noise, which is then added to
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the digital image. This noise is typical of the noise inherent in the image acqui-
sition process and, if kept at low levels, is not perceptible to the human eye nor
is it susceptible to detection by computer analysis without access to the original
image. We do not assume that the cover image and the additive noise are or-
thogonal. In order for SSIS to be a blind steganography scheme, a version of the
original image must be acquired from the stegoimage to recover an estimate of
the embedded signal. To accomplish this, image restoration techniques are used.
Finally, because the noise is of low power and the restoration process is not per-
fect, the estimation of the embedded signal is poor, resulting in a high embedded
signal bit error rate (BER). To compensate, a low-rate error-correcting code is
incorporated. This conglomeration of communication and image processing tech-
niques provides a method of reliable blind image steganography.

Modulation

Noise Generator

Pseudorandom

StegoimageQuantizer

key 3

Message

m

n

Cover Image

key 1

key 2

f

s
Interleaving

g

Encryption
ECC

Low-Rate

Fig. 2. SSIS encoder.

The major processes of the stegosystem encoder are portrayed in Fig. 2.
Within the system, the message is optionally encrypted with key1 and then
encoded via a low-rate error-correcting code, producing the encoded message,
m. The sender enters key 2 into a wideband pseudorandom noise generator,
generating a spreading sequence, n. Subsequently, the modulation scheme is used
to spread the narrowband spectrum of m with the spreading sequence, thereby
composing the embedded signal, s, which is then input into an interleaver and
spatial spreader using key 3. This signal is now added with the cover image f
to produce the stegoimage g, which is appropriately quantized to preserve the
initial dynamic range of the cover image. The stegoimage is then transmitted
in some manner to the recipient. At the receiver the stegoimage is received and
the recipient, who maintains the same keys as the sender, uses the stegosystem
decoder, shown in Fig. 3, to extract the hidden information. The decoder uses
image restoration techniques to produce an estimate of the original cover image,
f̂ , from the received stegoimage ĝ. The difference between ĝ and f̂ is fed into
a keyed deinterleaver to construct an estimate of the embedded signal, ŝ. With
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key 2, the spreading sequence, n, is regenerated and the encoded message is then
demodulated, and an estimate of the encoded message, m̂, is constructed. The
estimate of the message is then decoded via the low-rate error-control decoder,
optionally decrypted using key 1 and revealed to the recipient.
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Demodulation m

Stegoimage
Received 

Estimate of
Message

key 2

key 1

f

s
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Decryption

n

Deinterleaving
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Fig. 3. SSIS decoder.

Wideband thermal noise, inherent to imagery of natural scenes captured
by photoelectronic systems, can be modeled as additive white Gaussian noise
(AWGN) [7]. SSIS uses this inherent noise to hide the hidden information within
the digital image. In other types of coherent imaging, the noise can be modeled
as speckle noise [7], which is produced by coherent radiation from the microwave
to visible regions of the spectrum. We postulate that the concepts of SSIS can
be extended to imagery with other noise characteristics than those modeled by
AWGN. The additional noise that conceals the hidden message is a natural phe-
nomenon of the image and, therefore, if kept at typical levels, is unsuspecting to
the casual observer or computer analysis. Subsequently, even if the methodology
of this system is known to eavesdroppers, they will be unable to decipher the
hidden information without possession of the appropriate keys.

3.1 Spread Spectrum

Spread spectrum communication is the process of spreading the bandwidth of a
narrowband signal across a wide band of frequencies. This can be accomplished
by modulating the narrowband waveform with a wideband waveform, such as
white noise. After spreading, the energy of the narrowband signal in any one
frequency band is low and therefore difficult to detect. SSIS uses this concept to
embed a message, which is a binary signal, within very low power white Gaussian
noise for image steganography. The resulting signal, perceived as noise, is then
added to the cover image to produce the stegoimage. Since the power of the
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embedded signal is low compared to the power of the cover image, the SNR is
also low, thereby indicating lower perceptibility and providing low probability
of detection by an observer. Subsequently, an observer will be unable to visually
distinguish the original image from the stegoimage with the embedded signal.

To construct the embedded signal, we incorporate the concept of a stored
reference spread spectrum communications system [16] to provide low probability
of detection, either by computer or the HVS. The stored reference principle
requires independent generation of identical pseudorandom wideband waveforms
at both the transmitter and receiver. This can easily be accomplished by a private
or public key [15] and identical pseudorandom waveform generators. Our initial
system incorporated a simple sign modulation system similar to the technique
of Hartung and Girod presented in [6]. However in order to obtain an increase in
detection performance, a nonlinear modulation scheme was developed for SSIS
to spread the spectrum of the narrowband message signal, m.

For each message bit, mi, we need to produce two modulation values from
a Gaussian distribution. One of these values will be selected based on the value
of mi, and added to a cover image pixels. In order to better distinguish be-
tween these two possible values during decoding, we want them to have the
maximum Euclidean distance. To do this, consider the transformation from the
cumulative distribution function of a Gaussian random variable to a uniform
random variable shown in Fig. 4. Because the Gaussian cumulative distribution
is a strictly increasing function, maximizing the distance between two Gaussian
random variables corresponds to maximizing the distance between two uniform
random variables. By selecting two uniform random variables under this criteria,
we can then map the values into Gaussian random variables while maintaining
the maximum distance property. Therefore we sought a transformation from one
uniform random variable, u, to another, u′, that maximizes their minimum dis-
tance. The transformation from u to u′ must produce a uniformly distributed
random variable for proper mapping.

This is accomplished by first generating the uniformly distributed random
sequence, u. A second sequence, u′ is generated by applying the nonlinear trans-
formation of equation (1) to u. Both u and u′ are transformed into Gaussian
random variable using the inverse cumulative distribution function for a Gaus-
sian random variable, Φ−1. The embedded signal is formed by selecting signals
from these two sequences arbitrated by the message bits, mi, as shown in (2). A
scale factor which dictates the power of the embedded signal is applied to the
embedded signal, s, which is then added to the cover image. The result, after
quantizing to grayscale values, is the stegoimage.

u′i =
{

ui + .5 ui < .5
ui − .5 ui ≥ .5 (1)

si =
{

Φ−1(ui) mi = 0
Φ−1(u′i) mi = 1 (2)

At the decoder, the stegoimage is obtained and image processing techniques
are used to estimate the embedded signal without knowledge of the original cover
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tion function, µ = 0 , σ2 = 30

.

in order to avoid the need for cover image escrow. By exercising image restoration
techniques, an estimate of the embedded signal can be obtained by subtracting
a version of the restored image from the stegoimage. Since the pixels of a digital
image are highly correlated among neighboring pixels in natural scenes, filter-
ing operations can be used to restore the original image. The problem of noise
estimation now becomes an image restoration problem where the objective is to
eliminate additive random noise in the received stegoimage. The restored im-
age can be obtained with a variety of image processing filters, such as mean or
median filters, or wavelet shrinkage techniques. However, favorable performance
was obtained experimentally with adaptive Wiener filtering techniques.

3.2 Image Processing

The adaptive Wiener filter, a space-variant filter utilizing regional statistics of
the image, is used by SSIS as image restoration to reduce the amount of additive
random noise in the stegoimage. Assuming that a small local region of the origi-
nal image f(n1, n2) is stationary, the space-variant Wiener filter within this local
region is given by (3), where σ2

f is the original image power estimated from the
local region statistics of the stegoimage and σ2

s is the AWGN power known at
the receiver from the regenerated sequence, n. This filter is invoked within SSIS
using the algorithm developed by Lee [8]. The resultant restored image is scaled
according to the relation of σ2

f and σ2
s . If σ2

s is much greater than the contrast
of the degraded image, the contrast is assumed to be primarily due to the signal
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s and is significantly attenuated. Conversely, in the case that the estimated σ2
f

is greater than σ2
s , the local contrast is credited to the original image and little

processing is done.

H(ω1, ω2) =
σ2

f

σ2
f + σ2

s

(3)

Once obtained from the image restoration stage, the estimate of the embed-
ded signal, ŝ, is then compared with an identical copy of the pseudorandom
wideband waveform used at the encoder. The generation of the identical pseu-
dorandom wideband waveforms is accomplished by the possession of a common
key, which is used as a seed for duplicate random number generators known only
to the sender and receiver. The typical spread spectrum challenge of synchro-
nization of these waveforms is obviously alleviated in this system because the
beginning of the stegoimage is easily identified.

Even though the image restoration yielded good performance, the estimate
of such a low power signal, necessary to provide the degree of perceptibility
essential for a steganographic system, is rather poor. Therefore, in order to
compensate for the suboptimal performance of the noise estimation process,
we have incorporated the use of error-control coding. The probability of error
encountered during the estimation process is referred to as the embedded signal
BER in succeeding sections.

3.3 Error-Control Coding

The use of low-rate error-control coding by SSIS compensates for the suboptimal
estimation of the embedded signal and combats distortion, which may be encoun-
tered during the transmission process. The despread message signal may have a
substantial number of bit errors, indicated by a high BER. When a large number
of errors are expected to occur in a block of data, a low-rate error-correcting code
must be used to correct them. The use of low-rate error-correcting codes within
the SSIS system allows the hidden message to be recovered without error when
the transmission channel is noiseless, thus compensating for the noise estimation
process. When the transmission channel is expected to be noisy, the appropriate
low-rate error-correcting code can be selected to provide desired performance.

Any error-correcting code that is capable of correcting for the high signal
estimation BER can be used within SSIS. For proof of concept, binary expan-
sions of Reed-Solomon codes [14] are used by SSIS for error correction. These
codes can correct many binary errors if a decoder that corrects bits instead of
Reed-Solomon code symbols is used. The decoders described in [14] are based on
a simple idea of Bossert and Hergert [2]: if we have a large number of low-weight
parity checks, then the number of failing parity checks tends to be proportional
to the number of errors. Using this idea, we can change whichever bits reduce
the number of failing parity checks until no checks fail. This algorithm works
very well with binary expansions of low-rate Reed-Solomon codes because they
have a large number of low-weight parity checks. With some other improvements
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described in [14], these decoders can correct far more binary errors than conven-
tional Reed-Solomon decoders for the same codes. For example, the (2040,32)
decoder corrects most error patterns with fewer than 763 bit errors, while a con-
ventional Reed-Solomon decoder would be limited to 125 symbol errors, which
is typically about 165 bit errors. The rate of this (2040,32) code is similar to
that of a (64,1) repetition code, but because it has a much longer block length,
its decoded error rate drops much more quickly as the fraction of errors per
block is reduced. Even better error correction is possible with these codes if a
maximum-likelihood decoder is used. However this type of coder is practical only
codes with small block length.

The interleaving stage is incorporated into our system to distribute bursts of
bit errors among the encoded data blocks. This is necessary because the error-
correcting code has an upper bound the number of bit errors it can correct within
a block. The interleaver is used to distributed errors among the blocks in a more
uniform manner so that the average number of bit errors is approximately equal
for all blocks. The inclusion of a key for the interleaver provides an additional
level of security.

4 SSIS Performance

We use two images to demonstrate the performance of SSIS. The original 512×
512 grayscale pixel images, which contain 262 kilobytes, appear in Fig. 5 entitled
Allison and Sunflower. We presume the hidden message will be compressed in
order to maximize capacity. Therefore, assuming that the compression method
is intolerant of errors, as is the case with Huffman and arithmetic coding, we
strive for total error-free recovery of the hidden data.

As an example, we have hidden messages within the images of Fig. 5 using
the spreading sequence n with a variance equal to 10. The steganographic SNR,
the ratio of embedded signal power to cover image power, for these two image is
-31 and -34 dB, respectively. The Allison image with low SNR embedded signal
has an embedded message capacity of 500 bytes where a (2040,32) code is used
to compensate for the BER of 0.29. For the Sunflower image, with low SNR, the
embedded signal BER is 0.20, requiring the use of a (155,25) maximum likelihood
decoder resulting in a capacity near 5 kilobytes of hidden information.

By increasing the SNR, the performance of embedded signal estimation is
improved at the cost of some perceptibility. To demonstrate, a higher power
AWGN signal with variance 30 is used to embed information into the images
with higher SNR, yielding SNR values of -27 and -29 dB, respectively. These
images show only slight degradation, which is not readily apparent to a human
observer. For the Allison image with high SNR, the (889,35) code is utilized to
provide a hiding capacity of 1.2 kilobytes of information. The Sunflower image
with higher SNR has a capacity near 5 kilobytes using a (155,25) maximum
likelihood decoder to compensate for the signal estimation BER of 0.15.

In order to provide more insight into the presented methodology, a compar-
ison between the original image pixels and the stegoimage pixels is presented
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Allison original image Sunflower original image

Allison with embedded signal,
low SNR.

Sunflower with embedded signal, low
SNR.

Allison with embedded signal, higher
SNR.

Sunflower with embedded signal,
higher SNR.

Fig. 5. Example of SSIS performance.
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in Fig. 6. Here a single row of pixels has been extracted from both the original
Allison image and the corresponding stegoimage with high SNR. It is evident
that slight discrepancies between the two exist. However these discrepancies are
slight and undetectable by human observer. Furthermore, without possession of
the original image, the embedded signal is undetectable by computer analysis.
The text hidden in the images is from an ASCII file containing the Treaty of
Paris containing 12 kilobytes, 4.5 kilobytes compressed.
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Fig. 6. Comparison of original image pixels to stegoimage pixels.

Additional protection can be provided for scenarios where additional errors
are expected from the transmission process, such as in wireless environments, by
using lower rate codes than those dictated by the signal estimation BER.

5 Conclusions

We have presented a novel steganographic methodology that uses error-control
coding, image processing, and spread spectrum techniques correspondinglynamed
SSIS. This process provides a method for concealing a digital signal within a
cover image without increasing the size of the image. Additionally, the original
image is not needed to extract the message hidden by the SSIS system. A level
of security is provided by the necessity that both sender and receiver possess
the same public or private keys. Furthermore, the embedded signal power is
insignificant compared to that of the cover image, providing low probability of
detection and thereby leaving an observer unaware of the hidden data.

Future research will be pursued to improve the performance of the embedded
signal estimation. This will provide a lower embedded signal BER and thereby
permit the use of higher rate error-control codes. The incorporation of higher
rate codes will correspondingly increase the capacity of the system.
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Abstract. In this paper we present a new “hiding” scheme. Our method
uses pictures and secret sharing. The approach is completely different
from the one suggested by Kurak-McHugh. We use two pictures as in vi-
sual cryptography and each picture corresponds to a secret share of the
message. Our scheme differs from visual cryptography. First, while visual
cryptography is a cryptosystem, our scheme is both a cryptosystem as
well as a hiding system. Our images are not random, but correspond to
real photographs randomly altered. This modification of the original im-
age is quite invisible to the naked eye. Secondly, our decryption method
does not use the subtractive properties of light. The decryption is done
by our brain using the perceived 3-D properties of the human visual
system. A 3-D viewer is the only decryption hardware needed.

1 Introduction

In 1994 the concept of visual cryptography was presented in the unclassified
world by Naor and Shamir [8]. Visual cryptography is a perfectly secure encryp-
tion scheme in which both the ciphertext and the key are pixels, with 1 bit depth,
printed on transparencies. One can also view the ciphertext and the key as shares
of the messages. The decryption is done by stacking the key transparency on top
of the ciphertext transparency.

Biham [1] recently made transparencies for visual cryptography in which a
part of each share forms a 1 bit deep real picture.

Our research has several goals, which we now motivate:

– Random transparencies and 1 bit deep pictures are very unusual. They
are therefore suspect to censors. In some circumstances the user of a cryp-
toscheme wants to avoid censors (or in a more modern context, key escrow,
e.g., [7,5,3]), as explained in [4, Chapter 16].
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– Many hiding techniques have the disadvantage that once their hiding method
is known, anyone can find the hidden text. We therefore want to guarantee
that knowledge of the techniques does not allow a censor to find the hidden
text.

– In some countries electronic computer equipment (and other high tech equip-
ment) is suspect. As in visual cryptography, the recipient should be able to
decrypt the plaintext without using digital computer equipment. We also
note that modern digital computers are insecure. Goldberg and Wagner just
found that at least 10 digits out of 64 bits keys in GSM system were actually
zeroes. GSM is the world’s most widely used encryption system for cellular
phones [16]. Not only is it dangerous to trust software, trusting complicated
hardware is also not recommended.

It seems that the idea of using secret sharing [2,9] as in visual cryptography
offers the highest form of security to protect the privacy. If the picture is sent
via two different paths, the same censor needs to control both paths to breach
the privacy. However, the problem with visual cryptography is that it is likely
that both images will be censored (independently) since they are suspect. Visual
cryptography is therefore unreliable in a context with censors. Our goal is to
address these problems.

We note that our schemes also have cryptographic relevance, since:

– our decryption method is more stable than visual cryptography. In visual
cryptography the receiver has to “synchronize” both transparencies. This
makes the scheme very vulnerable to errors. So the transparencies must be
transported very carefully.

– we use a completely different decryption method than the one used in visual
cryptography.

The paper is organized as follows. First we introduce our model in section 2.
In section 3 we present the main idea. In section 4 we discuss two schemes that
satisfy our goals. We finally conclude and introduce open problems in section 5.

2 Model

Before we present our schemes we introduce the model on which our cryptosys-
tems have been built.

There are 2 agents (or in general n) that transport some secret message
from one country to another country. Each agent carries one (or in general m)
pictures, in which the secret message is embedded. They can not use computers.

There are human censors at each custom office who checks each passenger’s
baggage. They cannot use a computer, either. We allow for two types of censors.
Some that only censor suspicious pictures (then 2 pictures are sufficient). The
other type of censor will randomly destroy pictures (then we need n agents).

There is also some counterintelligence who may intercept one suspect picture.
They have unrestricted computer power, but we assume they never obtain 2
pictures.
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Our goal is that at least 2 agents can enter the other country successfully and
finally meet each other. They put their shares together and they can decrypt
the message without using any computer.
Our model has the following security properties:

– Unconditional privacy, i.e., the conterintelligece has infinite computer power.
– A censor can only use human computation.

Note: Modern cryptography has three levels of computation powers, i.e.,

– infinite computer power
– quantum computer power
– polynomial time (Turing machine) computer power.

We have extended this to include human computation power.
In this paper, we use “embedded message” to refer to the plaintext, “cover” to

represent the original image which is used to encrypt the plaintext and “stego-”
to refer to the modified image which is transported by agents.

3 The Main Idea

Our goal is to use shares of the embedded message that are high quality real life
pictures. We therefore start from a single high quality picture as the cover image
after we get the message to be sent. We then want to produce two stego-images
of high quality, if one composes these, one obtains the embedded message.

We have tried several methods to make visual cryptography work with such
high quality real life pictures. In the many approaches we tried, the pictures had
to be altered dramatically before our visual system was able to see the embedded
picture. These alterations were obvious to a censor and therefore unacceptable.
We concluded that we should approach the problem differently. We choose to
modify the decryption method.

In visual cryptography it is the translucent properties of light that allow
decryption. In our approach, we use the depth perception property of our human
visual systems and the decryption is done by the human 3-D visual system
including our two eyes and mainly our brain. We call cryptosystems based on
such a decryption method “cerebral cryptosystems.”

As in our failed attempts, we start from a real life picture and use it to create
two pictures. However, this time we use a 3-D viewer [17] to see the embedded
pictures. The main challenge was to guarantee at the same time perfect secrecy
and make the alterations to the original picture invisible to the naked eye.

The cryptographic schemes we present in this paper are aimed to provide
picturesque shares as well as perfect security. Both shares originate from a reg-
ular picture. Each share separately looks just as a regular picture. Moreover,
one picture only does not reveal any information about the secret. Putting two
pictures side by side and using a 3-D viewer one can see the embedded message
coming out of the background.
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4 Schemes

To transform a single picture into two that have some 3-D features we use one
aspect of the depth perception property of our human eyes. Before we give the
full description of our scheme, we need to explain a little bit about this property
on which our scheme is based.

4.1 Depth Perception

We observe the distance of objects due to the perception property of our human
visual systems [12]. There are two aspects of this property. One is that two eyes
catch two different views. The other is that things get smaller if they are far
away. We now discuss one simple method of generating stereograms based on the
first aspect.

When looking at a 3-D object, our two eyes catch two different images. In
Fig. 1 we give an illustration.

OBJECT

       a horizontal distance from each other perceive a

EYES

A B

     Two eyes (or photographic equipment) placed at 

different world as explained.

Fig. 1. A simple illustration of different views seen by two eyes.

Suppose there is an object in front of our eyes, we cannot see areas behind
the object. Besides, the left eye can see area A while the right eye cannot. The
right eye can see area B while the left eye cannot.

We start with two copies of a single picture. We then drop some pixels at
area A in the first copy and drop some pixels at area B in the second copy.
When we put the modified copies side by side and look at them through a 3-D
viewer we can see the area between A and B sticking out of the background and
therefore we get a perception of the distance. For later reference, we call this
method dropping pixel method. Evidently, when the original picture is just an
all white picture, the 3-D version will have no 3-dimensional aspect. So, we need
enough variation (i.e., a large high frequency component) in the picture (or in
the part of the picture) we use.
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4.2 Basic Idea

For convenience, we will refer to our scheme as a 2-out-of-2 secret sharing scheme.
The basic idea of our 2-out-of-2 secret sharing scheme is to generate the

share s1 based on random coin flips b and the second share s2 based on b ⊕ S,
where S is the secret we want to hide and ⊕ is the exclusive-or. It is clear from
the properties of the one-time pad [15,14] that such schemes guarantee perfect
secrecy.

4.3 A 3-D Bar Code Scheme

Our first algorithm is a direct implementation of the dropping pixel method, in
which we drop entire vertical lines. Therefore, it requires the secret to be vertical
lines only, as in bar codes. Following is the description of this algorithm.

The setting

a cover picture P which is any regular picture with enough variation.
an embedded picture S which is a one bit depth picture with only vertical

lines. The total size of the bar code is identical to the size of the embedded
picture P .

parameter N : determines among how many columns one will drop one column.
pattern A0 = 1000 . . .000 (N bits) represents N columns and bit “1” repre-

sents dropping. So this pattern indicates to drop the first column among the
N columns currently considered.

pattern A1 = 0000 . . .000 (N bits) which says not to drop any column among
the N columns.

Procedure:

– generate the first share s1 as follows: For every N adjacent columns, flip
a coin b. Modify the N corresponding columns of picture P accordingly to
pattern Ab. I.e., randomly choose dropping the 1st column of the N columns
or not dropping the column.

– Generate the second share s2: For every N adjacent columns, compute b′ =
b ⊕ S. Modify the N corresponding columns of picture P accordingly to
pattern Ab′ . In other words, if there are no lines in the corresponding area in
the embedded picture then choose the same pattern as s1 (copy s1). If there
is a line in the embedded picture then choose the opposite pattern as in s1.

Looking at the shares s1 and s2 through the 3-D glasses, we can clearly see
the edges bumping up and down which represent lines in the embedded picture.
One set of pictures is provided with N = 10 (Fig. 3).

Due to the perfectness of the scheme, we cannot control whether a “bar”
goes up or down. Indeed it depends whether area A (Sect. 4.1) or area B comes
first, which is random.
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4.4 A More General Scheme

Since bar code messages are not user friendly, we now try to increase the band-
width. We tested whether we could use above process on a single row and repeat
it independently for the next row. First of all, we found that if we process the
images independently row by row and drop only one pixel at a time instead of
dropping the whole column, we are not able to see the bumping edges. Secondly,
the quality of pictures is damaged since we do not have the same amount of
pixels dropped for each row. The last problem prevents us from proceeding with
m rows at a time (where m is smaller than the total number of rows in the
picture). In other words, to drop m pixels, instead of the full column.

It seems that only bar code pictures can be encoded, preventing us to send
more readable characters, such as the English alphabet. However, a new idea
allows us to solve this problem. We now present a solution to the aforementioned
problem maintaining the picturesque quality of the two shares. We partition the
pictures into rectangular blocks (submatrices in a block matrix). This allows us
to encode more complex characters than bar codes. In each block we drop in
both shares the same number of pixels. As in the previous method we use two
patterns, however, both patterns contain the same number of 1’s.

We pointed out in Section 4.3 that we cannot control whether a block goes up
or down. This implies that (when we decode) the encoded character will not be
seen as going up or down as one entity, but the blocks that make that character
will go up or down. So, to decrypt, we need to mentally reconstruct which letter
corresponds to a bunch of blocks going up and down randomly. If letters are not
too close, this seems not to be a problem.

We now give the details.
Parameters:

block of size M ×N : N represents # of columns in a block, M represents #
of rows in a block

pattern B0, 100...000 (N bits) represents an M × N block and bit “1” rep-
resents dropping a column. So, in this pattern, we drop the M pixels in the
first column in the M ×N block.

pattern B1, 000...001 (N bits) also represents an M ×N block. In this pat-
tern, we drop the M pixels in the last column in the M ×N block.

The setting:

a cover picture P which is any regular picture with enough variation.
an embedded message S which is a one bit depth black and white picture,

using blocks to represent the secret content. For example, letter H might
be represented by 7 blocks as illustrated in Fig. 2.

Procedure:

– Generate the first share as follows: For every M×N adjacent pixels (a block)
flip a coin b. Modify picture P accordingly to pattern Bb.
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Fig. 2. Letter H in blocks.

– Generate the second share: For every M ×N adjacent pixels (a block) com-
pute b′ = b⊕S. Modify picture P accordingly to pattern Bb′ . In other words
if the corresponding block in S is not a secret block, then choose the same
pattern as in s1, if the block is a secret block, then choose the opposite
pattern as in s1.

We provide one set of 512 × 512 pictures with block size 40 × 20 (Fig. 4).
Letter H is hidden in the hair area of the picture. Looking at s1 and s2 through
the 3-D viewer, we can see 7 blocks bumping up and down randomly from the
background which reconstruct letter H . Some training is required to see that it
is a letter H because some parts of the letter go up and other parts go down and
this is totally random. The block size can be as small as 10× 10 in a 512× 512
picture and letters can still be seen clearly.

We also use this example to demonstrate that our encryption method is quite
different from visual cryptography. If one attempts to use the visual decryption
method of visual cryptography to decrypt a cerebral encryption, one fails. To
demonstrate this, we recommend to print two shares on transparencies and stack
them up as in visual cryptography. By doing so, one can not see the embedded
picture. However, it is easy to decrypt it with a 3-D viewer.

4.5 2-out-of-n Schemes

To generalize our previous 2-out-of-2 to 2-out-of-n, we use the secret sharing
scheme discussed in [13] and use dlog2(n)e different pictures as cover pictures.

The 2-out-of-n secret sharing scheme in [13] is based on dlog2(n)e many 2-
out-of-2 sharing schemes executed independently. So if k is the secret key, one has
k = ri

0 ⊕ ri
1, where 1 ≤ i ≤ dlog2(n)e. When numbering the participants from 0

to n−1, participant j receives share ri
0 if the ith bit of the binary representation

of the integer j is 0, else ri
1.

So, in our context, one uses dlog2(n)e images as covers. For practical purposes
they are different. For each of the dlog2(n)e picture one creates shares Ri

0 and
Ri

1 as in our previous 2-out-of-2 cerebral cryptosystem. A participant j receives
the image share Rj

0 when the ith bit of the binary representation of j is 0, else
receive Ri

1.
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Fig. 3. A bar code encryption with N = 10.
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Fig. 4. An encryption of H, using our more general cerebral cryptoscheme with
block size 40× 20. Look at the hair area.
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5 Conclusions and Open Problems

We have modified visual cryptography into a hiding technique. Our shares are
innocent pictures that have been randomized in a subtle way. We have also
demonstrated that our technique is different from visual cryptography and is
therefore also of interest to the cryptographic community. Since the decryption
is done by the brain, we called our method “cerebral cryptography.”

Our method does not require transparencies. Our pictures can be printed
on photographic paper, or normal paper using a laser printer and copied on
transparencies.

Our decryption method is much more stable than the one in visual cryptog-
raphy.

We want to point out that few people may not be able to see the embedded
picture.

Visual cryptography as well as cerebral cryptography do not need a digital
computer to decrypt the ciphertext, however they do require one to encrypt the
plaintext. This introduces three open questions:

– can a cryptographic scheme be developed that does not need a digital com-
puter or electronic hardware to encrypt plaintext, and

– can a scheme be developed that does not rely on digital computers (or elec-
tronic equipment) for encryption as well as for decryption.

– can this technique be extended to allow authentication, watermarking, etc.
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Abstract. Users of some systems are at risk of being compelled to dis-
close their keys or other private data, and this risk could be mitigated if
access control mechanisms supported an element of plausible deniability.
However, existing plausible deniability mechanisms, such as the one-time
pad, are of rather limited scope.

In this paper, we present the steganographic file system. This is a stor-
age mechanism designed to give the user a very high level of protection
against being compelled to disclose its contents. It will deliver a file to
any user who knows its name and password; but an attacker who does
not possess this information and cannot guess it, can gain no informa-
tion about whether the file is present, even given complete access to all
the hardware and software. We provide two independent constructions,
which make slightly different assumptions.

1 Introduction

Much work has been done on devising mechanisms, such as digital signatures,
that can be used to provide non-repudiation; there has been much less work on
the complementary property, namely plausible deniability. Yet there are many
applications in which plausible deniability could be valuable:

– soldiers and intelligence agents may be captured and tortured into revealing
cryptographic keys and other secret data;

– when conducting delicate negotiations, such as between a company and a
trade union, informal offers may be made which will be denied in the event
of later litigation. However, the other side might obtain court orders for
access to documents;

– police power may be abused. An individual may be arrested on ‘suspicion’
of a crime, found with an encrypted hard disk partition, and told that if he
does not supply the password, this will be taken as evidence of guilt. But the
encrypted files might well contain confidential business information sought
by people who have bribed the police;

– private individuals have been tortured by robbers into revealing information
such as the secret codes for their bank cards and the location of safes [12].

David Aucsmith (Ed.): Information Hiding 1998, LNCS 1525, pp. 73–82, 1998.
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There are few mechanisms available at present to provide protection against
these threats. Crypto keys may be kept in tamper resistant devices, but tam-
per resistance is relative, especially against a capable motivated opponent [4];
incriminating documents can be shredded, but the word processor files used to
create them may persist for months in backup tapes (as Oliver North found
to his cost); and while the one-time pad may provide an element of plausible
deniability in communications, it is difficult to use in data storage because the
pad must also be stored somewhere (in the next section, we will discuss one way
to overcome this difficulty). There are some deniable encryption schemes in the
literature (e.g. [5,6,11]) but these protocols can still generally protect only short
messages, and are not applicable to storage.

One possible defence against compulsion is dual control. Bank managers un-
derstand that the real purpose of having a dual combination lock on the vault is
not to prevent them taking cash (they have many ways to do that!) but to stop
their families being taken hostage. The manager’s inability to open the lock on
his own removes the temptation for criminals to try to force him.

Dual control may be inappropriate, such as for an attorney in single handed
practice. It may also be inadequate, for example where crypto keys are shared
between two soldiers in a signals unit who might be captured at the same time, or
where someone has abused the legal process to obtain an injunction compelling
an innocent party to disclose information against his interests. In all such cases, it
may be sufficient if the victim can convincingly simulate an inability to perform
the act required by the opponent.

These considerations motivate us to design a file system with the following
property. A user may provide it with the name of an object, such as a file or
directory, together with a password; and if these are correct for an object in the
system, access to it will be provided. However, an attacker who does not have
the matching object name and password, and lacks the computational power to
guess it, can get no information about whether the named object even exists.

The concept of operations is that the user of such a file system could, if
placed under compulsion, reveal (say) the three passwords used to protect the
directories with his email archive, his tax records and his love letters, but keep
quiet about the directory containing his trade secrets. The opponent would have
no means of proving that such a directory exists.

We do not assume any properties of tamper resistance, whether of hardware
or software. We assume that the opponents who may place the user under com-
pulsion are competent; that they can examine the system at the level of bits and
gates, and understand all its hardware and software completely. The only differ-
ence between them and the user is that the user knows one or more passwords
(or more accurately, strong passphrases).

The first of our constructions assumes only that there are limits to the amount
of knowledge of the plaintext that the opponent possesses, and to the number of
computations that he can perform. In the second, we will assume the existence
of a block cipher that the opponent cannot break.
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2 A Simple Construction

Our first construction makes no assumptions about the existence of ‘good’ ci-
phers. Its protection goal is that if the opponent has no knowledge of the filename
and password, then he can get no information about whether such a file is present
in the system unless he already knows some of the file contents or tries all possi-
ble passwords. For the sake of simplicity in exposition, we will assume a password
P of k bits. We might imagine that the filename plus a strong passphrase has
somehow been compressed to a P of k bits in length; but we stipulate nothing
about P other than that the opponent must not be able to guess it.

The idea is to have a number of cover files in the system, which start out as
random, and then embed the user’s files as the exclusive or of a subset of the
cover files. This subset is chosen by the password.

To give a concrete example, suppose that all files are of the same length and
that there are k cover files in the system to begin with, say C0, . . . , Ck−1. Let
the first user file be F and its password be P . We then select those Cj for which
the jth bit of P is one and combine them using bitwise exclusive or; the result
is in turn XOR’ed with the user supplied file F and the result of this operation
is finally exclusive or’ed with one of the Cj . The result is that the user’s file F
is now the exclusive or of the subset of the Cj selected by the nonzero bits of P .
Symbolically,

F =
⊕
Pj=1

Cj (1)

A user can embed a number of files as combinations of the cover files. Adding
subsequent files entails solving sets of linear equations to decide which combina-
tions of the Cj to alter.

An important property of this system is that if we have a linear access hierar-
chy – that is, a user storing a file at a given security level knows the passwords of
all the files stored at lower levels – then files can be added in a natural way with-
out disturbing already hidden files. Assuming that the k cover files C0, . . . , Ck−1

are used to hide a smaller number m of user files F0, . . . , Fm−1, and that each
file is n bits long, let C be the k x n matrix over GF(2) whose i-th row is the
current contents of cover file Ci. Initially this matrix is filled with random bits.
As we store or update an actual user file Fj , we modify the k cover files in a way
which is guaranteed to change Fj without affecting any of the other user files;
this can be done even by someone who has access only to files up to a certain
security level, and has no information about the contents (or extraction method)
of the “higher” files.

The basic idea is to use an orthonormal k x k binary matrix K as the ex-
traction key. If Kj is the j-th row of K, then Fj is defined as the vector-matrix
product Kj x C (mod 2), which XORs the rows of C indicated by the 1’s along
the j-th row in K. The orthonormality condition implies that Kj x Kt

i (row
times column product, giving a scalar) is 1 if i = j, and 0 otherwise.

Suppose we want to modify only the i-th user file Fi by XORing it with the
binary difference file D of length n. We change the cover file system represented
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by the matrix C by XORing to it the matrix Kt
i x D (t denotes transpose, so this

is a column vector multiplied by a row vector, giving a k x n matrix). Consider
now for any j the new value of the user file Fj , computed by Kj x (C XOR Kt

i

x D) = (Kj x C) XOR (Kj x Kt
i ) x D. The second part is zero for all i 6= j,

and D for i = j, which gives the desired effect on the secret files.
What is left is to show how a user can be given only his part of the key matrix

K, without revealing other parts or asking him to memorize lots of bits. We can
use the standard trick of mapping a random initial password p0 by iterating a
one way function h (or even better, a one-way permutation) via pi+1 = h(pi).
If we now give some user the value of pi as his password, then he can compute
all the later p’s but not the earlier p’s. We now map each pi into a random
binary vector with an odd number of 1’s (so that its dot product with itself is
1). Finally, we use the Gram-Schmidt method to orthonormalise all the vectors
from i onwards by subtracting from the candidate Ki all its components along
later Kj which the user knows by the chaining property of the pj ’s. In other
words, a user who knows pi can compute all the orthonormal key vectors Kj for
j ≥ i, but not any earlier ones.

This gives us a linear hierarchy of access rights, where each user has access
to all the files from some index onwards. We cannot extend it all the way to
k secret files, since when K2, K3, . . . , Kk are known binary vectors and K1 is
known to complement them to an orthonormal basis, it is uniquely defined. But
if we ensure that the number m of secret files is a number randomly chosen in
1, . . . , k/2, the orthonormalization process is very likely to succeed, and it will
be exponentially hard in k to find one more key vector given all the later key
vectors.

To extend this ‘multilevel secure’ file system to provide the plausible deniabil-
ity which we seek, the user must have a number of passwords pi rather than just
one (or two) of them. The pi can therefore be generated at random rather than
by repeated hashing, and users can manage them in any of the standard ways:
a number of the pi could be stored on disc, encrypted under user passphrases,
together with a number of nulls (objects that look like encrypted passwords but
are not), so that the opponent cannot tell how many genuine ones there are.
Alternatively, mnemonics can be used to map the pi to passphrases, in which
case there would be no need to keep passwords encrypted on the disk. The rest
of the linear algebra goes over as before.

Linear algebra also gives us a known-message attack: if the size of the pass-
word is k and the opponent knows more than k bits of plaintext, then after
obtaining all the random files from the computer he can write k linear equations
in the k unknown bits of the key. This is why we add the explicit assumption that
the opponent knows nothing about the plaintext. If this assumption holds, then
the scheme appears vulnerable only to an opponent who can guess the password.

Requiring that the opponent be totally ignorant of the file contents may be
simple where these contents consist of random data such as crypto keys, but
could often be onerous. For example, a tax inspector searching for early drafts
of a set of accounts might know the location and value of the tax reference
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number in the files in question, and this could be enough to break the system
for (say) k = 100. There is a simple practical solution: to disallow knowledge of
the plaintext by preencrypting it with a key derived from the password. We will
discuss below how an alternative construction is available, given the assumption
that strong ciphers exist.

Meanwhile, we have shown how a simple steganographic file system can be
constructed; it enables a user under compulsion to reveal (say) seventeen pass-
words that retrieve files on his tax affairs, love affairs, and so on, but hold back
the eighteenth password which would have revealed the design for the new se-
curity system that the opponent was interested in. On the assumptions above,
and absent implementation defects, there is no way that the opponent can tell
that a valid eighteenth combination of filename and passphrase exists at all in
the system.

In a practical system, we may wish to provide for files of different lengths,
and we will also probably want the granularity of protection to correspond to
directories rather than individual files. This can be accommodated in the above
system by packing each directory into one of the files Fj whose length might be
fixed at (say) 10MB; 100 such directories easily fit on a typical modern PC with
3.5 GB of hard disk, leaving plenty of room for the operating system and non-
secret software and data. We could then end up with a hierarchy of several dozen
directories for ‘tax’, ‘love letters’, ‘company secrets’ and so on, will only have to
remember one passphrase for each level at which disclosure is to be made. Disc
space is nowadays so cheap that having to allocate large fixed size directories is
not a real problem for most applications; however there are two problems, one
major and one minor.

The minor problem is that it might not always be convenient to have a strict
linear access hierarchy, and the major problem is that there would be a significant
performance penalty: reading or writing a file would involve reading or writing
about 50 times and if this involved processing the entire directory contents it
would entail about 500MB read or written on average. It need not however, since
the modification or access can be done on arbitrarily narrow “slices” of the k x
n matrix C. For example, if the modification vector D is nonzero in a single bit
(say, the q-th), then the product kt

i x D is nonzero only in its q-th column, and
thus both the computation and the data access are unnecessary except at these
k bytes.

A further reduction in the overhead of reading and writing can be obtained by
doing arithmetic over a field other than GF(2). This makes it possible to separate
the security parameter from the number of levels in the access hierarchy. The
reason we have 100 cover files is to have a complexity of 2100 in guessing the linear
combination. This also gives us 100 levels in the hierarchy, which is likely to be
too large. Instead, we can use 16 cover files which are added with coefficients
from, say, GF(28) or GF(251) (the largest single byte prime). Guessing a vector
of 16 such coefficients has probability about 2−128, and we have about 8 levels
in the access hierarchy. In terms of efficiency, to compute one byte of real file we
need only 16 bytes (one from each cover file). This is probably a good choice of
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parameters. However, we still have a 16-fold penalty on reading and writing, and
are constrained to a linear access hierarchy. This motivates us to ask if there is
another way of implementing a steganographic file system.

3 An Alternative Construction

One might ask: why not just fill the whole hard disk with random bits, and then
write each file block at an absolute disk address given by some pseudorandom
process, such as by encrypting the block’s location in the file using as a key
a one-way hash of the filename and the directory password? The block could
also be encrypted using a key derived using a similar process, and so – on the
assumption that we have a block cipher which the opponent cannot distinguish
from a random permutation – the presence or absence of a block at any location
should not be distinguishable.

The problem with such a näıve approach is that, thanks to the birthday theo-
rem in probability theory, we would start to get ‘collisions’ (where we overwrote
already written data) once we had written a little more than

√
N blocks, where

there are N blocks in the disk. Given that a modern hard disk might have a
million blocks, it would be ‘full’ after somewhat over a thousand of them had
been written – a very wasteful use of resources.

However, there is a solution: write the block at more than one location. If, for
example, we write each block in two pseudorandomly chosen locations, then both
of these blocks will be overwritten by a third when the number of blocks is ap-
proximately that required to produce triples under resampling, namely O(N2/3).
It is straightforward to add redundancy to each block before encrypting it, so
that the system can identify when a block has been overwritten and look for it
in the other location instead.

Continuing in this way, we might hope that if we write to ten locations, then
before all locations containing a block are accidentally overwritten, we could
write O(N9/10) blocks, and so on. However, the situation is somewhat more
complicated.

Suppose that that K different blocks are written and that we write each block
m times, giving a total of mK write operations (including overlaps). Consider
the probability that an individual block will be overwritten by subsequent writes.
If there are M of these, then the total number of distinct blocks that are written
ni times out of the total of N blocks is [1]:

π(n1, n2, . . . , nM ) = 1/NM

(
N

n1, n2, . . . , nM

)
M !∏M

i=1(i!)ni
(2)

which can be approximated for computational purposes as:

π(n1, n2, . . . , nM ) ' 1/(NmeM2/2N )
MM−n1∏M
i=1(i!)nini!

(3)
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so the total number of distinct blocks that are overwritten is:

Φ(M, N) =
M∑
1

π(n1, n2, . . . , nM ) (4)

where the sum is over all possible combinations of the nj . The probability that
one of the k versions of block number j survives this overwriting process is given
by 1 − [Φ((j − 1)m, N)]k, and indeed the probability p that any one of the K
files gets overwritten is:

p =
K∑

j=1

[Φ((j − 1)m, N)]k (5)

No analytic solutions are known for equations of type (2)–(5), and so we
do not expect to find a closed form solution for the number m of replications
that will maximise the ‘load factor’ of our system – this is K/N , the ratio of
the total number of different blocks stored to the total disc space allocated to
the system. However, a numerical model suggests the following results. If we
consider the disk to be full the first time a block is corrupted (in that all copies
of it are overwritten), then the load factor is rather low, with about 7% load
achieved for m = 4 over a range of values for the number of blocks N from
20,000 to 1,000,000. This figure improves dramatically as soon as we allow even
a small number of blocks to become corrupted; and if we allow 10% of blocks to
be corrupted, we can obtain a raw load factor of 20% – giving an effective load
factor of perhaps 15% once forward error correction is applied. These figures
are somewhat tentative and we expect that they could be improved given an
implementation. There are however some remarks that can be made in advance
of that.

Firstly, this construction largely overcomes the performance problem of our
previous construction. Files are still read and written multiple times, but the
multiple is now about 5 rather than the 16–50 range of the first construction.
Furthermore, we have a critical trick, in that when operating in a given directory
(i.e., using a single user password, and operating at a single security level), we
keep a Larson table which tells us which block to look at first [10].

Larson’s system was designed to allow any record in a database to be retrieved
with only one disk access. The basic idea is that a record is written at one of
m locations on disc, which are specified pseudorandomly as in our construction,
and a table is kept in memory telling the user at which location to look. In more
detail, a record with key K is hashed to provide a ‘probe sequence’ of m values
h1(K) . . . hm(K), plus a ‘signature sequence’ of m values s1(K) . . . sm(K); the
latter are each of k bits in length. A table of 2k values is kept in memory. A
record with the key K is stored at the address h1(K), unless it is already full,
in which case an attempt is made to store it at h2(K), and so on. The signature
sequence is then used to encode the record’s location in the table in memory. If
all the addresses h1(K) . . . hm(K) are occupied, then the system declares ‘disk



80 Ross Anderson, Roger Needham, and Adi Shamir

full’. Experiments by Larson and Kajla showed that with values of m in the
range 10–25, the disk would not be full until 80–90% of its blocks were occupied.

So a Larson table at a given security level (i.e., directory) can be built when-
ever the directory is opened and which points to locations which contain a true
copy of each block; these can simply be the first uncorrupted copy of the block
that can be found. This block can also be written first should the application
write the block back. This table building can be carried out as a background
process, so there need only be a performance penalty for those files which the
user opens immediately on changing to a new directory. The table builder can
also alarm when it first finds that a block has been completely corrupted (the
disk is full) or that the limits of the error correction code are being reached (the
disk is nearly full).

The performance of file systems based on Larson tables is relatively well
understood. Reading a file that is stored at hashed absolute locations indexed
by a Larson table is often faster than with a conventional file system, as the table
can be held in memory and only one disk access is needed to read any block. On
the other hand, writing is slightly slower. In the context of the steganographic
file system, there is extra overhead when we close a file; blocks that have been
written need to be replicated. We expect that the replication can largely be
done in background, unless the user closes a file and changes immediately to a
directory with a lower classification.

Secondly, as in our first construction, the assumption of a linear access hier-
archy enables us to improve things substantially. In the present construction, the
improvement is that we can greatly increase the load factor. Consider the lowest
level in the hierarchy; the password for this directory will be known to all higher
level processes, and so will always be available whenever a file is being written.
Thus higher level processes can avoid the blocks of the lowest level files, and in
consequence the lowest level directory can be implemented using Larson tables
directly with no replication. A load factor at this level of 85% rather than 15%
can therefore be expected. Similarly, high level processes can avoid overwriting
existing copies of files at medium levels. Thus one might end up with the amount
m of replication increasing with the security level; determining optimal values
will probably require an implementation.

Of course the lowest level password would be divulged at once by a user
under compulsion; but in the absence of compulsion, the present construction
can ensure that the lowest level in the system is not only secure but highly
efficient. Although writing a file would be slightly slower than in a standard non-
secure operating system, reading might well be quicker. In a typical application
where the bulk of the data on a system is stored at the lowest level and only a
small amount at higher levels, the performance penalty (in terms of both time
and space) could be very low.

Thirdly, even when the disk is full (in the sense that a block has been cor-
rupted, or that the capacity of any error correction code used has been exceeded),
most of the user file content will still be recoverable; in particular the most re-
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cently written files are very likely to be intact. So the availability of files degrades
gracefully, unlike in the previous construction.

Many further optimisations are possible. Even without a linear access hier-
archy, we might still benefit from having a high performance lowest level; and
we might define directories at higher levels using orthogonal families of codes
rather than purely pseudorandom replication in order to increase efficiency. No
doubt implementation will uncover many more optimisations: we leave that for
future papers.

4 Relevance to Classical Steganography

The classical way of hiding information in a deniable way would be to use a
steganographic program to embed the information in large files such as audio
or video [3]. This has a number of problems. Firstly, one can only hide so much
information, or its presence becomes noticeable; and if the opponent is allowed to
subject these objects to small distortions of his choice, then the usable bandwidth
can be very low indeed [8]. Secondly, our aim here has been to design a practical
system, and that means one that can be implemented so that normal Unix
or Windows applications might run on top of it. Command-line file recovery
using a steganographic tool is inconvenient in such an environment; transparent
operation is greatly preferable. Thirdly, given the assumption that the opponent
knows the system, one might as well dispense with the cover objects and write
the secret information to disk directly.

However, there may well be an interesting interaction between our second
construction and the world of copyright marking. It is often a requirement that
many copyright marks be superimposed; for example, the International Federa-
tion of the Phonographic Industry stipulated this in a recent call for proposals
for audio marking schemes [9]. There are marking schemes which are linear (in
the sense of adding signals) and can accommodate this easily. However, this lin-
earity brings problems with it [7] and many researchers are working on nonlinear
schemes. The problem now is that multiple marks can interfere with each other;
and we do not want a copyright pirate to be able to remove the rightful owner’s
mark by adding several marks of his own.

The insight behind our construction suggests that in such environments an
efficient strategy may be to add a number of independent marks to each work
(or to each segment of a work that has to be separately marked), with each mark
replicated about six times and forward error correction used between them. (Of
course, each mark may be separately encrypted in order to prevent correlation
attacks.) In this way, we expect a good trade-off between on the one hand having
the bandwidth to add a number of independent marks, and on the other hand
forcing a pirate who wishes to obliterate the marks (but who does not know the
key) to add so many marks at random places that the resulting distortion will
degrade or destroy the resale value of the object. Such robust marking is the
subject of separate work.
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5 Conclusions

We have presented a new protection mechanism, the steganographic file system.
It is designed to give users a high degree of protection against coercion, in that
they can plausibly deny the existence of whole directories of files on their hard
disk, even against an opponent with complete access to the system and the re-
sources to reverse engineer every chip and understand every byte of software. We
presented two possible mechanisms, one inspired by the one-time pad and pro-
viding security exponential in its system parameters, and another based on the
computational security of block ciphers. These mechanisms tackle an important,
practical problem that has hitherto been ignored in the security literature.

Acknowledgement: We are grateful to Charalampos Manifavas for writing the
simulation that determined the available load factors for our second construction.

References

1. “Measuring the Diversity of Random Number Generators”, R Anderson, R
Gibbens, C Jagger, F Kelly, M Roe, preprint, 1992

2. “Stretching the Limits of Steganography”, RJ Anderson, in [3] pp 39–48
3. ‘Information Hiding’, May 30 – June 1 1996; proceedings published by Springer as

Lecture Notes in Computer Science vol 1174
4. “Tamper Resistance – a Cautionary Note”, RJ Anderson, MG Kuhn, in Proceedings

of the Second Usenix Workshop on Electronic Commerce (Nov 96) pp 1–11
5. ‘Plausible Deniability’, DR Beaver, Pragocrypt 96 pp 272–288
6. “Plug and Play Encryption”, DR Beaver, in Advances in Cryptology – Crypto 97,

Springer LNCS v 1294 pp 75–89
7. “Can invisible watermark resolve rightful ownerships?”, S Craver, N Memon, BL

Yeo, MM Yeung, Fifth Conference on Storage and Retrieval for Image and Video
Database, 13–14 February 1997, San Jose, CA; SPIE vol 3022 pp 310–321

8. “Attacks on Copyright Marking Systems”, FAP Petitcolas, RJ Anderson,
MG Kuhn, in these proceedings; this paper is also available online at
http://www.cl.cam.ac.uk/~fapp2/papers/ih98-attacks/

9. ‘Request for Proposals – Embedded Signalling Systems’, June 97, International Fed-
eration of the Phonographic Industry, 54 Regent Street, London W1R 5PJ

10. “File Organisation: Implementation of a Method Guaranteeing Retrieval in One
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Abstract. Currently known basic anonymity techniques depend on iden-
tity verification. If verification of user identities is not possible due to
the related management overhead or a general lack of information (e.g.
on the Internet), an adversary can participate several times in a com-
munication relationship and observe the honest users. In this paper we
focus on the problem of providing anonymity without identity verifica-
tion. The notion of probabilistic anonymity is introduced. Probabilistic
anonymity is based on a publicly known security parameter, which de-
termines the security of the protocol. For probabilistic anonymity the
insecurity, expressed as the probability of having only one honest par-
ticipant, approaches 0 at an exponential rate as the security parameter
is changed linearly. Based on our security model we propose a new MIX
variant called “Stop-and-Go-MIX” (SG-MIX) which provides anonymity
without identity verification, and prove that it is probabilistically secure.

1 Introduction

Recently much attention has been given to the application of anonymity tech-
niques to various networks (Internet, ISDN, GSM etc.) and for various applica-
tions and purposes (email, WWW, location management, etc.). Basic well known
techniques providing anonymity are:

1. Implicit Addresses and Broadcasting [5,16],
2. DC-Networks [2], and
3. MIXes [1].

A good overview about these techniques can be found in [18]. A short sum-
mary will also be given in the following section. Based on this introduction we
show that these techniques are well applicable to closed environments1, but have
shortcomings in open environments2. The reason for this is that the techniques
? The work of D. Kesdogan was supported by the Gottlieb Daimler and Karl Benz

Foundation.
1 I.e. the number of users is some known and not too large number n (e.g. n < 1000).
2 I.e. the number of potential users of a MIX is more than one million and usually not

known exactly.
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depend on identity verification in order to provide security (Sect. 2). Unfortu-
nately, such information is not always available (e.g. on the Internet) and hence
these basic methods are insecure against the usual attacker model. For that rea-
son, most of the recent findings restrict the attacker to a weaker model in which
he or she is not able to tap all used lines [6,7,10,11,21,22].

We therefore conclude that the basic techniques provide security only if ei-
ther user specific information is available or the adversary is restricted to a
weaker model. The resulting question is whether secure techniques for an open
environment exist, which do not depend on identity verification and withstand
the strong attacker model. Our answer to this question follows a probabilistic
model. We define this model in section 3 analogous to the one used for public key
cryptosystems. Following our new probabilistic model, we present in section 4 a
technique called Stop-and-Go-MIX and prove its probabilistic security.

We finish our paper with a short conclusion and an outlook on potential
applications and extensions of our model.

2 Basic Notions and Techniques

For the following discussion of anonymity techniques we make two general as-
sumptions:

1. The underlying communication network is global and is not subject to any
topology restrictions.

2. The attacker model3 used throughout this paper assumes an omnipresent
attacker E. E is able to tap all transmission lines of the communication
network and to control all but one intermediary switching node. The attacker
E is not able to break the used cryptographic techniques.

The question now is how to hide the existence of any communication rela-
tionship, i.e. that a message was sent (sender anonymity) or received (receiver
anonymity) by a user. Although the content of a message can be well protected
by cryptographic techniques, the use of cryptography solely can not guarantee
anonymity. The omnipresent attacker E can observe the sender of a message
and follow the message up to the receiver, thereby detecting the communication
relation without a need to read the content of the packets.

Hence, the decisive point of anonymity techniques is to organize additional
traffic in order to confuse the adversary and conceal the particular communica-
tion relationship. The sender and/or receiver of a message must be embedded in
a so-called anonymity set.

The main questions related to an anonymity set are:

1. How is the anonymity set established?
2. What is the size of the anonymity set?

All of the following anonymity techniques differ in their approach towards
establishing anonymity sets and therefore also differ in their possible field of
application.
3 The attacker model is based on the one given in [1].
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2.1 Implicit Addresses and Broadcasting

One basic technique for anonymity is the combined use of Implicit Addresses
and Broadcasting. If user A wants to keep the recipient B of a message secret,
he chooses additional pseudo recipients (e.g. C and D). Together with the real
recipient B, these additional recipients form the anonymity set. The message is
broadcasted to all members of the anonymity set (Fig. 1). To identify the real
recipient within the anonymity set A uses an implicit address “x”. An implicit
address is an attribute by which no one else than A and B can recognize the
message as being addressed to B (for other types of implicit addresses see [18]).

The technique has a clear security limit. If the additional recipients (C and
D) cooperate with attacker E, B can easily be identified as the recipient of the
message.

 

A B

A fi  B

A

A fi  ? ambiguous

A B 
A x 

B

C

D

A B X Y ZC . . .

Set of all recipients

B C D{ }
anonymity set

Set of recipients chosen by A

non-ambiguous
E E

Fig. 1. Recipient anonymity by broadcast and addressing attributes

This attack scenario can be enhanced to the case that attacker E adopts
different false identities (e.g. that of C and D) and therefore controls (n − 1)
members of the anonymity set by simply impersonating them. In order to de-
fend against this kind of masquerading attack, identity verification through an
adequately secure and flexible identification technique is required.

Drawbacks and Recent Directions What becomes clear from the simple
example given above is that the broadcasting4 overhead is prohibitive for a large
scale network. Furthermore, the security attainable by this simple scheme is
restricted to recipient anonymity. The sender of a message is observeable at
least by the recipients.

A major drawback is that the technique depends on a closed anonymity set,
which must be actively created by the sender of the message.

Implicit addresses and broadcasting as independent techniques are used in
different anonymity techniques as basic building blocks [8]. These techniques are

4 We assume here a switching network, not a broadcast network (e.g. satellite network).
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also applied in real networks. GSM networks e.g. use implicit addresses on the
air interface to hide the real identity of the users.

In research, different findings for anonymous mobility management are based
on implicit addresses and broadcasting [12,13,14,21]. An extension to the basic
scheme called Variable Implicit Addresses is presented in [8].

2.2 DC-Network

The DC-Network [2], a powerful technique for sender anonymity, uses superposed
sending. To use a DC-network, users exchange secret keys along a given key
graph, i.e. a graph with the users as nodes and the secret keys as edges. This
initial phase of the protocol establishes the needed anonymity set. Obviously
attacker E must again be prevented from controlling a majority of the exchanged
items (keys or messages). Therefore, identity verification is necessary during this
initial set-up phase.

To send a message (a sequence of bits), user A superposes (adds modulo 2)
the message with the previously exchanged secret key. Other users superpose
in the same manner (Fig. 2). If the superposed packets are transmitted via a
network, an eavesdropper is not able to decide whether a packet really contains
a message or not. All sums of all users are superposed globally and the result is
distributed to all user stations. This distribution process guarantees the recipient
anonymity. Because every secret key is added twice, the distributed message is
the message of A. If more than one message was sent in the same period a
collision occurs. This collision can be detected by the respective senders and
collision avoidance protocols, known from multi access channels, can be applied.

Station A

Message from A    110101
Secret Key with B 101011
Secret Key with C 110110

A: superposed packet 101000

Message from B    000000
Secret Key with A 101011
Secret Key with C 101111

B: superposed packet 1010100

Message from C    000000
Secret Key with A 110110
Secret Key with B 101111

C: superposed packet 1101011

Station B Station C

global
superpose

110101

000100101000 011001

Fig. 2. DC-Network(taken from [17])

The anonymity set for the above example consists of A, B and C. Building
secure groups beforehand by exchanging secret information enables the participi-
ants to generate packets for which the adversary is unable to decide whether
they contain a message or not. Therefore, DC-Networks provide an information-
theoretic deterministic anonymity (see Def. 1) [2,17].

Drawbacks and Recent Directions The application of the basic method
suffers from the related high overhead. For every real message n packets have to
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be transmitted. Therefore, [18] suggests to implement superposed sending on a
physical ring network.

For special environments like e.g. broadcast networks superposed sending
could be applied to reduce the cost (i.e. bandwidth). [3] proposes a superposing
technique for reading anonymously from databases.

A major drawback is that DC-Networks require the installation of a closed
anonymity set before the application of the superposing technique. Hence, this
basic technique is not flexible. In order to include a new participant in the DC-
network, a new key distribution graph has to be generated.

2.3 The MIX-Method

The two anonymity techniques presented so far both suffer from the same major
drawback that they require the pre-installation of a closed anonymity set. The
members of the anonymity set are then involved in every communication. This
severely limits the flexibility of the involved users.

The MIX-Method [1] avoids this drawback by shifting the task of generating
anonymity sets from the user to special intermediate network nodes called MIX
nodes or MIXes. Centralized MIXes can serve a great amount of users without
the constraint that each user has to participate in every communication. Hence,
in designing a system that provides flexible access to an anonymity service the
MIX approach is the most interesting and the only one suitable for open net-
works. MIXes collect a number of packets from distinct users (anonymity set)
and process them in a way that no participant, except the MIX itself and the
sender of the packet, can link an input message to an output message (Fig. 3).
Therefore, the appearance (i.e. the bit pattern) and the order of the incoming
packets have to be changed within the MIX. The change of appearance is a
cryptographic operation, which is combined with a management procedure and
a universal agreement to achieve anonymity:

1. User protocol: All generated data packets with address information are
padded to equal length (agreement), combined with a secret random number
(RN) and encrypted with the public key of the MIX node. A sequence of
MIXes is used to increase the reliability of the system.

2. MIX protocol: A MIX collects n packets from distinct users (identity veri-
fication), decrypts the packets with its private key, strips off the RNs and
outputs the packets in a different order (lexicographically sorted or randomly
delayed). Furthermore, any incoming packet has to be compared with former
received packets (management: store in a local database) in order to reject
any duplicates. Every MIX (except the first) must include an anonymous
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loop back5, because only the first MIX can decide whether the packets are
from distinct senders6 or not.

E.g. assume that A wants to send a message M to Z (Fig. 3). A must encrypt
the message two times with the public keys ci of the respective MIXes and
include the random numbers RNi: c1(RN1, c2(RN2, Z, M)).

User A

User B

User C

User X

User Y

User Z

++

--

**

##

°°collect messages
from distinct users

collect messages
from distinct users

MIX2
MIX1

• decrypt
• reorder
• ...

• decrypt
• reorder
• ...

Loop Back

Fig. 3. Cascade of two mixes

Applying this protocol the MIX method provides full security. The relation
between the sender and the recipient is hidden from an omnipresent attacker
as long as he neither controls every MIX which the message passes nor cooper-
ates with the other senders (n − 1). [17] states that the MIX method provides
information-theoretic deterministic anonymity based on complexity-theoretic se-
cure cryptography.

Drawbacks and Recent Directions Before a MIX can forward a packet, it
has to collect n messages from different users. This is a typical example for an
asynchronous communication model (like e.g. email). The resulting end-to-end
transmission delay can be minimized if every participant sends a packet at a
given time. Of course, most of these messages would be dummy messages (see
e.g. ISDN-MIXes [19]). In an open environment (global network) the sending
of sender originated dummies should be avoided. Therefore [6,7,10] propose to
hide the relation between sender and recipient by using a number of distinct
MIXes without distributing the collecting property over the network. But these
schemes are insecure against an omnipresent attacker E. It is hence still an

5 Loop back: Every MIX knows the sender anonymity set. It signs the received packets
and broadcasts them to the respective users. Each user inspects whether his own
message is included or not and transmits a yes or no. The MIX goes on if it receives
yes from all members of the anonymity set.

6 Most of the suggestions for MIX realizations in the literature work without this
property and are therefore not secure, because the former MIX(es) can conspire with
the opponent and generate (n− 1) dummy packets and observe the only remaining
packet which is from the user of interest.
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unsolved problem to provide security for synchronous communication in an open
environment facing an omnipresent attacker.

All suggestions for the Internet scenario have to deal with the lack of identity
verification information. If a MIX cannot decide whether the packets are from
different senders or not7, the attacker can intercept the incoming packets, isolate
each packet, and forward it together with (n−1) of his own packets8. This attack
is well known as the (n− 1)-attack, blocking or trickle attack [11].

Examining the (n− 1)-attack we can identify two reasons for its success:

1. Time: The time until n messages are collected by a MIX and hence the end-
to-end delay of a message is not known. Therefore it is possible to delay a
single message without any risk of detection.

2. Deterministic output behavior: Sending messages with a high rate to the
MIX results in a high output rate of the MIX.

The solution given in [11] is to delay every packet individually from one batch
to the other and additionally choose detours for every packet from every MIX
with a given probability. The detours are over several other MIXes. As stated
by the authors, this scheme is insecure against the omnipresent attacker. In the
literature known to us there is no existing solution for the Internet which is also
secure against an omnipresent attacker.

3 Probabilistic Security

The techniques discussed in the previous section share the basic requirement
of identity verification. While the protocols provide complete and even perfect
security under the assumption that the knowledge necessary for identity verifi-
cation is available, this requirement can severely handicap or even prevent their
application.

What is needed is a technique that provides security for an open network
without the need of identity verification. The question is what level of security
can be guaranteed without the need of identity verification. Before answering
this question, we now give a formal definition for the basic terms already used
in the above description:

Definition 1. Given an attacker model E and a finite set of all users Ψ . Let
R be a role for the user (sender or recipient) in respect to a message M. If,
for an attacker according to model E, the a-posteriori probability p that a user u
has the role R in respect to M is non-zero (p > 0), then u is an element of the
anonymity set U ⊆ 	.
7 Again this is the case if it is not possible to verify the identities of the senders of the

mixed packets.
8 If the anonymity set is built over an indeterministic procedure (e.g. every packet is

delayed randomly) then the adversary fills up the MIX with his own packets and,
after forwarding the one real message, keeps on sending his own packets until the
MIX outputs the one real packet.
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A technique (method) provides an R anonymity set of size n if the cardinality of
U is n (n ∈ IN).
An algorithm provides deterministic anonymity if n is always greater than 1.

Obviously, the basic techniques presented so far provide deterministic and at
their best information-theoretic anonymity, but have to verify the users identities
to be secure at all. We relax the information-theoretic anonymity property of
the above techniques to a notion of probabilistic anonymity in order to find a
scheme which does not depend on identity verification and can be applied to
open networks and groups:

Definition 2. Given an attacker model E, let AL be an algorithm providing
anonymity with a complexity parameter µ. We say that AL is probabilistically
secure against the attacker model E if AL, for a distinct message M, can be
broken with probability α and if

1. the a-posteriori probability of insecurity after any possible attack within the
attacker model E is the same as the a-priori probability before an attack
occurs, i.e. α remains constant for a given µ, and

2. the probability of insecurity approaches 0 at an exponential rate as µ is in-
creased linearly.

If AL is probabilistically secure it provides probabilistic anonymity.

Our aim is to define a protocol providing anonymity, where µ is given as
a publicly known parameter. If the users use this parameter they can send a
message spontaneously with the probability of insecurity α determined by µ, i.e.
α = f(µ).

Security Evaluation Model Anonymity Evaluation Model

Information-theoretic security Information-theoretic anonymity

Complexity-theoretic security Probabilistic anonymity

Table 1. Anonymity Evaluation Models

Note that the above definition is analogous to the computational security
of asymmetric cryptography [4,9,23]. To break the asymmetric protocols should
be computationally as hard as solving a problem of the complexity class NP.
Because the algorithms for encryption and decryption should be carried out
in polynomial time P this would lead to the proof that P 6= NP . While this
is a well known unproven hypothesis in complexity theory the security of the
schemes depend on security parameters, which determine the length of the key
etc. in accordance with the special considered problem (factoring assumption,
discrete logarithm etc.) and the time complexity of the best known algorithm.
The security here also depends exponentially on the parameter [20].

Table 1 compares the resulting models for security and anonymity evaluation.



Stop-and-Go-MIXes Providing Probabilistic Anonymity in an Open System 91

4 The Stop-and-Go-MIX (SG-MIX)

Based on the definition of probabilistic anonymity we will now define the SG-
MIX protocol and evaluate its security properties.

4.1 The SG-MIX Protocol

A SG-MIX (Fig. 4) operates in the same way as a classical MIX, but does not col-
lect a fixed number of messages. Sender A selects the SG-MIXes to be used with
equal probability. He calculates for every node i a time window (TSmin, TSmax)i

and draws a random delay time Ti from an exponential distribution with suit-
able parameter µ. This information is appended to the packet before encrypting
it with the SG-MIX’s public key. The SG-MIX i extracts (TSmin, TSmax)i and
Ti after decryption. If the arriving time of the packet is earlier or later than
given by the time window the message will be discarded. After Ti units of time
have elapsed, the SG-MIX i forwards the packet to the next hop or its final
destination.

d1

dk
dm

dn

di

• draw a random number Ti
from an exponential distribu-
tion with suitable parameter 

• calculate time window
(TSmin, TSmax)

• check the time window 
(TSmin, TSmax)

• after Ti units of time have 
elapsed output packet

}{
“packet traffic jam“

d2

anonymity set

Fig. 4. SG-MIX

Selecting the SG-MIX nodes with equal probability guarantees that an user
does not prefer certain SG-MIXes over others, which would enable an attack
via the analysis and comparison of the amount of traffic origin from the user
and processed by his favorite SG-MIXes. Furthermore, the anonymity size (see
Definition 1) will be always maximal with a high probability.

4.2 The Security of the SG-MIX

The security of a SG-MIX does not rely on shuffling a batch of messages, but
on delaying each message individually and independently by a random amount
of time. If the delay times are individually drawn from the same exponential
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distribution, the knowledge of the time a specific message has arrived at the SG-
MIX node does not help the attacker in identifying the corresponding outgoing
message as long as there is at least one other message in the queue at some time
of the delay. Because of the memoryless property of the exponential distribution,
if n messages are in the queue, it is equally probable for any one of them to depart
next, regardless of their arrival times. Therefore, an attacker can correlate arrival
and departure of a message only if during the whole delay time no other message
is in the queue. This means that

1. A: the queue is empty at the arrival of the message (and the attacker knows
this) and

2. B: no other message arrives during the delay time.

More formally speaking the probability of an successful attack is:

P(success) = P(A∩ B) = P(A) · P(B) .

Clearly, the arrivals are Poisson distributed due to the independent choice of
the nodes and both events are independent from each other. Their probabilities
will now be calculated.

The queue of a SG-MIX node can be modeled as an M/M/∞ server, because
the arrivals are Poisson distributed, the “service times” are exponentially dis-
tributed and the queue can “serve” any number of customers independently. We
denote the rate of message arrivals by λ and the parameter of the exponential
distribution from which the delay times are drawn by µ. Queuing theory then
gives a (steady state) probability of P(A) = e−λ/µ that this server system is idle
when a message arrives [15].

Because both interarrival times and delay times are exponentially distributed
with respective parameters λ and µ, the probability that no message arrives
during the delay time is equal to the probability that a sample drawn from
Exp(λ) is greater than a sample from Exp(µ). Hence we get

P(B) =
µ

λ + µ
=

1
1 + λ/µ

.

The probability that an arbitrary message can be tracked by an eavesdropper
(an active attacker has no additional advantage) is therefore

P(success) =
e−λ/µ

1 + λ/µ
. (1)

Let us consider an example: Assume a SG-MIX node with a mean arrival
rate λ = 10 packets/s and parameter µ = 0.2 packets/s, that is a mean delay of
5 seconds. Then the probability of an arriving packet finding the server empty
is e−50 ≈ 1.9 · 10−22.
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(n-1)-Attack In order to provide probabilistic anonymity a SG-MIX must be
able to fend off blocking attacks. When running such an attack the intruder
must delay all incoming data packets for a certain amount of time in order to
“flush” the SG-MIX. Therefore we introduce the time stamps (TSmin, TSmax)
to detect the delay of an incoming data packet and discard this packet. This
prevents blocking attacks. The SG-MIX technique allows the calculation of the
time windows very accurately as the user knows the time a message will be
delayed in advance.

We define for the pair of time stamps of node i (TSmin, TSmax)i the time
window ∆ti during which a packet must arrive at SG-MIX i. If a ∆t value is
given, we can calculate the success probability of a blocking attack:

A packet leaves a SG-MIX after at most ∆t units of time with probability
P(X ≤ t) = 1 − e−µ∆t. Assuming there are n packets in the SG-MIX the
success probability of a blocking attack is P(success|X = n) = (1− e−µ∆t)n.
The number of packets in the SG-MIX at an arbitrary point of time is Poisson
distributed with parameter ρ = λ/µ:

P(X = i) =
ρi

i!
e−ρ .

Therefore the overall success probability of an (n− 1)-attack is

P(success) =
∞∑

i=0

(1 − e−µ∆t)i · ρi · e−λ/µ

i!
= exp

(−λe−µ∆t

µ

)
. (2)

Obviously, when ∆t is given, a linear decrease of µ leads to an exponentially
decreasing success probability of a blocking attack. The only successful attack is
if the adversary blocks the incoming messages of all SG-MIXes quite long before
the attacked message arrives, due to the lack of knowledge which SG-MIX node
would be selected from the user. This is usually impossible to do “on demand”
and, in any case, would block the whole network, i.e. result in the loss of many
messages due to time-outs, which would surely not go undetected.

Calculating Time Stamps When defining the time stamps one has to take
into account that computer clocks are not perfectly synchronized. Many different
clock synchronization mechanisms have been proposed, each of them providing
a different quality of synchronization. For the following discussion we assume
that the clocks of all involved hosts are synchronized with parameter syn. That
is, the maximal clock offset between any pair of hosts is at most syn.

All together, the following parameters are relevant for time stamp calculation:

1. syn : maximum clock deviation of two clocks (max. offset)
2. tS : local time of the sender
3. n : number of SG-MIXes
4. Ti : delay time of SG-MIX i
5. dij : unidirectional transmission delays
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Define SG-MIX 0 as the sender. The time stamps are calculated as follows:

TSmin
i = tS +

i−1∑
j=1

Tj +
i∑

j=1

dmin
j−1,j − syn

TSmax
i = tS +

i−1∑
j=1

Tj +
i∑

j=1

dmax
j−1,j + syn .

Therefore, the length of the time window is given by

∆t = TSmax
i − TSmin

i = 2syn +
i∑

j=1

∆dj−1,j

with

∆di,j = dmax
j−1,j − dmin

j−1,j .

The length of the time windows increases with the number of SG-MIXes
used. Additionally it depends on the propagation delay jitter and the accuracy
of synchronized clocks.

The crucial measure for the quality of the time stamps is the question whether
an (n − 1)-attack can be fended off. Let Tempty denote the time that is needed
by an attacker to flush a SG-MIX if all incoming packets are blocked. Then the
time windows should satisfy ∆t ≤ Tempty. The security parameter µ must be
decreased until this requirement is fulfilled with a given probability. Of course,
this results in longer security delays and the time an attacker needs to flush a
SG-MIX increases.

Size of the Anonymity Set As the last subsection has shown how to calculate
the timestamps, we will now prove our statement that the size of the anonymity
set will always be maximal with a high propability.

The anonymity set U produced by a SG-MIX for a single message M is
composed of the recipients of the messages already present at the SG-MIX at
the arrival of M and the messages which are received by the SG-MIX during
the same busy period. This property of the anonymity set is obvious. For no
message which arrives afterM and departs before the SG-MIX runs empty, the
attacker can exclude that it is the one of interest.

To determine the mean size of the anonymity set we can follow the already
used model of an M/M/∞ server with arrival rate λ and service rate µ. The life
cycle of such a system consists of alternating busy and idle periods. The process
{Nt}, denoting the number of messages in the SG-MIX at time t, is regenerative
due to the memoryless property of the exponential distribution. According to the
fundamental theorem for regenerative processes the following relation between
the probability π0 that the system is empty, the expectation of the length of an



Stop-and-Go-MIXes Providing Probabilistic Anonymity in an Open System 95

idle period E(ti), and the mean length of a cycle E(ti+tb) (tb denotes the length
of the busy period) holds:

π0 =
E(ti)

E(ti + tb)
. (3)

In addition the following properties hold:

1. E(ti + tb) = E(ti) + E(tb), due to the linearity of the expectation
2. π0 = e−λ/µ

3. E(ti) = 1
λ , because the ti’s are distributed equally according to the expo-

nential distribution E(λ)

This results in

e−λ/µ =
1/λ

1/λ + E(tb)
,

and therefore

E(tb) =
eλ/µ − 1

λ
.

Hence the mean number Y of served packets during a busy period is:

E(Y ) = λ ·E(tb) + 1 = eλ/µ . (4)

Now we can examine a single message M arriving during a busy period in
which n messages are processed.

X denotes the number of messages in the busy period arriving afterM and
Y denotes the total number of messages served during the busy period.

Because the message arrivals are Poisson distributed and therefore fulfill the
memoryless property the following relation holds:

P(X = m|Y = n) =
{

1
n : m ≤ n
0 : else

.

This leads to a conditional expectation of

E(X |Y = n) =
n∑

m=1

m

n
=

n + 1
2

.

The summation over Y (theorem of total probability) results in:

E(X) =
∞∑

n=1

n + 1
2
· P (Y = n) =

1
2
E(Y ) +

1
2

. (5)

Because the expectation of the number of message already in the SG-MIX
at the arrival ofM is λ/µ, the expectation of the size of the anonymity set is:

E(|U|) =
λ

µ
+ E(X) =

λ

µ
+

eλ/µ + 1
2

. (6)

Hence we can deduce that the size of the anonymity set will always be max-
imal with high propability.
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The M/M/∞ Model All security statements in this paper are based on the
assumption of using an infinite server system (M/M/∞ model). Obviously this
assumption is not realistic for a concrete realization of a SG-MIX. A real-world
SG-MIX can only approximate the ideal model depicted above, because it can
only serve a finite number of packets. Therefore it must be analyzed according to
the multiple server system model (M/M/n model). Using the M/M/n model it
is possible that an arriving packet finds a situation in which all servers within a
SG-MIX are busy. The probability that an arriving packet finds no idle server can
be calculated by Erlang’s C formula [15]. Taking this formula and the parameters
µ and λ into account it is possible to design a concrete SG-MIX in a way that
fulfills the demanded level of approximation to the ideal model.

Nonetheless the potential ranges of the arrival rate λ and the service rate µ
must be taken carefully into account during the design of an SG-MIX to provide
a reasonable servicing capacity.

And finally, as every real-world implementation can only provide a limited
servicing capacity, the SG-MIX is like every other MIX vulnerable to denial
of service attacks, in which an attacker floods the SG-MIX with packets. As a
consequence, most of the other packets will time out during such an attack, but
this will not go undetected.

5 Conclusions

The currently known basic anonymity techniques depend on identity verification,
but provide perfect anonymity. Following the general idea of complexity-theoretic
security we have introduced the notion of probabilistic anonymity in order to
find a scheme which does not need these identity verification procedures.

Probabilistically secure algorithms provide untraceability with a probability
which depends exponentially on a publicly known parameter. We have proposed
the Stop-And-Go-MIX as a probabilistically secure protocol, where µ is given
as a publicly known security parameter. This parameter can be chosen to fulfil
the practical considerations and security demands. The users can predict the
delays of their message very accurately and hence time stamp protocols can be
applied to counter (n − 1)-attacks. For the same reason the network delay can
be calculated from packet turnaround times and congestion control algorithms
can be employed, allowing the use of SG-MIX on ISO/OSI layer 3.

Untraceable Return Address can also be supported by the SG-MIX for an
open system so fully anonymous communication is possible.
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prüfbarem Datenschutz”, IFB 234, Springer-Verlag, Heidelberg, 1990.

18. A. Pfitzmann and M. Waidner, “Networks without User Observability”, Comput-
ers & Security 6, 1987, pp. 158–166.



98 Dogan Kesdogan, Jan Egner, and Roland Büschkes
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Abstract. Many eligibility or entitlement certificates in every day life
are non-transferable between persons. However, they are usually imple-
mented by personal physical tokens that owners can easily pass around
(e.g. credit card), driver’s license). So there must either be negligible
incentives to pass these certificates or the tokens around, or the tokens
must allow to authenticate the persons who show certificates, e.g., by
imprinted photographs. However, any kind of easily accessible personal
identifying information threatens the owners’ privacy. To solve these
somehow paradoxical requirements, we assume for each owner a kind
of pilot that is equipped with a tamper resistant biometric authenti-
cation facility. We draft cryptographic protocols for issuing and show-
ing non-transferable yet privacy protecting certificates. Unforgeability of
certificates relies on a well-established computational assumption, non-
transferability relies upon a physical assumption and owners’ privacy is
protected unconditionally.

Keywords: Non-transferable certificates, Wallets-with-observer, Blind
Signatures, Interactive proofs, Biometric person authentication.

1 Introduction

Many eligibilities or entitlements in every day life are bound to a person and
are not intended to be transferred between persons, e.g., room/building/account
access rights, driver’s licenses, academic degrees, certain drug eligibilities, stock
options. It is certainly desirable if not inevitable in an information society to im-
plement such non-transferable certificates in an electronic way and many such
solutions exist already, e.g. id badges, credit cards, insurance certificates, mem-
bership cards. These solutions work well if the incentives to give away, lend or
sell certificates are sufficiently outweighed by the disadvantages for the respective
owners. An instructive example where this is not the case are driver’s licenses.
Suppose electronic driver’s licenses and (unmanned) electronic road checkpoints
that can verify these driver’s licenses. In such a scenario, lending one’s driver’s
license to someone else would bear no disadvantage other than not being able to
? The research for this paper was supported by the German Research Foundation
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drive oneself at the same time. The problem is that personal information (pass-
words, PINs) and personal tokens (id badge, magnetic card) as such can easily be
shared, lended or can even be traded. The only way to prevent this is biometric
person authentication. In the road example, a straighforward solution is to equip
the road checkpoints with video cameras peeking at the drivers. Not only would
this solution render the electronic driver’s licenses unnessasary, but it is almost
certainly unacceptable from a privacy point of view. A smarter solution though is
to equip drivers with personal devices into which biometric verification modules
are implanted such that (i) drivers cannot deceive their biometric facility and
(ii) road checkpoints cannot access the biometric modules (and their memory)
directly, i.e., without the help of the respective owner’s personal device.

In the following, we explore the latter solution. We assume each driver is
equipped with a personal communication device (called wallet for historical rea-
sons) that can run a trusted local process (called observer) [13]. For example,
wallets and observers could be implemented by palmtops or pilots with a built-
in tamper resistant chip [17]. Drivers need to trust their observers to support
all legitimate operations, whereas road checkpoints need to trust observers to
prevent any illegitimate operation. In order to achieve privacy, there must be no
outflow of information from the observer to a road checkpoint. If loss or theft of
observers is to be tolerated, there must also be no inflow of information from a
driver’s license issuing organization, typically the Motor Vehicle Services (MVS),
to the observer. Preventing outflow and inflow requires that the observer has no
communication link other than to its hosting wallet, and all communication pro-
tocols must prevent outflow from the observer (or inflow to the observer). This
concept has been introduced by Chaum and Pedersen [13] as the wallet with
observer architecture. Adding a biometric authentication facility to the observer
has not been studied for this architecture before (Fig. 1).

Issuer
(Verifier)

Wallet

Observer
Communication Link

Communication Shield

Biometric Verification Facility

Fig. 1. Wallet with observer architecture

Each observer needs to be personalized to its respective owner in a way that
is trusted by the MVS. Afterwards, they only need to verify their owner’s bio-
metric identity with sufficiently small false acceptance and false rejection rates.
In principle, there are two kinds of biometric authentication. Biometric verifi-
cation facilities need to distinguish only one particular identity from all others,
whereas biometric recognition facilities need to distinguish a (large) number of
biometric identities from each other. Recently, there is increasing scientific and
commercial interest in biometric person authentication [3,15]. A growing num-
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ber of easy-to-use computer peripherals is available in the consumer market [4].
Most of them are fingerprint recognizers with false acceptance and false rejection
rates in the range of 10−4 . . . 10−6 and 1 × 10−2 . . . 3 × 10−2, respectively. The
crossover error rate is typically 1–3%, but higher for elderly people and manual
workers. Recognition time is typically 0.5 . . .1.0 seconds. Since biometric veri-
fication is technically easier to achieve, it appears to become feasible even for
small observers (and wallets) in the not too far future.

Electronic certificates can be built into wallets right at the end of the pro-
duction line (static issuing). This is efficient for mono-purpose wallets e.g., id
badges. Multi-purpose wallets, however, must allow to obtain new certificates
during their entire lifetime and must also take care of dependencies among cer-
tificates (dynamic issuing). The concept of privacy oriented and dynamically
issuable certificates is what Chaum has introduced as credentials [6,7,8,9,10]. In
the following, we elaborate on the additional aspect of non-transferability. We
propose a cryptographic implementation of driver’s licenses based on the wal-
let with observer architecture, where the observer has implanted some tamper
resistant biometric verification facility.

2 Cryptographic Primitives

We first introduce some notation. Then we present three cryptographic primi-
tives, two kinds of blind signature and an interactive proof of knowledge.

2.1 Notation

Since the following protocols are based on the intractability of computing discrete
representations, the following definitions are useful. Let p be a k-bit prime (k ∈
IN), q be a large prime divisor of p− 1, i.e., q log2 q ≥ p, and Gq be the unique
subgroup of order q in ZZ∗p. Furthermore, let g1, . . . , gl denote elements chosen
uniformly at random from Gq \ {1}. (Each gi generates Gq). It is generally
assumed that a discrete representation (α1, . . . , αl) of a randomly chosen element
z ∈ Gq with respect to (g1, . . . , gl), i.e., z =

∏l
i=1 g

αi

i , is infeasible to compute in
polynomial time (in the bitlength of p). We call this the subgroup representation
assumption (SR). In the special case of l = 1, the discrete representation α1 is
called the discrete logarithm of z with respect to g1, and the SR assumption in
this case is called subgroup discrete logarithm assumption (SDL). We say that
two representations (α1, . . . , αl) and (β1, . . . , βl) are equivalent iff there exists
a factor d ∈ ZZq such that αi = dβi for all 1 ≤ i ≤ l.

We denote protocols in the same way as algorithms are usually denoted: by
a declaration and a definition. A protocol declaration consists of the (i) formal
output parameters, followed by (ii) an assignment arrow, followed by (iii) the
protocol name and the (iv) formal input parameters in parenthesis. To enhance
readability, all input and output parameters of a participant are enclosed in
square brackets labeled by the participant’s initial. Values of formal input pa-
rameters are called private input or common input if these parameters are given
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to only one or to all participants of the protocol, respectively. A protocol def-
inition is denoted in matrix form. Actions of each participant are aligned in
columns, and each column is labeled by its participants name. Consecutive ac-
tions are displayed in consecutively numbered rows, which are called the steps
of the protocol.

Protocol actions are denoted by usual mathematical notation and a few spe-
cial symbols. Choosing an element uniformly at random from a set A and as-
signing it to a variable a is denoted a ∈R A. Evaluating an expression E and
assigning the result to a is denoted by a left arrow a ← E. By h we denote
a pseudo-random hash function [5] that, on input any binary string, returns a
value in ZZq. We relax the notation by allowing any number of arguments to
h meaning that their binary representations are concatenated and then fed to
h. Arithmetic operations are either in Gq, i.e., multiplication mod p or in ZZq,
i.e., addition and multiplication mod q. We omit the “(mod p)” and “(mod q)”
whenever the modulus is clear from the context. Transmitting the value of a vari-
able a from participant Alice to participant Bob is simply denoted by a labeled
arrow a−−→ that stretches from Alice’s to Bob’s column1 . A call of protocol prot
is denoted by a similar but double headed arrow labeled by the declaration of
prot instantiated with respective actual parameters. The phrase “proceed iff P”
with P a Boolean predicate indicates that the protocol execution proceeds if
and only if P holds. Otherwise, the protocol is aborted and the participants re-
turn a corresponding exception. Polynomial composition of protocols [14] means
to execute a given set of protocols a polynomial number of times in arbitrarily
interleaved fashion.

2.2 Restrictive Blind Signature Scheme

The signer Alice chooses her private key x ∈R ZZq uniformly at random and
publishes the corresponding public key y ← gx mod p. The message space is Gq.
A signature σ is valid for message m with respect to public key y iff it satisfies
the verification predicate

verify(y,m, σ) .

On common input a messagem, Alice, on private input her signing key x, and
Bob, on private input a modifier ω ∈ ZZq, produce a restrictive blind signature
σ′ for m′ = mω:2

([m′, σ′]B)← sign([x,m]A, [y,m, ω]B) .

1 We abstract here from essential fault-tolerant mechanisms like typing and (logically)
time-stamping messages.

2 We call parameter ω a modifier because it determines which output message Bob
obtains relative to the common input message.
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Prerequisite 1 Protocol sign is (i) effective, (ii) unforgeable under the SDL as-
sumption and (iii) restrictive in the sense of Brands [1,2], i.e., the only way for a
cheating Bob to obtain a signature for a message m′ is to choose α, β ∈ ZZq “be-
fore” obtaining a signature for m′ = mαgβ, where g is a global constant, chosen
uniformly at random from Gq \ {1}.3,4 (iv) sign is unconditionally blind in the
sense that Bob’s results from executing protocol sign are unconditionally unlink-
able to Alice’s views of these executions even if Alice had unlimited computing
resources. 3

2.3 Restrictive Cascade Signature Scheme

We consider the same setup as for the restrictive blind signature scheme. The
common input is a message m, Alice’s private input is her signing key x̄ corre-
sponding to her public key ȳ, and Bobs private input is a modifier ω. Now, we
allow Bob an additional private input σ ∈ Σq, a valid signature for the common
message m with respect to some verification key y, which is usually different
from Alice’s verification key ȳ. Bob seeks to obtain from Alice a signature σ′ for
m′ = mω with respect to the product yȳ. We call this signing operation cascade
because it can be iterated so that Bob can use his output signatures as private
inputs in any subsequent execution of cascade:

([m′, σ′]B)← cascade([x,m]A, [y,m, σ, ω]B) .

Prerequisite 2 Protocol cascade is (i) effective, (ii) unforgeable under the SDL
assumption, (iii) restrictive (see Prerequisite 1) and (iv) unconditionally blind in
the sense that Bob’s results from executing protocol cascade are unconditionally
unlinkable to Alice’s views of these executions. 3

2.4 Diverted Proof of Knowledge

Brands [1] has proposed an interactive proof based on work of Chaum, Ev-
ertse and van de Graaf [12] where a prover P proves to a verifier V that she
knows a witness, namely a representation u = (u1, . . . , ul) ∈ ZZql, for a given
candidate ψ ∈ Gq, i.e., ψ =

∏l
i=1 g

ui

i with all gi chosen independently and
uniformly at random in advance. For all l > 1, this interactive proof is wit-
ness indistinguishable over the predicate family W [14], where W = {Wq} and
Wq = {(ψ,w)|ψ =

∏l
i=1 g

ui

i }. Brands has further shown in [1] how his proof
protocol can be “diverted” such that

(i) P , during the interactive proof protocol with V , has online access to a third
party, called the co-prover Q, and

3 For simplicity, we assume only one such generator g. However, all following construc-
tions work for any constant number of generators.

4 The notion of “before” is left informal. We expect to formalize it in future work.
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(ii) the witness u is shared between P and Q in a way that neither P nor Q
knows u by herself.

In contrast to the well-defined notion of divertibility by Okamoto and Ohta [16],
the “diverted” proof protocol by Brands takes private input not only from the
co-prover, but also from the prover, and there is no input common to all three
parties, but only a semi-common input to Q and P and one to P and V .5 We
need an interactive proof diverted in this way with the additional property that

(iii) if P (by help of Q) can prove knowledge of a representation of an element
ψ ∈ Gq and P chooses some ω ∈ ZZq, then P (with the same help of Q), can
also prove knowledge of a representation of ψω.

As our last prerequisite we assume an interactive proof protocol satisfying (i),
(ii) and (iii) abovel. The candidate (semi-common input to P and V ) is denoted
ψ. The partial witnesses of P and Q are denoted as (ω,w) and v, respectively,
where ω ∈ ZZq, v, w ∈ ZZ2

q. The witness of ψ is u = vω + w:

([acc]V )← prove([v]Q, [ψ, ω,w]P , [ψ]V ) .

Prerequisite 3 Protocol prove is a “diverted” and witness indistinguishable
proof of knowledge over W = {Wq}. 3

3 Driver’s License Scheme

The following driver’s license scheme basically consists of three protocols, namely
to bind a pseudonym to a driver (Fig. 9), to issue a driver’s license (or license
for short) to a driver (Fig. 3.2) and to show licenses at a road checkpoint (V )
(Fig. 3.3). For simplicity, we assume that the binding of new pseudonyms and
the issuing of licenses is both done by the Motor Vehicle Services (MVS) I.6 The
basic idea for the following scheme is to enable an observer O to support its host
wallet W in obtaining pseudonyms and licenses and in showing licenses, while
not allowing O to issue new licenses. After explaining the setup of the scheme,
we introduce the protocols in turn.

Observers shall authorize the pseudonym binding requests of their hosts, so
there must be a native key (xO, yO) for each observer; the private part xO is built
into the observer to sign authorizations, and the public part yO is broadcast to
MVS, all road checkpoints and drivers, where wallets can look them up, too. We
assume that each observer chooses its own native key.

5 Other examples of this more general notion of divertibility of proofs of knowledge
have been considered by Chen [11], but a formal definition is outstanding.

6 In a more integrated system, the issuers of different kinds of certificates could ratio-
nalize this approach by establishing a pseudonym binding center and relying upon
the same binding procedure.



Biometric yet Privacy Protecting Person Authentication 105

The Motor Vehicle Services I chooses a signing key (xI , yI).7 The public
part yI is broadcast to all drivers and road checkpoints. All observers share a
co-signing key xO, whose corresponding co-verification key yO is also broadcast
to all road checkpoints and is built into all wallets.

Since observers shall authorize the license showing requests of their hosts,
each observer also needs to have a co-signing key (x∗, y∗). Again, the private
part x∗ is built into the observer, and the public part y∗ is broadcast to all
road checkpoints and wallets. The initialization of observers and their tamper-
resistance must be trusted by the Motor Vehicle Services and road checkpoints.

Before observers can be used, each one must be personalized for the par-
ticular biometric identity of its owner. Once personalized, there is no way to
re-personalize it, and from that on, we assume it verifies its owner with suffi-
ciently small false acceptance and false rejection rates. Now, we let each driver
personalize its observer, and insert the observer into his or her personal wallet.
Once the wallet has mounted the observer, that driver is prepared to execute
any of the following protocols.

In the following, the generators g1, g2 are chosen uniformly at random and
independently of each other and of the generator g in the definition of restric-
tiveness of the blind and cascade signature primitives (Prerequisites 1 and 2).

3.1 Binding a Pseudonym to a Driver

The MVS I, a wallet W 8, and an observer O, on input its private native key
and a biometric identity �� (read “face”9) execute the binding protocol. If the
observer verifies the biometric identity successfully, then I obtains the driver’s
new source pseudonym ψ; so does the driver’s wallet and, in addition, the wallet
and the observer each obtain their respective partial witnesses (ω,w) and v that
are later needed to prove ψ.

3.2 Issuing a Driver’s License

The MVS I inputs the private signing key xI and both, I and the wallet W input
W ’s source pseudonym ψ. In addition, W inputs the partial witness (ω,w) for
ψ, and the observer O inputs its own partial witness v plus a biometric identity
��. If the observer verifies �� successfully, then W obtains a license χ for the
interim pseudonym ψ′ and the corresponding partial witness (ω′, w′) for ψ′. O
obtains the interim pseudonym too.

7 This signing key serves to issue one kind of driver’s license. For different kinds of
licenses, e.g., basic, commercial, agricultural, boat, different signing keys must be
used.

8 Here and in the following, we do not mention the public keys being input
9 the parameter �� contains a binary string representation of the biometric identity

of the driver performing this action. This string representation is only visible within
the tamper resistant observer, so we may regard it as O’s private input.
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([ψ]I , [ψ, ω,w]W , [v]O)← bind([yO]I , [yO]W , [xO ,��]O)

MVS (I) Wallet Observer
(1) ω ∈R ZZq, w ∈R ZZ2

q v ∈R ZZ2
q

(2) ψW ← g
w1
ω

1 g
w2
ω

2 Proceed iff
verify(��)

ψW−−−−→
(3) ψO ← gv11 gv22

ψO←−−−−
(4) ψ′ ← ψWψO ψ′ ← ψWψO

(5)
[ψ, σ]W ← sign([xO, ψ

′]O, [yO, ψ
′, ω]W )←−−−−−−−−−−−−−−−−−−−−−−−−−−−−→

ψ,σ←−−−−
(6)

[acc]I ← prove([v]O , [ψ, ω,w]W , [ψ]I)←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→
(7) Accept ψ iff

acc ∧ verify(yO, ψ, σ)

Fig. 2. Binding a pseudonym to a Driver

3.3 Showing a Driver’s License

The wallet W inputs a license χ for interim pseudonym ψ′ plus the correspond-
ing partial witness (ω′, w). The observer O inputs its partial witness v plus a
biometric identity ��. If the observer verifies �� successfully, then the road
checkpoint obtains a valid license χ′ for target pseudonym φ. The wallet also
obtains its target pseudonym for further reference.

Proposition 1. The proposed driver’s license scheme is (i) effective, (ii) the
licenses are unforgeable under the SDL assumption, (iii) the licenses are non-
transferable between drivers unless observers are broken, and (iv) the views of
Motor Vehicle Services, observers and road checkpoints after any polynomial
composition of protocols bind, issue and show are mutually unconditionally un-
linkable. 3

Proof. (Proposition 1)
Effectiveness: Let the observer’s native key be (xO and yO), the MVS’s

signing key be (xI , yI) and the observers co-signing key be (x∗, y∗). Furthermore,
let a driver D personalize its observer O with biometric identity �� and mount
it by wallet W . Then, if I binds the source pseudonym ψ to D,

([ψ]I , [ψ, ω,w]W , [v]O)← bind([yO]I , [yO]W , [xO,��]O) ,

and I issues a license χ for intermediate pseudonym ψ′ to D,

([ψ′, χ, ω′, w′]W , [ψ′]O)← issue([xI , ψ]I , [yI , ψ, ω, w]W , [v,��]O) ,
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([ψ′, χ, ω′, w′]W , [ψ′]O)← issue([xI , ψ]I , [yI , ψ, ω,w]W , [v,��]O)

MVS (I) Wallet Observer

(1)
ψ←−−− Proceed iff

verify(��)

(2)
[acc]I ← prove([v]O , [ψ, ω,w]W , [ψ]I)←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→

(3) Proceed iff acc Choose ω′ ∈R ZZq

(4)
[ψ′, χ]W ← sign([xI , ψ]I , [yI , ψ, ω

′]W )←−−−−−−−−−−−−−−−−−−−−−−−−−−−→
(5) w′ ← ωw;ω′ ← ω′ω

ψ′
−−−→

Fig. 3. Issuing a driver’s license

and D then shows its license χ for interim pseudonym ψ′ to road checkpoint V ,

([acc, φ, χ′]V , [φ]W )← show ([yI , y
∗]V , [yI , y

∗, ψ′, χ, w′, ω′]W , [yI , x
∗, v,��]O) ,

then V sees a license χ′ valid for target pseudonym φ. This holds for subsequent
shows for further target pseudonyms φ′, φ′′, . . . to road checkpoints V ′, V ′′, . . . .
Before each show, the wallet prepares its observer by passing pseudonym ψ′, so
that O knows which partial knowledge v to input to protocol show.

Unforgeability of licenses under the SDL assumption follows from Pre-
requisite 2 because licenses are defined as cascade signatures.

Non-Transferability between Drivers: Protocol bind ensures that the
wallet does not have any Shannon information about any representation of its

([φ, χ′]V , [φ]W )← show([yI , y
∗]V , [yI , y∗, ψ′, χ, ω′, w′]W , [yI , x∗, v,��]O)

Checkpoint (V) Wallet Observer
(1) Choose ω′′ ∈R ZZq Proceed iff

verify(��)
ψ′,χ−−−−→

(2)
[φ, χ′]W ← cascade([x∗, ψ′]O , [y∗, ψ′, χ, ω′′]W )←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→

φ,χ′
←−−−−−

(3)
[acc]I ← prove([v]O , [φ, ω′ · ω′′, w′]W , [φ]I)←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→

(4) Proceed iff acc ∧
verify(yIy

∗, φ, χ′)

Fig. 4. Showing a Driver’s License
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source pseudonym ψ. Note, that in step (4) of bind, the observer enforces ψ
to contain a random factor ψO that is not chosen by the wallet. Moreover, the
SR-assumption ensures that the wallet cannot compute any representation on
its own. Therefore, different drivers will represent their pseudonyms inequiva-
lently with overwhelming probability. Furthermore, the restrictiveness of sign
(Prerequisite 1) and of cascade (Prerequisite 2) ensures that the intermediate
pseudonym ψ′ and all target pseudonyms φ, φ′, . . . derived from ψ are equivalent
to ψ. To see this, observe first that the generators g1, g2 in protocols bind, issue
and show are chosen uniformly at random and independently of any pseudonyms
and constants of the underlying blind signature and cascade signature schemes.
(In particular, they are chosen independently of g.) From the restrictiveness of
the blind and cascade signature schemes, we have that the wallet knows (i) a rep-
resentation (α, β) of the intermediate pseudonym such that ψ′ = ψαgβ and (ii)
a representation (γ, δ) of the target pseudonym such that φ = ψ′γgδ. Therefore,
the wallet also knows a representation of the target pseudonym φ with respect
to ψ and g, namely (αγ, βγ + δ).

So we conclude, that a wallet has no Shannon information about the rep-
resentations of any its intermediate and target pseudonyms. And therefore, the
wallet has only but negligible chance to succeed in executing issue or show with-
out the help of its observer. We assume now that the observer is neither broken
(in which case its partial witness v might have been compromised) nor is its bio-
metric verification facility bypassed or tampered with. Then we conclude that the
three drivers (i) to whom the source pseudonym ψ is bound, (ii) who obtains a
license for the intermediate pseudonym ψ′, and (iii) who shows this license under
a target pseudonym φ, φ′, . . . are all the same (in terms of biometric identity).

Unconditional Unlinkability of the views of MVS, observers and road
checkpoints holds for two reasons: Firstly, all pseudonyms related to the same li-
cense, i.e., ψ, ψ′, φ, φ′, . . . look statistically independent to anyone but the wallet
W who chooses the modifiers ω, ω′, ω′′, . . . to derive its pseudonyms. Secondly,
the views of MVS, observers and road checkpoints on the wallet contain – ex-
cept for those pseudonyms – only the subviews produced by the subprotocol
prove, which the wallet uses to prove (its knowledge of representations of) its
pseudonyms. From Prerequisite 3 we have that protocol prove is witness indis-
tinguishable for predicate Wq, and according to Feige, Shamir [14] this also holds
for any polynomial composition of protocol prove. Hence, follows the claim.

4 Conclusions and Open Questions

We have proposed an efficient implementation for electronic driver’s licenses that
drivers can freely carry around in small personal devices. Our proposal is based
on the wallet with observer architecture proposed by Chaum and Pedersen [13].
Since transferability of driver’s licenses can only be prevented by some kind of
biometric driver authentication, we propose to implant some biometric verifica-
tion facility into the observer. We have shown how the drivers’ privacy can then
still be protected even against coalitions of MVS, road checkpoints and observers,
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which have access to unlimited computing resources. The solution can easily be
adapted to other kinds of electronic certificates that must not be tranferred be-
tween individuals. Our proposal is based upon restrictive blind signatures and
a new primitive called restrictive cascade signatures. Implementations for these
primitives will be published soon.
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Abstract. Software piracy is a major economic problem: it leads to
revenue losses, it favors big software houses that are less hurt by these
losses and it prevents new software economy models where small en-
terprises can sell software on a per-usage basis. Proprietary algorithms
are currently hard to protect, both at the technical as well as the legal
level. In this paper we show how encrypted programs can be used to
achieve protection of algorithms against disclosure. Moreover, using this
approach we describe a protocol that ensures – under reasonable condi-
tions – that only licensed users are able to obtain the cleartext output of
the program. This protocol also allows to charge clients on a per-usage
basis.

These results are applied to a special class of functions for which we
obtain a secure and computationally feasible solution: the key point is
to encrypt functions such that they remain executable. We further show
how to robustly fingerprint the resulting programs. Our approach is fully
software based and does not rely on tamper resistant hardware.

1 Introduction

Assume that Alice, an ingenious and smart professor of mathematics, finds an
algorithm that solves an important mathematical problem (e.g., the discrete log
problem for finite fields) much faster than any other previously known algorithm.
How can she turn this finding into a profitable business without revealing the
algorithm? As the program generates a considerable workload she does not want
everybody to send their problem instances to her. Instead, Alice would like to sell
the software that her clients would run in the most autonomous way possible.
However, this should not jeopardize her trade secret and should still let her
control who licensed (and thus is allowed to run) the program. We draw some
consequences from these requirements:

(i) Alice needs to hide the algorithm in a program such that it is not disclosed
even by extensive and competent code analysis (e.g., by government agen-
cies). This makes it necessary to cryptographically protect the algorithm.
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(ii) Furthermore, Alice wants to avoid that her program is simply duplicated
and used by unlicensed parties who don’t pay some license fee. Thus, she
wants to prevent that unauthorized users run her program.

(iii) Alice may also want to fingerprint the program and the results in order to
identify the source of unauthorized copies.

Our goal is to find a fully software based solution for these problems that runs
on any suitable general purpose computer. This excludes special configurations
where the computation is delegated to tamper-resistant hardware e.g., a smart
card with its own processor. Without such a hardware “save haven” there is no
way to prevent that a program is copied – it is just a series of bits. The other
major problem is that it seems impossible to protect the software from being
spied out because the program is executed “in the public” and is at the full
mercy of the executing host.

Surprising new solutions for the protection of software can be envisaged when
one relies on encrypted programs that can be executed without preceding de-
cryption. This means that an unsecure host never has to decrypt parts or the
whole program but can just go on and execute the instructions found. A method
to encrypt functions and to execute them without decryption is the first point we
make in this paper. Our second point is that such a “hardened” program more-
over has to produce encrypted results. Otherwise little can be done to prevent
software pirates from copying and using the program without paying anything
for it. The third point is that our method leads to an elegant way of fingerprinting
these encrypted functions as well as their results.

Section 2 discusses in more detail the implications of executable encrypted
programs. In section 3 we show how to cryptographically hide functions in a
program. In fact, several functions must be hidden and packaged into a program
for security reasons although only one function contributes to the desired result.
Section 4 discusses the limitations and the generalization of our results and
references related work before we summarize this paper in section 5.

2 The Usefulness of Function Hiding

2.1 Evaluating Encrypted Functions

Code privacy i.e., the ability to hide functions inside a program, enables new
solutions for software protection because it eliminates the danger of reverse en-
gineering or program analysis. Important applications for code privacy can be
found in the software industry and with service providers that look for ways to
make it technically impossible to copy or learn proprietary algorithms. In the
introduction we already mentioned software houses that would prefer technical
solutions over having to impose their trade secrets via courts. As another ex-
ample we mention banks which are reluctant to put their proprietary economic
models and computations for customer advice services into Java applets because
competing institutes could reconstruct them. Finally, consider mobile software



On Software Protection via Function Hiding 113

agents that represent human users in E-commerce applications: without effec-
tive software protection their bargaining logic is fully visible to the potentially
malicious executing hosts. In all cases we have to face arbitrary and unsecured
hosts and therefore would like to conceal a function inside a program i.e., have
code privacy, such that the code can still be executed.

2.2 Computing Encrypted Results

Code privacy alone can not prevent that unauthorized copies of a program are
made for which the software’s author is not renumerated: Although a function
may be fully protected by the encryption scheme, it could still be copied and
used as a blackbox in order to compute the desired results. From this we con-
clude that every usage of the program has to depend on an interaction with
some authorizing entity. We propose in this paper to study function encryption
schemes that lead to programs that produce encrypted output. If we let again
Alice be the software producer and Bob the software user, this means that Bob
is bound to ask Alice for decryption. This leads to the following basic protocol
(see Fig. 1):

x

P(E(f))
f

key

P(E(f))

P(E  )

1

2

-1
3

distribution

software

4 f(x) Bob

E(f(x))

Alice

Fig. 1. A basic protocol for executing encrypted functions and keeping control
over who may obtain cleartext outputs.

Let E be a mechanism to encrypt a function f :

1) Alice encrypts f and creates a program P (E(f)).
2) Alice sends her software P (E(f)) to interested parties e.g., Bob.
3) Bob executes P (E(f)) at his input x and send the result y to Alice,
4) Alice decrypts y, obtains f(x) and sends this result back to Bob.

Based on such a protocol Alice can charge the users on a per-usage basis. This
is an important aspect of a software economy: instead of having to fix the price
tag for the software package itself, we rather charge for its usage. Together with a
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payment scheme for very small amounts this would foster the way towards highly
composed software architectures where the required subroutines are selected
via a software market. The decryption requests provide the natural hook for
enforcing the collection of charges and could be handled by worldwide replicated
trusted decryption and payment centers.

2.3 Fingerprinting Encrypted Functions and Their Results

In the previous model Alice would distribute a single version of her encrypted
function e.g., by putting it on her WEB page. Because a customer pays for
each usage of the module via the necessary decryption step she gladly grants
everybody the right to copy the encrypted program and is not interested in the
identity of the customers sending her requests. There may be cases, however,
where other business models are required. For example, the United Nations could
call for sanctions against a country because of its continuous violations of human
rights. Alice would then be forced to stop business with this country. In this case
Alice must keep track about who requests the decryption of an output of her
program.

A first approach is to avoid that copies of Alice’s program reach the convicted
country. Alice would fingerprint each program she hands out and would not sell
them to clients from the incriminated country. Unauthorized copies, if they can
be seized, could then be linked to the client who copied his program in a first
place and who would consequently face severe fines. A more powerful control
can be exerted by exploiting the necessary interaction between Bob and Alice.
A modified protocol could force Bob to digitally sign each decryption request
and thereby lead to an authentication of the requestor. To obtain additional
security a very elegant solution consists in fingerprinting the (encrypted) results
that Bob generates so that each decryption request automatically identifies the
program by which the result was obtained.

All the requirements described in this section (encrypted functions that can
be directly evaluated and which return fingerprintable encrypted results) can be
fulfilled by the encryption scheme we introduce below.

3 How to Hide Polynomials

In this section we sketch how additive homomorphic encryption schemes enable
to hide polynomial functions in programs. We furthermore show how such a
mechanism can be used in our basic software protection protocol and how it
enables the fingerprinting of the program’s results.

3.1 Homomorphic Encryption Schemes

Definition 1. Let R and S be rings. We call an (encryption) function E : R→
S additively homomorphic if there is an efficient algorithm Plus to compute
E(x + y) from E(x) and E(y) that does not reveal x and y.
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Using an additive and mixed multiplicative encryption function one can hide
polynomials over rings Z/MZ in a program as was pointed out by the authors
in [10]. We review this technique here briefly.

Proposition 1. Let E : Z/NZ→ R be an additively homomorphic encryption
scheme. Then we can hide polynomials p ∈ Z/NZ[X1, . . . , Xs] with the help of
E in a program Prog. The program outputs E(p(x)) for an input x.

Proof. It is easy to see that one can construct an algorithm Mixed-Mult that
computes E(xy) from E(x) and y without revealing x just by appropriate calls
to Plus .

Let now f be the polynomial
∑

ai1...isX
i1
1 . . .X is

s . Alice creates a program
Prog(X) that implements f in the following way:

– each coefficient ai1...is of f is replaced by E(ai1...is),
– the monomials of f are evaluated on the input x1, . . . , xs and stored in a list

L := [. . . , (xi1
1 . . . xis

s ), . . .],
– the list M := [. . . , E(ai1...isx

i1
1 . . . xis

s ), . . .] is produced by calling Mixed-
Mult for the elements of L and the coefficients E(ai1...is)

– the elements of M are added up by calling Plus.

The claim on the output of the program is now proved by an easy induction.

3.2 Hiding a Polynomial in a Program

Using the homomorphic encryption scheme we just described one can encrypt a
polynomial such that the resulting program effectively hides the function. For
this we rely on the Goldwasser–Micali scheme [6] that, when applied to a one
bit message, is an additive homomorphic encryption scheme E on Z/2Z. In the
Goldwasser–Micali public key crypto system, Alice’s secret key are two large
primes P and Q. Her public key is the modulus N = PQ and a quadratic
nonresidue t modulo N with Jacobi symbol 1. The plaintext 0 is encrypted
by a random quadratic residue modulo N , 1 is represented by non-residues.
Such non-residue values can be computed by multiplying t with an arbitrary
quadratic residue. The scheme is additive because the encrypted sum of two
values x and y is obtained by multiplying their encrypted values modulo N i.e.,
E(x + y) = E(x)E(y).

Lipton and Sander described in [7] a more general additive homomorphic en-
cryption scheme on rings Z/MZ for smooth integers M . For ease of presentation
we work in the following only with the Goldwasser–Micali scheme but want to
note that the subsequent constructions generalize to the scheme described in [7].
For previous work see [3].

Using the Goldwasser-Micali scheme (or its generalization), Alice can encrypt
a polynomial f inside a program Prog such that Bob can execute the program
on his input x and obtains the encrypted value of f(x).
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Which Information Does Prog Leak About f? We call a set U which con-
tains the monomials of f before encryption the skeleton of f . (We do not require
that all the monomials from the skeleton occur in f with non–zero coefficients.)
Then a skeleton of f can be easily reconstructed from the program Prog. Thus
the described protocol leaks the skeleton of f . By identifying the polynomial
f with its list of coefficients m one sees that the information leaked about the
coefficients of f equals the information leaked from the ciphertext of m under
E about m. Recall that an encryption scheme that does not leak any informa-
tion about the messages is called polynomial time indistinguishable (see [8] for
further details).

Theorem 1. Let E be an additively homomorphic encryption scheme. Then the
program constructed in proposition 1 hides polynomials f ∈ Z/NZ[X1, . . . , Xs].
Assume further that the used encryption scheme E is polynomial time indistin-
guishable. Then no information is leaked about f except its skeleton.

Proof. See [10,7] for a more detailed proof.

The Goldwasser–Micali scheme is polynomial time indistinguishable under
the assumed hardness of the Quadratic Residue Hypothesis [6]. Thus the above
constructed program Prog hides everything about the polynomial f ∈ Z/2Z[X1,
. . . , Xs] except it’s skeleton (the skeleton may even be increased before encryp-
tion for additional security). We note here that there are cases where the leakage
of the skeleton is not tolerable (see [10]).

3.3 A Näıve Protocol for Protecting Polynomials

Hiding a polynomial f in a program Prog according to the method described
above enables Alice to realize the basic protocol of section 2:

Bob runs Alice’s program Prog on his private input x1, . . . , xs and ob-
tains Prog(x1, . . . , xs) = E(f(x)). He sends the result back to Alice for
decryption. Alice decrypts the result by applying E−1, obtains f(x) and
sends the cleartext result to Bob.

Although the construction of the program Prog guarantees that no information is
leaked about the coefficients of the polynomial f , there is a coefficient attack on
this “näıve” protocol: An attack allows Bob to recover the cleartext coefficients
of f . Instead of sending outputs of Prog to Alice, he sends her the encrypted
coefficients that he finds in the program Prog. Bob may even scramble them
by multiplication with some random quadratic residue such that Alice can not
recognize these values as her coefficients. According to the protocol, Alice has
to decrypt them and thus would hand him out the main information she wants
to keep secret. This is a general problem that function hiding schemes have to
face if the encryption of some “data” about the function and the output of the
encrypted function are encrypted by the same encryption scheme.
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A Remedy We show now how Alice can defeat this coefficient attack in the
case of polynomials. We do this by making sure that Alice is able to detect
if an element send to her was in fact produced as an output of her encrypted
program. The key idea is that Alice hides additional polynomials besides the
function f that get simultaneously executed when Prog is run and that serve
as checksums for her. By careful construction we make sure that it is unfeasible
for a software pirate to construct numbers that pass Alice’s checksum test for
elements that are not outputs of her encrypted program. This holds in particular
for the coefficients of the encrypted program Prog and thus defeats the coefficient
attack.

We first describe a modification of the Goldwasser–Micali scheme that allows
to hide additional polynomials.

3.4 Hidden Checksums

To the end of piggybacking hidden (checksum) functions to an encrypted pro-
gram Prog, we first describe how to make an additive homomorphic encryption
scheme on (Z/2Z)k. For describing this public key crypto system we use the
names A for the entity that generates a public/private key pair and B for the
entity that wants to send a message to A.

Public/Private Key Generation:
A constructs her public/private key pair as follows:
(i) A picks k pairs of large primes (P1, Q1), . . . , (Pk, Qk) such that all the

chosen primes are distinct. She set’s Ni := PiQi and N := N1 . . . Nk.
(ii) She generates for each i a quadratic residue qi modulo Ni and quadratic

non-residue ri modulo Ni with Jacobi symbol 1.
(iii) A lifts for each i the tuples (q1, . . . , qi−1, ri, qi+1, . . . qk) via Chinese re-

maindering to an element Ti ∈ Z/NZ.
(iv) A’s private key is the list (P1, Q1), . . . , (Pk, Qk).
(v) A’s public key is the list (N, T1, . . . , Tk)

Encryption:
B encrypts a message m = (m1, . . . , mk) ∈ (Z/2Z)k as follows:
(i) B computes the product y :=

∏
{i|mi=1} Ti ∈ Z/NZ.

(ii) B picks at random an element l ∈ (Z/NZ)×, and computes z := yl2.
(iii) z is the encryption of m.

Decryption:
A computes the Legendre symbol of z in Z/PiZ and in Z/QiZ and obtains
so mi. By doing this for each i, 1 ≤ i ≤ k, A recovers the plaintext m.

Proposition 2. The described scheme is an additive homomorphic encryption
scheme on (Z/2Z)k. For this encryption function E we have E(a+b) = E(a)E(b).

Proof. We have the canonical isomorphism ϕ : Z/NZ → ⊕k
i=1Z/NiZ, x 7→

(x mod N1, . . . , x mod Nk). So an element x mod N is a square in Z/NZ if and
only if x mod Ni is a square in Z/NiZ for all i.
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By Ei : Z/2Z→ Z/NiZwe denote the classical Goldwasser–Micali encryption
of one bit. Abstractly one may identify the new encryption process of an element
a = (a1, . . . , ak) under E with the process of first encrypting ai via Ei by the
value Ei(ai) in Z/NiZ and then combining these values together via Chinese
remaindering. So we can write:

E(a)E(b) = ϕ−1(ϕ(E(a)E(b)))
= ϕ−1

(
(E1(a1), . . . , Ek(ak))(E1(b1), . . . , Ek(bk))

)
= ϕ−1

(
(E1(a1)E1(b1), . . . , Ek(ak)Ek(bk))

)
= ϕ−1

(
(E1(a1 + b1), . . . , Ek(ak + bk)

)
= E(a + b)

Piggybacking the Evaluation of Checksums In the above näıve protocol
we have seen how Alice may hide her polynomial f via E(f) but that this
protocol is subject to the coefficient attack. The modified Goldwasser–Micali
scheme introduced above allows Alice to hide additional polynomials that serve
as checksums. As a first step we show how additional polynomials g2, . . . , gk may
be hidden.

Let U be the skeleton of f ∈ Z/2Z[X1, . . . , Xn]. Let g2, . . . , gk be polynomials
in Z/2Z[X1, . . . , Xn] with the same skeleton U . Then Alice can build the system
of polynomial maps H : (Z/2Z)n→ (Z/2Z)k, x 7→ (

f(x), g2(x), . . . , gk(x)
)
. The

system H can be written in a canonical way as one polynomial with coefficients
in (Z/2Z)k. We denote this representation by H̃ . The following example explains
this:

Assume f is the polynomial f = X2 + 0X + 1 and g2 is the polynomial
g2 = 0X2 + 1X + 1. Thus k = 2. The system of the maps H = (f, g2) :
Z/2Z→ (Z/2Z)2, x 7→ (f(x), g2(x)) may now also be written as the
polynomial H̃ : Z/2Z → (Z/2Z)2, x 7→ (1, 0)X2 + (0, 1)X + (1, 1)1
whose coefficients are elements from (Z/2Z)2.

In general the coefficients of H̃ are found as follows. The polynomial H̃ has
the skeleton U . For a monomial T from U the corresponding coefficient in H̃
cT is the tuple (aT , b2,T , . . . , bk,T ), where aT is the coefficient belonging to the
monomial T in f and bi,T is the coefficient of T in gi. The coefficients of H̃ are
elements in (Z/2Z)k and can be encoded via the modified Goldwasser–Micali
scheme E. We denote the obtained encrypted polynomial by E(H̃). As the mod-
ified Goldwasser–Micali scheme is additive homomorphic, Alice can produce a
program Prog for the evaluation of E(H̃) in exactly the same way as described
in proposition 1. Thus, we obtain with the same proof:

Lemma 1. The so constructed program Prog evaluated at an input x = (x1, . . . ,
xn) yields the output E(H̃(x)). By decrypting E(H̃(x)) Alice obtains
H(x) = (f(x), g2(x), . . . , gk(x)).
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The construction of Prog uses only the homomorphic property of the modified
Goldwasser–Micali scheme. Bob does not automatically gain knowledge about
the non–residue elements T1, . . . , Tk.

As a first intermediate result we have thus succeeded in hiding additional
polynomials in the program Prog. In the following paragraphs we demonstrate
how this technique can be used to defeat the coefficient attack on the “näıve
protocol”.

A Modified Protocol for Protecting Polynomials We fix the protocol flaw
as follows. Alice demands that Bob sends besides the program output Z (which
might be a priori any ciphervalue, e.g., a coefficient) also his input x. After
decoding Z she obtains the tuple E−1(Z) = (y, y2, . . . , yk). She now evaluates
her checksum polynomials gi at Bob’s input x. The value Z passes the checksum
test if and only yi = gi(x) for all 2 ≤ i ≤ k. If Z passes the checksum test Alice
sends y back to Bob. If Z does not pass the checksum test she knows that Z has
not been obtained as an output of her program Prog at the input x. Thus she
refuses to send y back to Bob, or returns an arbitrary value.

Why does this fix the flaw? A software pirate Eve who wants to have a special
value Z (which might be a coefficient) to be decrypted by Alice has to produce
an input x such that E−1(Z) = (y, y2, . . . , yk) passes the checksum test i.e.,
yi = gi(x) for all i. For several reasons it is very hard for Eve to come up with
such a value x:

(i) Note first that such an x might not exist i.e., (y2, . . . , yk) lies not in the range
of the map (g2, . . . , gk). The range of the map (g2, . . . , gk) : (Z/2Z)l →
(Z/2Z)k−1 has cardinality at most 2l. However, the decoding of Z might
be any element in (Z/2Z)k−1 and thus from a space of cardinality 2k−1. By
increasing k Alice might thus increase the probability that a random element
does not lie in the range.

(ii) Even if (y2, . . . , yk) lies in the range of (g2, . . . , gk) Eve has no better choice
then sending pairs (Z, x) where x is randomly picked from the input space
(Z/2Z)n. Because of the probabilistic nature of the modified Goldwasser–
Micali scheme, Eve is not able to test whether the j’th component of the
decryption of Z and Prog(x) coincide (2 ≤ j ≤ k). So she can not test herself
if she has found an input value x that will be accepted by Alice. This requires
O(2n) queries for decryption and is thus also infeasible.

Efficiency Considerations and the Choice of the g0

i
s The checksums gi

should be easy to evaluate for Alice. In particular they should be much faster
to evaluate then the original polynomial f itself. Else Alice might just evaluate
f on x that is send to her by Bob right away. On the other hand the decodings
of the coefficients of H̃ (let us call them traces) should be sufficiently random
to ensure that Bob can not guess an acceptable x. The traces of the coefficients
of H̃ emerge directly from the coefficients of the gi. To obtain that these traces
are sufficiently random thus the g′is should have many non–zero coefficients and
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not be too sparse. Both requirements can be met with the following trick, which
we explain with an example:

The polynomial g = (x + 1)d ∈ Q[X ] can be easily evaluated with O(log(d))

multiplications. However, the dense representation of g =
∑d

i=0

(
d
k

)
xi has

d+1 non–zero coefficients. Mathematically speaking Alice works with the “easy
to evaluate” representation of g as a so called “Straight Line Program” but she
encodes via H̃ the dense representation of g. More about the theory of straight
line programs can be found in [4]. So, a good choice for Alice is to pick the g′is
as sufficiently random straight line programs whose skeletons do not extend the
size of U too much.

3.5 Fingerprinting Encrypted Functions

Encrypted functions offer an elegant new way to fingerprint a program: versions
for different users of the program can be encrypted with different encryption
functions.

In the treated case of polynomial functions, f can be encrypted with a dif-
ferent modulus for each user e.g., with N for Bob and Ñ for Carol. Denote the
encrypted programs by Prog resp. ˜Prog. This has the interesting side effect that
the encrypted outputs are fingerprinted too. Bob sends (Prog(x), N) to Alice
and Carol sends ( ˜Prog(x), Ñ ) (the modulus is required for correct decryption).
Thus Alice has complete knowledge about by which program copy the request
for decryption has been produced.

Certainly one has to make sure that the encryption of the same function
with different moduli does not introduce weaknesses for the encryption scheme.
For the basic Goldwasser–Micali scheme on which our construction relies we
do not see how the knowledge that elements a mod N and b mod Ñ are both
simultaneously either quadratic residues or quadratic non–residues (of Jacobi–
symbol 1) should facilitate cryptanalysis (except in some trivially avoidable cases
like gcd(N, Ñ) 6= 1).

4 Discussion

4.1 Learning Attack

A user can build a table of Input/Output values of the algorithm, no matter
how well and by which means the algorithm is hidden.

Thus an algorithm which can be easily learned from this table, i.e. recon-
structed, is hard to protect. Then the size of this table necessary for reconstruc-
tion becomes an important parameter of how well an algorithm may be protected
by any means.

In the case of polynomials studied in this paper, the hidden polynomial f
may be reconstructed from O(]U) input/output pairs by obvious interpolation
techniques. Moreover, more sophisticated sparse interpolation techniques apply
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in cases where the degree of the polynomial f is low [12]. However, we view this
attack as much less serious than the “coefficient attack” that – if successful –
would immediately render explicit information about interesting coefficients of
f whereas for interpolation attacks a huge number of input/output pairs must
be gained before substantial statements can be made about the underlying poly-
nomial f .

Positively speaking, an estimation of the necessary size of such a table for
reconstruction gives Alice an absolute upper bound how well her algorithm can
be protected at all. She might use this estimate as an additional parameter to
fix her pricing policy for the decryption service she provides. If the polynomial
f she hides has, e.g., 108 non–zero coefficients and if she charges 10 Cents for
each decryption Alice would still be a multi–millionaire before the coefficients of
f could be completely recovered.

4.2 Hiding General Programs

We have presented a protocol that allows to hide polynomials over rings Z/2Z.
Using the additive homomorphic encryption scheme described in [7] this ideas
generalize to hide polynomials over rings Z/MZ for smooth integers M . How-
ever, considering only polynomial functions may be a restriction. This restriction
is motivated by our requirement for rigorous security proofs. It will be interest-
ing to extend these results to algebraic circuits and finally to Boolean circuits.
We regard our results as a first important step in this direction. If one suc-
ceeds to hide Boolean circuits, major problems of software protection would –
at least theoretically – be solved for general programs because every Turing ma-
chine program can (for a fixed input size) be efficiently simulated by Boolean
circuits [11].

The first major obstacle for such a general solution is that we do not know
of an encryption function E on Z/2Z such that both E(x + y) and E(xy) can
be easily computed from E(x) and E(y). Such an encryption function seems to
be necessary to hide Boolean circuits in a program. However, we believe that
such an encryption function will be found in the near future as this an area of
ongoing research. Even if such an encryption function is finally found one has
to deal with the “coefficient attack” in the context of Boolean circuits. We hope
that similar ideas to those we described for polynomials will help to defeat the
coefficient attack also in the Boolean context.

4.3 Some Related Work

Previous work dealt mainly with the (related) problem of processing encrypted
data. The general importance of homomorphic encryption functions for these
type of problems was pointed out by Rivest, Adleman and Dertouzos (cf. [9]).
An important step was done by Abadi and Feigenbaum [1] who described a
protocol how to securely evaluate a Boolean circuit in encrypted data. Their
protocol however requires a high amount of communication rounds between Al-
ice and Bob. Adaptions of this techniques to evaluate encrypted circuits would
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intrinsically put a high communication burden on Alice and can thus not be
considered to be satisfactory for our purposes.

Provable software protection via special software-hardware packaging was
proposed by Goldreich and Ostrovsky [5]. The authors of this paper studied
in [10] the problem how to cryptographically make mobile code tamper–resistant
without recurring to hardware. This is achieved by the same hiding techniques
we use in this paper. However, in the mobile code context the additionally diffi-
culty of the “coefficient attack” does not occur. Aucsmith [2] describes a different
software–only approach based on code analysis frustration techniques like obfus-
cation, code rearrangement and gradual code decryption.

5 Summary

Encrypted functions that can be executed without prior decryption give way to
surprising solutions for seemingly unsolvable problems of software protection.
Alice can safely give the program that implements her encrypted function to
Bob without fearing that the function is divulged. In this paper we have shown
how this scheme works for polynomials over Z/2Z.

Our approach for computing with encrypted functions has the desirable prop-
erty that Bob can produce encrypted results only. He needs Alice’s cooperation
for recovering the computed value. This enables a cryptographically secured
scheme where clients can be charged on a per-usage basis. Requiring Alice to
decrypt arbitrary values means that the function hiding protocol has to be se-
cured against adaptive chosen ciphertext attacks. To defeat this protocol attack
we construct a suitable public key encryption scheme based on the Goldwasser-
Micali scheme. This scheme allows us to merge additional checksum polynomials
into the program that implements the encrypted function. The checksums are
hidden functions that are executed at the same time as the encrypted function
is evaluated. Using these checksums, Alice can decide whether it is permissible
to decrypt the presented ciphertext.

A given polynomial can be encrypted in different ways, leading to an elegant
way of unremovably fingerprinting the resulting programs. Our scheme has the
additional property that also the program outputs are fingerprinted.

References

1. M. Abadi and J. Feigenbaum. Secure circuit evaluation. Journal of Cryptology,
2(1):1–12, 1990.

2. David Aucsmith. Tamper resistant software: An implementation. In Ross Ander-
son, editor, Information Hiding – Proceedings of the First International Workshop,
May/June 1996, number 1174 in LNCS, pages 317–333, 1996.

3. J. Benaloh. Dense probabilistic encryption. In Proceedings of the Workshop on
Selected Areas of Cryptography, pages 120–128, 1994.

4. P. Bürgisser, M. Clausen, and M. A. Shokrollahi. Algebraic Complexity Theory.
Number 315 in Grundlehren der mathematischen Wissenschaften. Springer, 1997.



On Software Protection via Function Hiding 123

5. O. Goldreich and R. Ostrovsky. Software protection and simulation on oblivious
RAMs. revised October 1995, ftp://theory.lcs.mit.edu/pub/people/oded/soft.ps.

6. S. Goldwasser and S. Micali. Probabilistic encryption. Journal of Computer and
System Sciences, 28(2):270–299, April 1984.

7. Richard Lipton and Tomas Sander. An additively homomorphic encryption scheme
or how to introduce a partial trapdoor in the discrete log. In preparation.

8. S. Micali, C. Rackoff, and B. Sloan. The notion of security for probabilistic cryp-
tosystems. SIAM Journal on Computing, 17(2):412–426, 1988.

9. Ronald L. Rivest, Len Adleman, and Michael L. Dertouzos. On data banks and
privacy homomorphisms. In R. A. DeMillo, D. P. Dobkin, A. K. Jones, and R. J.
Lipton, editors, Foundations of Secure Computation, pages 169–179. Academic
Press, 1978.

10. T. Sander and Chr. Tschudin. Towards mobile cryptography. In IEEE Symposium
on Security & Privacy’98, Oakland, California, May 1998.

11. Ingo Wegener. The Complexity of Boolean Functions. Eiley-Teubner, 1987.
12. R. E. Zippel. Interpolating polynomials from their values. Journal of Symbolic

Computation, 9:375–403, March 1990.



Soft Tempest: Hidden Data Transmission Using

Electromagnetic Emanations

Markus G. Kuhn? and Ross J. Anderson

University of Cambridge, Computer Laboratory, New Museums Site,
Pembroke Street, Cambridge CB2 3QG, United Kingdom

{mgk25,rja14}@cl.cam.ac.uk

Abstract. It is well known that eavesdroppers can reconstruct video
screen content from radio frequency emanations. We discuss techniques
that enable the software on a computer to control the electromagnetic
radiation it transmits. This can be used for both attack and defence.
To attack a system, malicious code can encode stolen information in
the machine’s RF emissions and optimise them for some combination
of reception range, receiver cost and covertness. To defend a system, a
trusted screen driver can display sensitive information using fonts which
minimise the energy of these emissions. There is also an interesting po-
tential application to software copyright protection.

1 Introduction

It has been known to military organizations since at least the early 1960s that
computers generate electromagnetic radiation which not only interferes with ra-
dio reception, but also leaks information about the data being processed. Known
as compromising emanations or Tempest radiation, a code word for a U.S. gov-
ernment programme aimed at attacking the problem, the electromagnetic broad-
cast of data has been a significant concern in sensitive computer applications.

In his book ‘Spycatcher’ [1], former MI5 scientist Peter Wright recounts the
origin of Tempest attacks on cipher machines. In 1960, Britain was negotiating
to join the European Economic Community, and the Prime Minister was worried
that French president De Gaulle would block Britain’s entry. He therefore asked
the intelligence community to determine the French negotiating position. They
tried to break the French diplomatic cipher and failed. However, Wright and his
assistant Tony Sale noticed that the enciphered traffic carried a faint secondary
signal, and constructed equipment to recover it. It turned out to be the plaintext,
which somehow leaked through the cipher machine.

Sensitive government systems today employ expensive metallic shielding of
individual devices, rooms and sometimes entire buildings [2]. Even inside shield-
ed environments, the ‘red/black’ separation principle has to be followed: ‘Red’
equipment carrying confidential data (such as computer terminals) has to be iso-
lated by filters and shields from ‘black’ equipment (such as radio modems) that
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handles or transmits unclassified data. Equipment with both ‘red’ and ‘black’
connections, such as cipher machines and multilevel secure workstations, requires
particularly thorough testing. The U.S. standard NACSIM 5100A that specifies
the test requirements for Tempest protected equipment, and its NATO equiva-
lent AMSG 720B, are classified documents [3,4,5]. In Germany, even the names
of the government standards on compromising radiation are kept secret.

So we lack full information about the measurement technology required for
Tempest tests, but descriptions in published patents [6,7] suggest that the tools
employed are orders of magnitude more sensitive than the spectrum analysers
used in standard electromagnetic compatibility (EMC) and radio frequency in-
terference (RFI) testing. Some tests involve long-term cross-correlation mea-
surements between signals measured directly inside the target system and the
noisy and distorted signals received from external sources including not just an-
tennas but also power and ground lines, peripherals and network cables. Even
microphones can be suitable sensors, especially to test noisy equipment like line
printers. By averaging correlation values over millions of samples, even very weak
traces of the processed information can be identified in electric, electromagnetic
and acoustic emanations.

When conducting attacks, similar periodic averaging and cross-correlation
techniques can be used if the signal is periodic or if its structure is understood.
Video display units output their frame buffer content periodically to a mon-
itor and are therefore a target, especially where the video signal is amplified
to several hundred volts. Knowledge of the fonts used with video displays and
printers allows maximum likelihood character recognition techniques to give a
better signal/noise ratio for whole characters than is possible for individual pix-
els. Malicious software implanted by an attacker can also generate periodic or
pseudorandom signals that are easy to detect.

Similar techniques can be applied when snooping on CPUs that execute
known algorithms. Even if signals caused by single instructions are lost in the
noise, correlation techniques can be used to spot the execution of a known pat-
tern of instructions. Bovenlander reports identifying when a smartcard performs
a DES encryption by monitoring its power consumption for a pattern repeated
sixteen times [8]. Several attacks become possible if one can detect in the power
consumption that the smartcard processor is about to write into EEPROM. For
example, one can try a PIN, deduce that it was incorrect from the power con-
sumption, and issue a reset before the non-volatile PIN retry counter is updated.
In this way, the PIN retry limit may be defeated.

Electromagnetic radiation as a computer security risk was mentioned in the
open literature as early as 1967 [9]. One of the first more detailed public descrip-
tions of the Tempest threat appears to have been a 1983 report in Swedish [10],
but the problem was brought to general attention by a 1985 paper [11] in which
van Eck demonstrated that the screen content of a video display unit could be re-
constructed at a distance using low-cost home built equipment—a TV set whose
sync pulse generators were replaced by manually controlled oscillators. His re-
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sults were later confirmed by Möller, Bernstein and Kolberg, who also discuss
various shielding techniques [12].

Smulders later showed that even shielded RS-232 cables can often be eaves-
dropped at a distance [13]. Connection cables form resonant circuits consisting of
the induction of the cable and the capacitance between the device and ground;
these are excited by the high-frequency components in the edges of the data
signal, and the resulting short HF oscillations emit electromagnetic waves.

It has also been suggested that an eavesdropper standing near an automatic
teller machine equipped with fairly simple radio equipment could pick up both
magnetic stripe and PIN data, because card readers and keypads are typically
connected to the CPU using serial links. A related risk is cross-talk between
cables that run in parallel. For instance, the reconstruction of network data
from telephone lines has been demonstrated where the phone cable ran parallel
to the network cable for only two metres [14]. Amateur radio operators in the
neighbourhood of a 10BASE-T network are well aware of the radio interference
that twisted-pair Ethernet traffic causes in the short-wave bands. Laptop owners
frequently hear radio interference on nearby FM radio receivers, especially during
operations such as window scrolling that cause bursts of system bus activity. A
virus could use this effect to broadcast data.

Compromising emanations are not only caused directly by signal lines act-
ing as parasitic antennas. Power and ground connections can also leak high-
frequency information. Data line drivers can cause low-frequency variations in
the power supply voltage, which in turn cause frequency shifts in the clock;
the data signal is thus frequency modulated in the emitted RFI. Yet another
risk comes from ‘active’ attacks [15], in which parasitic modulators and data-
dependent resonators affect externally applied electromagnetic radiation: an at-
tacker who knows the resonant frequency of (say) a PC’s keyboard cable can
irradiate it with this frequency and then detect keypress codes in the retrans-
mitted signal thanks to the impedance changes they cause. In general, transistors
are non-linear and may modulate any signals that are picked up and retrans-
mitted by a line to which they are connected. This effect is well known in the
counterintelligence community, where ‘nonlinear junction detectors’ are used to
locate radio microphones and other unauthorised equipment.

Yet some protection standards apparently do not specify resistance against
active attacks, but only specify testing for signals that originate inside a device,
and within a predefined frequency band (typically up to the low gigahertz). A
reader of an early version of this paper reported that he was able to get data
signals out of U.S. Tempest certified equipment by directing a 10 GHz microwave
beam at it. Such vulnerabilities may explain the old Soviet practice of flooding
U.S. and allied diplomatic premises in the USSR with microwave radiation.

Considering the excitement that van Eck’s findings created [9,16,17,18], and
the enormous investment in shielding by the diplomatic and defence community,
it is surprising that practically no further research on Tempest attack and defence
has appeared in the open literature. However, an RF lab is expensive, while
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purely theoretical contributions are difficult due to the lack of published data
about the information-carrying emanations of modern hardware.

Commercial use of Tempest technology is also marginal. Attempts have been
made by the UK and German governments to interest commercial firms in Tem-
pest, in order to help maintain capabilities developed during the Cold War. This
has been without success: Tempest shielded PCs and peripherals are many times
more expensive than standard models, and sales are typically export controlled.
So it is no surprise that shielded facilities and equipment are practically never
used outside the diplomatic and defence communities.

In this paper, we describe a number of simple experiments that we have per-
formed with a Tempest receiver and a cheap AM radio. This project started
out of the curiosity of the authors and was not funded. We had no access to
the expensive equipment that one would expect to find in a signals intelligence
agency; even our elderly Tempest receiver is not much more sophisticated than
a modified TV set. Our experiments thus show what kinds of attacks are prac-
tical in 1998 for a creative amateur eavesdropper. We have also developed some
extremely low-cost protective measures.

2 Shortwave Audio Transmissions

If we want to write a computer virus to infiltrate a bank or certification authority,
obtain key material and broadcast it to us over an improvised radio channel,
then an important design criterion is the cost of the receiver. While intelligence
services may already possess phased array antennas and software radios [19],
such equipment is not yet generally available. The graduate student’s Tempest
spying kit is more likely to be just a radio receiver connected to an audio cassette
recorder, costing in total about US$100.

In order to get a computer VDU to produce audible tones on our radio, we
designed a screen image that causes the VDU beam current to approximate a
broadcast AM radio signal. If this latter has a carrier frequency fc and an audio
tone with a frequency ft, then it can be represented as

s(t) = A · cos(2πfct) · [1 + m · cos(2πftt)]

= A ·
{

cos(2πfct) +
m

2
· cos[2π(fc − ft)t] +

m

2
· cos[2π(fc + ft)t]

}
.

The timing of a digital video display system is first of all characterised by
the pixel clock frequency fp, which is the reciprocal of the time in which the
electron beam in the CRT travels from the centre of one pixel to the centre of
its right neighbour. The pixel clock is an integer multiple of both the horizontal
and vertical deflection frequencies, that is the rate fh = fp/xt with which lines
are drawn and the rate fv = fh/yt with which complete frames are built on the
screen. Here, xt and yt are the total width and height of the pixel field that we
would get if the electron beam needed no time to jump back to the start of the
line or frame. However the displayed image on the screen is only xd pixels wide



128 Markus G. Kuhn and Ross J. Anderson

and yd pixels high as the time allocated to the remaining xtyt − xdyd virtual
pixels is used to bring the electron beam back to the other side of the screen.

Attack software can read these parameters directly from the video controller
chip, or find them in configuration files. For instance, on the authors’ Linux
workstation, a line of the form

ModeLine "1152x900" 95 1152 1152 1192 1472 900 900 931 939

in the X Window System server configuration file /usr/lib/X11/XF86Config
indicates that the parameters fp = 95 MHz, xd = 1152, yd = 900, xt = 1472
and yt = 939 are used on this system, which leads to deflection frequencies of
fh = 64.5 kHz and fv = 68.7 Hz.

If we define t = 0 to be the time when the beam is in the centre of the upper
left corner pixel (x = 0, y = 0), then the electron beam will be in the centre of
the pixel (x,y) at time

t =
x

fp
+

y

fh
+

n

fv
,

for all 0 ≤ x < xd, 0 ≤ y < yd and n ∈ IN. Using the above formula with
the frame counter n = 0, we can now calculate a time t for every pixel (x,y)
and set this pixel to an 8-bit greyscale value of b 2552 + s(t)+Rc with amplitudes
A = 255

4 and m = 1, where 0 ≤ R < 1 is a uniformly distributed random number
that spreads the quantization noise (dithering). See Fig. 1 for screen contents
generated this way to broadcast an AM tone.

Fig. 1. Example screen contents that cause the authors’ computer monitor to
broadcast an ft = 300 Hz (left) and 1200 Hz tone (right) on an fc = 2.0 MHz
carrier in amplitude modulation.

It is not necessary to fill the entire screen with the pattern, but the energy
of the transmitted signal is proportional to the number of pixels that display
it. Ideally, both fc and ft should be integer multiples of fv to avoid phase
discontinuities from one line or frame to the next.
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We had no problems hearing a test melody broadcast by our PC, using a
cheap handheld radio. This worked everywhere in our lab and in nearby rooms,
while reception over longer distances was good so long as the receiver antenna
was held close to power supply lines. As one might expect from the wavelengths
involved, the power lines appear to propagate more RF energy than the para-
sitic antennas in the PC do. In addition, our handheld radio had only a simple
untuned dipole antenna, so with a better antenna we would expect to get rea-
sonable reception at several hundred metres.

The shortwave (HF) radio bands in the 3–30 MHz range seem to be the
best for this attack. They are the highest bands that normal radios can pick up
and that are well below the pixel frequency fp. Although computer monitors
and video cables are too small to be efficient antennas for these frequencies, the
lower frequency bands would be even worse, while the VHF frequencies at which
electronic components radiate well are too close to current pixel frequencies for
software to modulate efficiently, especially using FM. (Of course, as time passes,
rising pixel frequencies might bring VHF FM radio within reach.)

The reception range depends largely on how noisy the radio spectrum is near
the selected carrier frequency fc, so this frequency should be selected to avoid
nearby broadcast stations. Reception thus depends on the time of day, as the
shortwave bands are crowded at night.

In a typical low-cost attack, the eavesdropper would place a radio and cassette
recorder near the target and implant the attack software using standard virus or
Trojan techniques. Since the broadcast patterns will be visible, the attack should
take place after business hours while avoiding times when the chosen frequency
is swamped by ionospheric propagation of interfering stations. Many PCs are
not turned off at night, a habit encouraged by the power management features
of modern systems. If monitors are also left powered up, then the attack software
might monitor network traffic to detect the presence of people in the department.
Where monitors are turned off but PCs are not, a serviceable signal can usually
be picked up: as well as the power line, the VDU cable can be a quite adequate
antenna. In these cases, the attack software can broadcast unobtrusively in the
evening and early morning hours.

The attack software can use frequency shift keying, with 0 and 1 represented
by tone patterns like those shown in Fig. 1. These would be loaded into two video
buffers which would be switched at the frame rate fv. Fast switches between
screen patterns and real-time amplitude modulation can also be accomplished
using the colour lookup table. The bit pattern would be encoded first to provide
forward error correction before its bits are used to select the sequence of tones
transmitted.

Our eavesdropper can then take the cassette with the recorded broadcast to
her PC and digitise the signal with her sound card. The remaining steps involve
symbol detection, synchronization and decoding as they are described in any
digital communications textbook [20]. Typical bit rates that can be obtained
are of the order of 50 bit/s, so our attack software has to choose the data it



130 Markus G. Kuhn and Ross J. Anderson

transmits. Obvious targets include password files, key material and documents
selected by text searching of the hard disk.

A side note for designers of unusual radio transmitters: a PC graphics adapter
can be transformed into a digital short-wave transmitter by connecting a suitable
antenna to the video output. With no monitor connected, we can set xd =
xt and yd = yt to suppress the sync pulses and blanking intervals and get a
clean spectral shape. With carefully optimized software, modern processors can
fill video memory faster than the graphics hardware reads it out, opening the
possibility of real-time voice and data transmission either using a standard laptop
or with at most a very simple RF output stage.

3 The Video Display Eavesdropping Receiver

We performed further experiments using an ESL model 400 Tempest monitor-
ing receiver (Fig. 2) from DataSafe Ltd. of Cheltenham, UK. This device is not
intended for signals intelligence missions; it was designed in the late 1980’s as a
test and demonstration tool to work with the video display technology of that
period [21]. It is basically a small black-and-white TV set with some modifica-
tions, of which the most important is that the sync signal recovery circuits have
been replaced by two manually adjustable oscillators. The horizontal deflection
frequency or line rate can be selected in the range 10–20 kHz with almost mil-
lihertz resolution, while the vertical deflection frequency or frame rate can be
chosen in the range 40.0–99.9 Hz with 0.1 Hz resolution.

Like a normal TV set, this receiver performs an upper sideband linear demod-
ulation with 8 MHz bandwidth and displays inverted video (a higher baseband
voltage is shown darker on the 13 cm screen). Unlike a normal TV set, it can be
freely tuned in four bands in the range 20–860 MHz and has a sensitivity ranging
from 60 µV at 20 MHz to 5 µV at 860 MHz. A more expensive version of this
receiver featured a larger screen, line frequencies up to 35 kHz, a demodulator
that could be switched between linear AM, logarithmic AM and FM, a receiver
bandwidth adjustable from 1.5–8 MHz, a notch filter and a manual override of
the automatic gain control.

With a folded 4 m dipole antenna, we got the best image quality in the
100–200 MHz range. This antenna is by no means optimal; experiments with a
borrowed spiral log conical antenna with a nominal 200–2000 MHz range gave
much better reception results even at frequencies of 140–200 MHz. This more
expensive antenna appears better suited to the elliptically polarised emanations
from a typical video monitor.

The monitor used in our experiments is a common 43 cm Super-VGA PC
monitor (model MT-9017E produced by iiyama, 160 MHz video bandwidth) that
fulfills the MPR II low-radiation requirements. The video mode is the same as
that used in the audio broadcast experiment described in section 2.

The MPR and TCO low-radiation requirements specify only measurements in
the bands up to 400 kHz. The fields emitted in these bands are mostly created by
the deflection coils and do not carry much information about the screen content.
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Fig. 2. DataSafe/ESL Model 400 Tempest Emission Monitor used in our exper-
iments.

The emissions related to the screen content are mostly found far above 30 MHz
in the VHF and UHF band (unless we use pathological screen contents as in the
audio broadcasting experiment described above). These standards, which were
introduced because of health concerns, do not require shielding in the VHF and
UHF bands and are thus largely irrelevant from a Tempest point of view. Monitor
buyers should not assume that so-called low-radiation monitors, or even LCD
screens, provide any Tempest protection; we found that some modern TFT-LCD
laptop displays give clearer reception than many cathode ray tubes.

With a 64 kHz line frequency and 95 MHz pixel clock, our PC video mode
was well outside the range of displays for which the ESL 400 had been designed.
We had to set the horizontal synch generator to around 16.1 kHz, a quarter
of the PC’s actual frequency. This causes the screen content to be displayed in
four columns on the receiver monitor; as successive pixel lines are now split up
modulo four, normal text characters although visible are unreadable.

A Tempest monitor sufficient to repeat the following experiments can be
built by interconnecting common household components: a PC multi-sync mon-
itor provides the display, a PC graphics adapter card provides the sync pulses,
and a VCR tuner connected to a VHF TV antenna and amplifier performs the
demodulation.

4 Hiding Information in Dither Patterns

We observed that our Tempest receiver mostly displays the high-frequency part
of the video signal. The strongest useful spectral components are at frequencies
close to the pixel frequency and its harmonics. However, monitor technology has
changed critically over the past decade. The early 1980’s terminals studied by
van Eck in [11] switched the electron beam on and off for every single pixel. This
improved image quality on the low video bandwidth CRTs of the time, as it
made all the pixels in a line appear identical. Without this pixel pulsing, pixels
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in the middle of a horizontal line would appear brighter than those at the edge
because of the slow voltage rise and fall times supported by early electronics.
Thus short horizontal lines would have appeared as ovals.

Modern video display units have a much higher video bandwidth and so do
not need pixel pulsing. As a result, all the eavesdropper can receive of a horizontal
line on a modern monitor screen are two short impulses, emitted when the beam
is switched on at the left end and switched off again at the right end. Indeed, the
Tempest signal is roughly the derivative of the video signal. This is not usually a
problem with text, because characters (in most languages) are identifiable from
their vertical components; but it hinders eavesdropping of screen contents such
as photographic images that cannot be reconstructed easily from their sharp
vertical edges.

The human eye is less sensitive to high than to low spatial frequencies. Dither-
ing or halftoning is a technique that uses this to increase the number of colour
shades available on displays with a small colour lookup table [22]. On modern
high-resolution monitors, users cannot easily distinguish between a medium grey
and a chequered halftoning pattern of black and white pixels, especially as the
distance between pixels is often smaller than the diameter of the electron beam
focus. For the eavesdropper, on the other hand, the high-frequency black/white
dither pattern creates the strongest possible signal while a constant colour results
in the weakest.

We can use this difference in the spectral sensitivity of the user and the
eavesdropper to present different information to them. Figure 3 shows on the
left a test signal on the authors’ workstation monitor, and on the right the
image seen on our Tempest receiver.

Fig. 3. Test image as displayed on computer monitor (left) and the captured
signal shown on the eavesdropping receiver. Our receiver supports only vertical
deflection frequencies of 10–20 kHz, so we had to set it to 16.1 kHz, a quarter
of the actual line frequency, and three copies of the image appear next to each
other. (The fourth is lost during beam flyback.)
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This test image contains on the left side one square and several triangular
markers drawn with a dither pattern of vertical black and white lines. These
markers help to locate other image features and even with our simple dipole
antenna are very clearly visible on the receiver monitor, even in other rooms
over 20 metres away. On the right side of every marker is a colour bar that looks
uniform on the computer monitor but fades out on the left side of the Tempest
image. The bars next to the seven triangles below the square were drawn in
uniform colours (dark red, green, blue, yellow, magenta, cyan and grey) on the
left end, fading smoothly to dither patterns (red/black, green/black, blue/black,
yellow/black, magenta/black, cyan/black, white/black) at the right. The next
three bars below are again yellow, magenta, cyan on the left side, but this time
the dither pattern shows a phase shift between the primary colours so that the
dither pattern on the right end is red/green, red/blue and blue/green. Between
the left and right end of the bars, the amplitude of the dither pattern increases
linearly. This test image enables us to see at a glance which of the three electron
guns produces a usable Tempest signal and at which edge height.

One observation is that the signals generated with identical video input volt-
ages for the three primary colours red, green and blue show different Tempest
amplitudes. One reason is that the white calibration of the monitor transfers
equal input voltages into different control voltages and beam currents. Another
seems to be that the emissions for the three primary colours create different
polarisations of the emitted waves; varying the antenna position changes the
relative luminosity of the received test bars. Even the phase shift of one primary
colour in the dither patterns of the second set of yellow, magenta and cyan can be
distinguished in some antenna positions. By evaluating polarisation modes with
several antennas, it might even be possible for an eavesdropper to reconstruct
some colours.

A fascinating application of the eavesdropper’s sensitivity to dither ampli-
tudes is given in the colour bar right of the eleventh triangle marker below the
square. While the computer monitor clearly displays “Oxford” here in large let-
ters, the eavesdropper sees instead the message “Cambridge”. Figure 4 shows
the magnified pixel field around the letters “Ox” that radiate as “Ca”. While
“Oxford” is drawn in magenta instead of grey by deactivating only the green
component, “Cambridge” is embedded in the image by increasing the amplitude
of the dithering.

As Fig. 5 shows, this can be generalized. We can embed not only text but
arbitrary greyscale images inside other cover images. Embedded images give an
impression of the large bandwidth that is available to the attacker by dither
modulation. Let Cx,y,c be the value of a cover image at pixel coordinates (x, y)
for primary colour c ∈ {red, green, blue} and let Ex,y be the pixel value of the
image that shall be embedded covertly for reception by the eavesdropper. Then
the colour component values that we have to display on the screen are

Sx,y,c =
(
C γ̃

x,y,c + min{α(1− Ex,y), C γ̃
x,y,c, 1− C γ̃

x,y,c} · dx,y

)1/γ̃
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Fig. 4. A magnification of the section that reads “Ox” on the computer monitor
but “Ca” on the eavesdroppers screen (see Fig. 3) shows how the broadcast
message was hidden. The text made visible to the eavesdropper is present as
gamma-corrected amplitude modulation in the background pattern, while the
foreground message is just a low-frequency signal.

where dx,y = 2[(x + y) mod 2]− 1 ∈ {−1, 1} is the dither function, 0 < α ≤ 0.5
is a parameter that determines the maximum amplitude of the added dithering
and γ̃ is as described below. Here, all pixel values are normalised values in the
range 0 (black) to 1 (maximum luminosity), so with 8-bit displays the value
written into the frame buffer is b255 · Sx,y,c + Rc.

The colour component value chosen by the display software is usually mapped
linearly to the video voltage supplied to the monitor. But the relation between
the video voltage V and the luminosity L of the screen is non-linear and can be
approximated as L = const·V γ for CRTs, where γ is usually in the range 1.5–3.0
and depends on the hardware design of the monitor. Software that compensates
this non-linearity performs what is known as gamma correction [22,23]. The
overall luminosity of a two-colour dither pattern depends on the arithmetic mean
of the luminosities L rather than the voltages V . To remain inconspicuous for
the viewer, amplitude variations in the dither pattern must be performed such
that the average luminosity is preserved.

We observed that the arithmetic average of the gamma-corrected luminosi-
ties only predicts the luminosity accurately for a dither pattern consisting of
horizontal lines. For dither patterns with vertical lines or chequered patterns,
the restricted bandwidth of the beam current introduces many intermediate
values. An accurate luminosity estimation for such dither patterns with high
horizontal frequency components—the ones of interest for hiding information
in emissions—would involve integration of the distorted gamma-corrected video
signal [24]. We performed tests in which we determined the video voltage V̄ that
gives rise to a colour of the same brightness as a dither mix of the voltages V1

and V2. For a dither pattern of horizontal lines, the formula V̄ = (1
2V γ

1 + 1
2V γ

2 )1/γ

produced excellent predictions with γ = 2.0, the exponent for our CRT. For a
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Fig. 5. The left photo shows what the user sees on her computer monitor. At
the same time, the eavesdropping receiver shows in the right photo two greyscale
images that we embedded. Bright and dark parts of the cover image reduce the
amplitude that the embedding can utilize inconspicuously, so these areas become
visible as bright shadows on the eavesdropping receiver (α = 0.4).

chequered dither pattern, which looks much smoother, the same formula still
worked, but the exponent changed to γ̃ = 1.28. This is the value that we have
to use to determine Sx,y,c. The gamma-correction parameters that computers
can download from modern monitors are thus not sufficient to gamma-correct a
high-amplitude chequered dither pattern.

The embedded image should be smoothed in order not to arouse the very
sensitive edge detectors implemented in the human retina. Where the transmit-
ted image must be very difficult to see, the correction parameter γ̃ should be
manually calibrated for a specific monitor. The calibration depends not only on
the type of monitor, but also on its brightness, contrast and colour temperature
settings, which the user might modify. So a careful attacker will not attempt to
hide readable text or barcodes in uniformly coloured areas, but in structurally
rich content like photos or the animations shown by screen savers.

The implication for systems with mandatory access control is that any soft-
ware with pixel-level access to an unshielded display must either be part of the
trusted computing base or be prevented from accessing protected data.

5 Broadband Transmissions

Our dither amplitude modulation of large readable letters was designed to allow
easy low-cost reception of hidden broadcast information with a modified TV set.
A professional eavesdropper is more likely to select a method that affects only
a small part of the screen layout and that is optimized for maximum range and
robust reception with sophisticated equipment. In this section, we outline what
such a system might look like.

Reception of monitor emanations with modified TV sets requires either exact
knowledge of the horizontal and vertical deflection frequencies or a strong enough
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signal to adjust the sync pulse generators manually. With larger distances and
low signal levels, the emitted information can only be separated from the noise
by averaging the periodic signal over a period of time, and manual adjustment
of the synch is difficult.

In a professional attack, one might use spread-spectrum techniques to in-
crease the jamming margin and thus the available range. The attack software
would dither one or more colours in several lines of the screen layout using
a pseudorandom bit sequence. A cross-correlator in the receiver gets one input
from an antenna and sees at its other input the same pseudorandom bit sequence
presented with the guessed pixel clock rate of the monitor. It will generate an
output peak that provides the phase difference between the receiver and the
target. A phase-locked loop can then control the oscillator in the receiver such
that stable long-term averaging of the screen content is possible. Information
can be transmitted by inverting the sequence depending on whether a 0 or 1 bit
is to be broadcast. Readers familiar with direct sequence spread-spectrum mod-
ulation [20] will find the idea familiar, and many spread-spectrum engineering
techniques are applicable.

The advantages of using spread-spectrum techniques are that higher data
rates and reception ranges can be achieved, and that only the pixel clock fre-
quency and (perhaps) the carrier frequency have to be selected. This enables
fast lock-on and fully automatic operation.

A practical benefit is that it may only be necessary to use a small number
of lines—perhaps in the toolbar, or even off the visible edge of the screen. If a
spreading sequence coded as a series of black and white pixels is too different
from the normal grey toolbar expected by the user, then phase modulation can
be used instead. The amplitude of the dither pattern can be reduced smoothly
for a few pixels at phase jumps to avoid visible bright or dark spots.

An interesting commercial application of this could be in software license
enforcement. Most software licenses allow the use of a product on only one com-
puter at a time, but this condition is frequently violated. Commercial software
vendors tackle piracy by forming trade associations which prosecute offenders,
but the main enforcement problem is not so much identifying offending compa-
nies as getting the initial search warrant. This motivates the design of a system
that will detect piracy from outside an offender’s premises.

Our suggestion is that software packages include in their screen layout a
few lines with a signal that encodes the license serial number plus a random
value [27]. Just as “TV detector vans” circulate in countries with mandatory
television license fees to discover unlicensed TV sets from their stray RF emis-
sions, a “software detector van” can be used to patrol business districts and
other areas where software piracy is suspected. If the van receives twenty signals
from the same copy of a software from a company that has only licensed five
copies, then probable cause for a search warrant has been established.

The random value encoded in the signal helps distinguish echoes from mes-
sages received from different computers. Finally, if the signal were displayed by
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the operating system, it could contain the identities and license numbers of all
currently active programs.

6 A New Protective Measure: Tempest Fonts

As we noted above, only the high-frequency components of the video signal
can be picked up by the eavesdropper. Figure 6 shows on the left a test image
that helps us to determine which part of the image spectrum actually produces
a Tempest signal. This “zoneplate” signal is used by TV technicians, and is
generated from the function cos(x2 + y2) where the coordinate system origin is
in the centre. At every point of this test signal, the local spectrum has a single
peak at a horizontal and vertical frequency that is proportional to the horizontal
and vertical coordinates of this point. This frequency peak reaches the Nyquist
frequency fp/2 for the points at the border of the zoneplate image.

Fig. 6. In the zoneplate test signal (left), every point has a local spectrum with a
horizontal and a vertical frequency proportional to its coordinates (origin in the
centre). The received image (right) shows that only those parts of the zoneplate
signal where the horizontal frequency is in the upper 30% of the spectrum (i.e.,
> 0.7 · fp/2) cause a significant signal to be received from our monitor.

In the right part of Fig. 6, we can see the Tempest signal received from a mon-
itor showing the zoneplate image (for this and the other experiments described
in this section, we brought our antenna as close as possible to the monitor to
give best reception). As one might expect, only the horizontal frequency of the
signal determines what is received. Note that only the outer 30% of the zone-
plate image area appears dark on the receiver. This means that if we look at the
Fourier transform of a horizontal sequence of pixels, only information present as
frequencies f in the range 0.7 · fp/2 < f ≤ fp/2 in the spectrum can be received
in our setup. This value 0.7 clearly depends on the equipment used, but seems
to be not untypical.
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We wondered whether this leads us to a potentially very cheap software-
based eavesdropping protection technique. Figure 7 shows in the upper left side
a magnified pixel field that displays some text. On the upper right, the same
pixel field is shown after we removed the top 30% of the Fourier transform of
the signal by convolving it with a suitable sin(x)/x low pass filter.

Fig. 7. The text on the left is displayed with a conventional font, while the text
on the right has been filtered to remove the top 30% of the horizontal frequency
spectrum. The graphics in the upper row show the pixel luminosities, while below
there are magnified screen photographs of a 21×5 mm text area. While the user
can see practically no difference between the fonts, the filtered text disappears
from our eavesdropping monitor while the normal text can be received clearly.

The filtered text looks rather blurred and unpleasant in this magnified rep-
resentation, but surprisingly, the loss in text quality is almost unnoticeable for
the user at the computer screen, as the magnified photos in the lower half of
Fig. 7 show. The limited focus of the electron beam, the limited resolution of
the eye, as well as effects created by the mask and the monitor electronics filter
the signal anyway.

While there is little visible change for the user, such filtering causes a text
which could previously be received easily to vanish completely from the Tempest
monitor, even when the antenna is right next to the VDU (Fig. 8). Filtered
text display requires greyscale representation of glyphs, but this technology is
already available in many display drivers in order to support anti-aliasing fonts.
We are optimistic that if the low pass filtering is combined carefully with anti-
aliasing techniques, readability can be better than with simple bi-level fonts.
Simple low pass filtering could also be performed without software modifications
by programming the filter available in the next generation of graphic adapters.
Good anti-Tempest display routines will also apply the opposite of the techniques
used in OCR fonts: there could be small random variations to the glyphs to make
automatic character recognition by the eavesdropper more challenging.

Eavesdropping text from a monitor is only one of the Tempest risks associated
with personal computers. Nevertheless, we still consider it the most significant
one. The video display unit is usually the strongest source of radiation and due
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Fig. 8. On the left we see what the eavesdropping monitor shows when text is
displayed with normal fonts. The small screen size and the modulo four separa-
tion of image lines renders the text unreadable on our simple monitor, but the
presence of the signal is clear. On the right, the screen content was low pass
filtered as in Fig. 7 and the received Tempest signal has vanished except for the
horizontal sync pulses.

to its periodic nature, a video signal can easily be separated from other signals
and from noise by periodic averaging.

We have identified two more potential sources of periodic signals in every
PC, both of which can be fixed at low cost by software or at worst firmware
changes [28]. Keyboard controllers execute an endless key-matrix scan loop, with
the sequence of instructions executed depending on the currently pressed key.
A short random wait routine inside this loop and a random scan order can
prevent an eavesdropper doing periodic averaging. Secondly, many disk drives
read the last accessed track continuously until another access is made. As an
attacker might try to reconstruct this track by periodic averaging, we suggest
that after accessing sensitive data, the disk head should be moved to a track
with unclassified data unless further read requests are in the queue.

DRAM refresh is another periodic process in every computer that deserves
consideration. The emanations from most other sources, such as the CPU and pe-
ripherals, are usually transient. To use them effectively, the eavesdropper would
have to install software that drives them periodically, or at least have detailed
knowledge of the system configuration and the executed software.

We are convinced that our Soft Tempest techniques, and in particular Tem-
pest fonts, can provide a significant increase in emanation security at a very
low cost. There are many applications where they may be enough; in medium
sensitivity applications, many governments use a zone model in which comput-
ers with confidential data are not shielded but located in rooms far away from
accessible areas. Here, the 10–20 dB of protection that a Tempest font affords
is of major significance. There are also applications where Tempest fonts are
the only option, such as when a nation suddenly has to buy large quantities of
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commercial off-the-shelf computers and field them in a sudden deployment such
as Desert Storm.

Finally, in applications such as diplomacy that require the highest levels of
protection, users should install soft as well as hard Tempest protection; hard-
ware shielding often fails due to dirty gaskets or to procedural problems such as
ambassadors refusing to keep doors closed on a hot day.

7 Conclusions

Compromising emanations continue to be a fascinating field of research, although
they are mostly unexplored in the research literature. The high cost of physical
shielding and the continuously increasing clock frequencies of modern computers
ensure that the problem will not go away quickly. Things will be made worse by
the arrival of cheap software radios—universal receivers in which all demodula-
tion of the signal after the intermediate frequency conversion is done completely
in software on high-speed DSPs [19]. This technology will allow low-budget at-
tackers to implement sophisticated Tempest attacks which were previously only
possible with very expensive dedicated equipment.

However, we have shown that Tempest is not just about RF engineering.
Software techniques can make a huge difference: they can be used to mount new
attacks, construct new defences and implement some quite novel applications.

The attack consists of implanting malicious software in a target computer to
steal secret data and transmit it in a manner optimised for some combination of
reception range, receiver cost and observability. This ‘Tempest virus’ can attack
computers not connected to any communication lines and situated in rooms
from which the removal of storage media is prohibited. It can also be used in
commercial applications such as software copy protection.

On the defensive side, we have shown how fonts can be designed with spectral
characteristics that significantly reduce the effective range of eavesdropping at
a negligible cost in image quality.
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Abstract. In this paper, we introduce the concept of key-dependent basis func-
tions and discuss its applications to secure robust watermarking for copyright
protection and to designing secure public black-box watermark detectors. The
new schemes overcome a possible security weakness of global, non-adaptive
schemes that apply watermark patterns spanned by a small number of publicly
known basis functions. The watermark is embedded into the projections of an
image onto the secret set of key-dependent functions (patterns). The robustness
of the watermarking scheme with respect to filtering, lossy compression, and
combinations of many other attacks is studied. Finally, we propose a candidate
for a watermarking scheme that enables the construction of a secure public wa-
termark detector.

Keywords. Robust image watermarking, attacks, orthogonal patterns, secure
public watermark detector

1 Introduction

Digital images and digital video-streams can be easily copied. Even though such
copying may violate copyright laws, it is widespread. The ease with which electronic
images may be copied without loss of content significantly contributes to illegal
copying. One of the goals of digital watermarks is authentication for copyright protec-
tion. To prove the ownership of an image, a perceptually invisible pattern (a water-
mark) is embedded into the image and ideally stays in the image as long as the image
is recognizable. This means that the watermark must be embedded in a robust way and
                                                          
1 The author has been supported by an SBIR research grant “Intelligent C4I Technologies”.
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withstand any attempts to remove it using image processing tools as well as a targeted
intentional removal based on the full knowledge of the watermarking scheme.

As pointed out by Cox et al. [1] and Miller [2] the watermark should be embedded
in the most perceptually important features in the image, otherwise it would be too
sensitive to compression schemes capable of removing redundant information. While
schemes that adapt the watermark strength according to local image properties provide
higher robustness [3- 5], it is not entirely clear whether or not they provide higher de-
gree of security because the watermarked image provides a clue about the strength and
location of the watermark. This may be a handicap if such schemes were to be com-
bined with public watermark detectors [11, 12]. In addition to that, future compression
schemes capable of removing irrelevant information may disrupt such watermarks
[6- 8].

Schemes that embed watermarks into the projections onto smooth orthogonal basis
functions such as, discrete cosines, are typically very robust and less sensitive to syn-
chronization errors due to skipping of rows of pixels, and/or permuting of nearby pix-
els than techniques that embed watermarks using pseudo-noise patterns [9, 10]. How-
ever, if the watermark pattern is spanned by a relatively small number of publicly
known functions, it may be possible to remove the watermark or disrupt it beyond
reliable detection if a portion of the watermark pattern can be guessed or is known2, or
when the embedding key becomes partially available. The plausibility of such an at-
tack is demonstrated in section 2, where a simplified NEC scheme is analyzed.

This observation lead us towards investigating general, key-dependent orthogonal
basis functions as a replacement for publicly known bases, such as discrete cosines.
We believe that such techniques may significantly increase the security of water-
marking schemes. A technique that utilizes key-dependent orthogonal functions (pat-
terns) is described and analyzed in section 3. Another important motivation for this
paper was the problem of designing a secure black-box public watermark detector. In
section 4, we describe a candidate for such a secure detector based on key-dependent
bases. Secure public detectors find important applications in copy-control of Digital
Video Disks [11- 15]. In section 5, we summarize the paper and outline future re-
search directions.

2 An Attack on Global Watermarking Schemes

It is important that a partial knowledge of the watermark should not enable a pirate to
remove the entire watermark or disturb it beyond reliable detection. Below, we show
that it is indeed possible in certain cases to reconstruct the watermark pattern based on
the assumption that the watermark becomes known in some small area. This assump-
tion is not that unreasonable as it may seem at first. For example, one can make a
guess that certain portion of the original image had pixels of uniform brightness or of
a uniform gradient, or an attacker may be able to foist a piece of his image into a col-
lage created by somebody else. If this is the case, then the knowledge of a portion of
the watermark pattern may give us additional constraints to disturb or eliminate the

                                                          
2 This can happen in a collage consisting of several images.
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whole watermark. This is especially relevant for watermark patterns spanned by pub-
licly known functions. Below, we describe an attack that can be applied to any non-
adaptive robust watermarking technique, invertible or not, if some portion of the
original unwatermarked image is known or can be guessed, and if the watermark is
mostly spanned by some small number of Fourier modes. The attack attempts to find
the coefficients of the lowest frequency DCT coefficients based on the “known” pixel
values. A set of linear equations completed with a stabilizing functional makes the
inversion possible.

In the watermarking technique proposed by Cox et al. [1], the watermark is embed-
ded into a selected set of discrete cosine coefficients (the highest energy 1000 fre-
quency coefficients). The logic behind this technique is to hide the watermark into the
most perceptive modes of the image to achieve a high degree of robustness with re-
spect to lossy compression and most common image processing techniques. The wa-
termark is spanned by 1000 highest frequency discrete cosines. The non-locality of the
watermark pattern could be potentially dangerous if an attacker is able to guess the
original, unwatermarked values of some pixels. What makes the attack hard to mount,
however, is the fact that discrete cosines are not linearly independent on proper sub-
sets of the image, and, depending on the number of discrete cosines spanning the wa-
termark, we may not have enough constraints to exactly recover the whole watermark.

In order to demonstrate the plausibility of the proposed attack, we performed the
following experiment with a weakened version of the scheme proposed in [1]. The
watermark is embedded into the lowest 50 coefficients vk of the DCT according to the
formula

vk’ = vk (1 + a  h k ), (1)

where vk’ are the modified DCT coefficients, h k is a Gaussian sequence with zero
mean and unit variance, and a  is the watermark strength (also related to watermark’s
visibility). The watermarked image is obtained by applying the inverse DCT to the
coefficients vk’. In our experiments, we took a  = 0.1.

Let us assume that there is a region containing P pixels (i, j) in the image for which
the original pixel values are known. Using the inverse DCT transformation, we can
express the difference, Iw- I, between the watermarked and the original image as
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and V(r, s) denotes the coefficient matrix of DCT. The indices (rk, sk), k = 1, …, J cor-
respond to the 50 lowest frequency discrete cosines that have been modified. The
above equation describes a linear system of P equations for J unknowns h k×V(rk, sk).
Since our goal is to obtain the sequence h k, we need to use the DCT of the water-
marked image to calculate h k. This can be done easily because the DCT of Iw gives us
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V(rk, sk) (1 + ah k). The number of equations is determined by the number, P, of pixels
(i, j) for which the original gray levels can be estimated or are known. Even though the
number of pixels, P, may exceed J, the rank of the matrix may be smaller than J be-
cause discrete cosines do not generally form a set of linearly independent functions on
proper subsets of the image.

In our experiment, we used a test image containing 128· 128 pixels with 256 gray
levels. The image has a small area of pixels in the upper right corner that has a con-
stant luminance of 192 (see Fig. 1). We took P = 862 pixels that had constant bright-
ness in the original unwatermarked image. Then, a watermark was inserted into the
lowest J = 50 coefficients of the DCT using the algorithm above. The resulting over-
determined system of equations was solved for h k. The original and recovered water-
mark sequences are shown in Fig. 2. The watermark has been recovered almost ex-
actly. It was not recovered completely accurately because the matrix of the system of
equations was ill conditioned.

Fig. 1. A test image with a small area of pixels of constant brightness (the upper right
corner)

By increasing the number of modified coefficients in watermark embedding, this
attack becomes harder to perform because the rank of the matrix is basically deter-
mined by the number of pixels, P, their spatial arrangement, and the image size. By
increasing the number of modified coefficients, J, to 100, the MATLAB linear solver
could not recover the watermark sequence due to an ill-conditioned matrix. It is not
surprising that a general linear system solver breaks down in such cases. More sophis-
ticated techniques that were not investigated so far could be put to work. For example,
one could add constraints that will make the problem of finding the watermark se-
quence better conditioned. One obvious possibility is to use stabilizing functionals that
would give penalty to sequences that do not satisfy Gaussian statistics. Even though
such methods are usually computationally expensive, speed is obviously not a critical
issue in watermark breaking.

The above attack can be mounted against any non-adaptive watermarking technique
that inserts watermarks by modifying a relatively small set of selected coefficients in
the DCT or other publicly known image transformation. The attack can be thwarted by
using a larger number of coefficients in those transforms, or by adapting the water-
mark to the image content. As argued in the introduction and in [2], global schemes
that embed watermarks into projections on orthogonal basis functions may have cer-



               Robust Digital Watermarking Based on Key-Dependent Basis Functions           147

tain advantages over adaptive techniques. In the next section, we investigate water-
marking techniques in which the orthogonal basis of discrete cosines is replaced by a
set of general, random, smooth, orthogonal patterns that sensitively depend on a secret
key.

Fig. 2. Comparison of the original and the recovered watermark of length 50.

3 Orthogonal Patterns and Their Use in Digital Watermarking

The high robustness of the method of Cox et al. [1] is due to the fact that the water-
mark is placed into the most perceptive Fourier modes of the image. As argued above,
the fact that a publicly known transformation is used can potentially become danger-
ous if portions of the original unwatermarked image can be guessed. The security of
the scheme and its versatility could be increased if a different set of orthogonal basis
functions would be used depending on a secret key. Since the basis functions or,
equivalently, the key for their generation, will be kept secret, the watermark pattern
could be spanned by a smaller number of functions thus enabling us to embed more
bits in a robust and secure manner. To achieve this goal, we need a method for gener-
ating a set of orthogonal random functions (patterns) that sensitively depend on each
bit of a secret key and possibly on an image hash. To guarantee good robustness prop-
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erties, the generated patterns should have their energy concentrated mainly in low fre-
quencies.

It is not necessary to generate a complete set of orthogonal basis functions since
only a relatively small number of them is needed to span a watermark pattern. One can
calculate projections3 of the original image onto a set of J orthogonal functions, and
modify the projections so that some secret information is encoded. Let us denote such
functions fi , i = 1, …, J. Assuming that the functions are orthogonal to each other, the
system of J functions can be completed by MN- J functions gi to a complete orthogo-
nal system. The original image I can then be written as
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where g is a linear combination of functions gi that are orthogonal to fi . The water-
marking process is realized by modifying the coefficients ci . Furthermore, the water-
marked image Iw can be expressed as
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where ci’ are the modified coefficients, a  determines watermark’s strength and visibil-
ity, and wi is a watermark sequence. Given a modified watermarked image Im,
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we can calculate the modified coefficients by evaluating the projections of Im onto the
functions fi . A cross-correlation corr of the differences c’’- c with c’- c,
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is compared to a threshold to decide about the presence of a watermark.
If the watermarking method is used for copyright protection, the sequence wi

should depend on the image hash in order to prevent a forgery of the original image
[16]. The orthogonal patterns do not have to be image dependent because they depend
on some initial secret key and it would be clearly computationally infeasible to forge
them given a certain watermark sequence wi. In section 4, we describe a modification
of this scheme in which the original image is not needed for watermark extraction. In
this case, the watermark sequence does not have to be a part of the secret key and can
carry several bits of useful information.

For practical implementation, we need a method for generating a set of random,
smooth, orthogonal patterns whose power is concentrated in low frequencies. The
patterns should sensitively depend on each bit of the secret key. There is obviously
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more than one way to achieve this task. One possibility would be to use some known
orthogonal basis, such as the discrete cosines, and build a new basis from them. For
example, one could choose M lowest frequency discrete cosines, randomly divide
them into M/G groups of G cosines, and linearly combine the functions in each group
to get M/G random, smooth, orthogonal patterns. This method is equivalent to embed-
ding watermark patterns into linear combinations of selected G-tuples of DCT coeffi-
cients. Although this approach does not produce patterns that are “truly random”, it
has low computational complexity and can be easily implemented. Detailed investiga-
tion of this approach will a part of future research.

In this paper, we opted for a general approach that does not use any orthogonal ba-
sis as the building blocks. We generate a set of J pseudo-random black and white pat-
terns using a cryptographically strong pseudo-random number generator seeded with
the secret key. The patterns are further smoothened by applying a low-pass filter to
them. To make the patterns orthogonal, the Gram-Schmidt orthogonalization proce-
dure is applied. Finally, the functions are normalized to obtain an orthonormal system.
This way, we obtain a set of J orthonormal functions that have their power concen-
trated in low frequencies. Moreover, the patterns sensitively depend on each bit of the
secret bit-string. Although this approach is rather computationally expensive, we feel
that it is important to investigate the properties of this most general scheme in order to
prove the viability of the concept as a whole.

The scheme for embedding watermarks can be described as follows: Secret key fi
(pseudo-random number generator + smoothing) fi  a set of J random, smooth patterns
fi  (Gram-Schmidt orthogonalization process) fi  a set of J orthonormal, random,
smooth patterns fi  (modifying projections according to some key {and image hash})
fi  watermarked image. In our scheme, the first coefficient plays the role similar to the
DC term in a DCT. To preserve the energy of the watermarked image, the first coeffi-
cient c1 is left unmodified.

To retrieve the watermark, we calculate the projections ci’’ onto the J secret func-
tions fi . The projections ci’’ are then compared with those of the watermarked image
and the original unwatermarked image by calculating the correlation (6). Based on the
value of this correlation, we decide whether or not a watermark is present. To avoid
large memory requirements to store all orthogonal patterns, only the image hash and
the secret key need to be stored. The orthogonal patterns can be generated for each
detection attempt.

3.1 A Pseudo-Code for the Watermarking Algorithm (Gray Scale N···· N
Images)

begin_algorithm
read image I; // I is a matrix of integers 0, …, 255
convert I to an intensity matrix X; // xij ˛ [0, 1]
seed = secret_bitstring; // Initialize a PRNG with a secret bit string
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Step 1 (Generate J pseudo-random binary patterns and smooth them)
for k = 1 to J

using a PRNG, generate an N· N binary pattern Zk = Zk
ij , 1 £  i, j £  N;

Zk = smooth(Zk);
end_for

Step 2 (Orthogonalize the smoothened patterns using Gram-Schmidt orthogonali-
zation procedure)

for k = 1 to J
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Step 3 (Calculate the projections and modify them to embed a watermark)
for k = 1 to J
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end_for

Step 4 (Calculate the watermarked image Xw)
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Convert Xw to a gray-scale image Iw;
end_algorithm

The coefficient a  determines the visibility of the watermark and its robustness. The
watermarking scheme could be applied either globally to the whole image, or locally.
In the global scheme, the support of the functions fi is the whole image. This makes
the scheme computationally very expensive with large memory requirements. For an
N· N grayscale image, one needs JN2 bytes to store all J orthogonal patterns. This
number could become prohibitively large with even for moderate values of N (such as
N = 256). The most time consuming part of the algorithm is the Gram-Schmidt or-
thogonalization procedure. Its computational complexity is O(J2N2). Thus, the choice
of the number of orthogonal patterns, J, turns out to be critical. If J is chosen too
small, the correlation used for detection of watermarks can have occasionally large
values due to random correlations. If J is chosen too large (of the order of 1000 or
larger), the computational complexity of the scheme becomes unreasonably large. A
good compromise is to break the image into smaller subregions that are watermarked
separately using different sets of orthogonal patterns and average the correlations from
multiple subregions. The averaging will decrease the values of random correlations,
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while keeping the robustness sufficiently high and at reasonable computational re-
quirements.

The combination of the following parameters is crucial to obtaining a computation-
ally effective and robust watermarking scheme: (i) size of the subregions, (ii) water-
mark length J, (iii) watermark strength a .. A detailed study of how the performance of
the new scheme is influenced by different combinations of these parameters is neces-
sary and will be a part of the future research. The tests that were performed so far in-
dicate that the new scheme is very robust with respect to blind attempts to remove the
watermark. It also provides higher degree of security when compared to global
schemes that form the watermark from publicly known basis functions, due to the fact
that the orthogonal patterns are kept secret and are generated from a secret key. Both
the global and local versions of the new watermarking scheme were implemented as
m-functions in Matlab and tested for robustness. Some preliminary results are in-
cluded below.

3.2 Test 1: Global Scheme

Even though the global scheme is not suitable for practical use due to the immense
computational and memory requirements, we nevertheless performed tests on a 64· 64
image (see Fig. 3).

Fig. 3. Original image. Fig. 4. Watermarked image.

Table 1 Robustness with respect to image modifications.

Image operation Correlation
Blurring (in PaintShop Pro 4.12) 0.75
16% uniform noise (as in PSP 4.12) 0.95
Downsampling by a factor of 2 0.92
Stirmark applied once 0.80
Unzign12 applied once 0.82
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Table 2 Robustness after an adjustment for StirMark geometrical deformation.

Distortion Correlation with-
out adjustment

Correlation with
adjustment

StirMark 2· 0.21 0.81
StirMark 3· 0.10 0.78
StirMark 3·  + 20% uniform noise (as
in PSP 4.12)

< 0.1 0.53

StirMark 3·  + blurring 1·  (as in PSP
4.12)

< 0.1 0.69

StirMark 3·  + JPEG 25% quality
compression

< 0.1 0.79

StirMark 3·  + JPEG 15% quality
compression

< 0.1 0.78

The image was watermarked using J = 100 orthogonal patterns, and tested for pres-
ence of 100 randomly generated watermarks. The watermark strength a  was set to
0.15, and the watermark sequence was chosen for simplicity as wk = (- 1)k. The corre-
lation for 100 random watermarks is shown in Fig. 5. The robustness with respect to
JPEG compression was tested for quality factors from 5% to 85% and is shown in
Fig. 6. The robustness with respect to other image processing operations is summa-
rized in Table 1. Both StirMark and Unzign were used with their default settings.
Since Unzign12 cut the horizontal dimension of the image by 3 pixel values, the cor-
responding portion of the original image was used to bring the dimensions back to
those of the watermarked image. Repetitive applications of StirMark did remove the
watermark beyond detection. However, if the original image is available, the water-
mark can be easily detected even after multiple applications of StirMark. We used a
simple motion vector estimator and resampled the image to correct for the geometrical
deformation introduced by StirMark. The results are reported in Table 2.

Fig. 5. Correlation for 100 random wa-
termarks.

Fig. 6. Robustness to JPEG compres-
sion.
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To test the robustness with respect to the collusion attack, total of six images wa-
termarked by different marks were averaged. The correlation coefficients were in the
range from 0.51 to 0.71. The robustness experiments together with the test for corre-
lations (Fig. 5) between random watermarks suggest that a threshold of 0.4 should be
used with this scheme. On the assumption that the projections are Gaussian distrib-
uted, this threshold gives the probability of false detection of the order of 10- 4.

Fig. 7. Original image. Fig. 8. Watermarked image.

3.3 Test 2: Local Scheme

In the local scheme, the image is divided into square subregions and each subregion is
watermarked with a different set of orthogonal patterns. In our simulations, we used a
256· 256 image of Lenna divided into 16 subregions of 64· 64 pixels. The watermark
strength was set to a  = 0.05, and the watermark sequence was again wk = (- 1)k. The
watermark length was fixed at J = 30 to cut down on computing time. First, the origi-
nal image was watermarked and then tested for presence of 100 randomly generated
watermarks (Fig. 9).

Fig. 9. Correlation for 100 random wa-
termarks.

Fig. 10. Robustness to JPEG compres-
sion.
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Table 3 Robustness with respect to image processing operations.

Image operation Correlation
Blurring (in PaintShop Pro 4.12) 0.68
16% uniform noise (as in PSP 4.12) 0.76
Downsampling by a factor of 2 0.53
2·  downsampling, 16% uniform noise, 25% quality JPEG 0.47

The robustness with respect to JPEG compression is shown in Fig. 10. By compar-
ing the correlation values to random correlations in Fig. 9, it appears that the threshold
of 0.25 is appropriate in this case. Using this threshold, no false detections are pro-
duced for 100 random watermarks. The threshold enables a reliable detection of 10%
quality (0.38bbp) compressed JPEGs. Other image processing operations, such as
blurring, noise adding, and downsampling, and their combinations have been studied.
A sample of the results is shown in Table 3. Further tests of robustness with respect to
consecutive printing, copying, and scanning are currently undergoing.

4 Secure Public Black-Box Watermark Detector

One of the most important arguments for using key-dependent basis functions is the
fact that this concept may enable us to construct a secure public detector of water-
marks that is implemented as a black-box in a tamper-proof hardware. Such water-
mark detectors will find important applications in copy control of DVD [11- 15]. The
box accepts integer matrices on its input and outputs one bit of information. It is as-
sumed that the complete design of the detector and the corresponding watermarking
scheme are known except a secret key, and that an attacker has one watermarked im-
age at his disposal. The latest attacks on public watermark detectors [11- 15] indicate
that it is not clear if a secure public watermark detector can be built at all. It has been
proven that all watermark detectors that are thresholded linear correlators can be at-
tacked using a variety of techniques [11- 14]. Kalker [13, 14] describes a simple sta-
tistical technique using which the secret key can be recovered in O(N) operations,
where N is the number of pixels in the image. The main culprit seems to be the fact
that the quantities ci that are correlated with the watermark sequence wi can be directly
modified through the pixel values, and the fact that the correlation function is linear.
Linnartz and Cox [11,12] attack public detectors by investigating the sensitivity of the
watermark detector to individual pixels for a critical image -  the image at the detec-
tion threshold. Once the most influential set of pixels is found, its gray levels are
scaled and subtracted from the watermarked image. They repeat the process in a hope
to converge to an image that does not have the watermark. The assumption here is that
we can actually learn the sensitivity of the detection function at the watermarked im-
age from its sensitivity at the critical image that will generally be far from the water-
marked image.

In order to design a watermarking method with a detector that would not be vulner-
able to those attacks, we need to mask the quantities that are being correlated so that
we cannot purposely change them through pixel values and we must introduce non-
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linearity into the scheme to prevent the attack by Linnartz and Cox [11, 12]. Towards
this purpose, we propose to use key-dependent basis functions and a special nonlinear
index function. This technique will be described in more detail in a forthcoming pa-
per. The watermarking technique will work on the same principle as before: the wa-
termark sequence wi˛ {- 1, 1} is embedded into an image by adjusting the projections
ci, i = 1, …, J of the image onto the orthogonal patterns so that ind(ci) = wi for a care-
fully chosen index function ind(x). The index function is a continuous function similar
to sin(x) with an increasing wavelength. It plays the role of a quantization-like func-
tion. We propose the following function
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where q = (1+a )/(1-a ), x0 = 1. This function has the following properties: (i) any x‡ 1
can be modified by at most 2a % in order to change its index ind(x) from any value to
either 1 or - 1. By embedding a watermark into the projections, most of them will be
modified by a small value, but some can be modified by almost 2a %.

To detect the watermark sequence wi in image I, the watermark detector first proj-
ects the image I onto the secret patterns f i, calculates the values of the correlation,
applies the index function and correlates the result with the watermark sequence wi :
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where Th is the detection threshold, H(x) is the step Heaviside function, and D(I) is
the detection function applied to I.

Now we need to argue why this scheme may not be vulnerable to previously de-
scribed attacks. First of all, since ci are projections on unknown patterns, one cannot
purposely change the pixels values -  the input of the detector. The relationship be-
tween the projections and pixel values is unknown. If we were able to calculate ci from
the pixel values, we could learn the watermark values wi from cleverly chosen pertur-
bations. Second, the sensitivity of the detector function at a critical image C (or,
equivalently, the values of partial derivatives with respect to pixel values) cannot be
directly related to sensitivity values at the watermarked image. By changing the pixel
grs by D , we can express the corresponding change in the detector function as
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where f i
rs is the gray level of the (r, s)-th element of the i-th pattern. What we can

learn from sensitivity analysis at the critical image is the value of the summation.
However, this value depends on the unknown parameters f i

rs and on the values of the
derivative of the index function at the projections ci corresponding to the critical im-
age. However, the projections of the critical image and the original watermarked im-
age will generally be very different. This indicates that it may be rather difficult to
utilize the leakage of information gained by perturbing the critical image.

Preliminary tests of the robustness of this scheme suggest that it has extremely good
robustness with respect to filtering, JPEG compression, and resampling. More detailed
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theoretical investigation and experiments are needed, however, before this scheme can
be termed as a successful solution to the public watermark detector. Detailed analysis
of the proposed scheme and a watermark detector will the subject of further research.

5 Conclusions and Future Directions

In this paper, we introduced the concept of key-dependent basis functions and de-
scribed how it can be used for designing secure robust watermarking schemes and
secure public black-box watermark detectors. The new schemes overcome a possible
security weakness of global, non-adaptive schemes that apply watermark patterns
spanned by a small number of publicly known basis functions. The watermark is em-
bedded into the projections of an image onto the secret set of key-dependent patterns.
The robustness of the watermarking scheme with respect to filtering, lossy compres-
sion, and combinations of other attacks was studied. Finally, we proposed a candidate
for a watermarking scheme that has a secure public watermark detector.

Future research will include further study of the robustness of the new scheme with
respect to image distortions. One important future research direction is the develop-
ment of secure public black-box watermark detectors using key-dependent basis func-
tions. It appears that the concept of key-dependent basis functions together with spe-
cial quantization index functions leads to very robust watermarking schemes for which
the construction of a secure public black-box watermark detector is possible. Most
importantly, we plan to rigorously estimate the complexity of possible attacks on the
public detector.
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Abstract. Adequate protection of digital copies of multimedia content – both
audio and video – is a prerequisite to the distribution of this content over net-
works. Until recently digital audio and video content has been protected by its
size: it is difficult to distribute and store without compression. Modern com-
pression algorithms allow substantial bitrate reduction while maintaining high-
fidelity reproduction. If distribution of these algorithms is controlled, cleartext
uncompressed content is still protected by its size. However, once the compres-
sion algorithms are generally available cleartext content becomes extremely
vulnerable to piracy. In this paper we explore the implications of this vulner-
ability and discuss the use of compression and watermarking in the control of
piracy.

1 Introduction

Protection of digital copies of multimedia content – both audio and video – is a pre-
requisite to the distribution of this content over networks. Until recently digital audio
and video content has been protected by its size. For example, audio on compact discs
is encoded using PCM at 1.4 megabits per second – about half a gigabyte for a 45
minute CD. Such large quantities of data are difficult to distribute and store. Modern
compression algorithms provide high-fidelity reconstruction while allowing substan-
tial size reductions. If distribution of these algorithms is controlled, cleartext, uncom-
pressed content is still protected by its size. However, once the compression algo-
rithms are generally available cleartext content becomes extremely vulnerable, as is
evidenced by the proliferation of illegally distributed MP3 compressed music. In this
paper we explore the implications of this vulnerability and how watermarking tech-
niques can contribute to a system strategy that protects intellectual property.

2 A Systemic View of IP Protection

The design of secure systems should be based upon an analysis of the application
risks and threats. As Fig. 1 illustrates, such analysis will identify some of the risks of
a particular domain. The technological net should handle many identified risks. The
legal net will handle others. No matter how thorough the analysis, not all risks will be
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identified, and not all identified risks will be caught by the technological and legal
nets. Ideally the system design includes the possibility of renewable security so that
these residual risks do not undermine the foundations of the business.

Fig. 1.

The business model for the application is one of the strongest security mechanisms.
If the system is easy to use, rich in features, support and information, and reasonably
priced, why should consumers go to the black market? Designing the system with this
in mind will minimize the attacks from legitimate users, most of whom are willing to
play by the rules. System security should not interfere with legitimate use. We also
want to design the system so that even if an attacker does break the system he cannot
then use the same system to distribute that IP for his gain. Such a system should con-
sist of:
1. a compression engine for managing music or video. This mechanism should dis-

courage multiple compression/decompression cycles;
2. a mechanism for protecting the integrity of the content and for enforcing rights-to-

use rules;
3. a flexible mechanism for licensing content and for granting various rights to con-

sumers with appropriate credentials;
4. a secure client for accessing, rendering, playing or viewing content in a manner

consistent with system policy and with the credentials or licenses associated with
that content;

5. a mechanism for labeling the content to be distributed in a persistent manner. For
example, the label might indicate ownership, name the distributor, identify the
property or contain information about transactions involving the content.

Component 2 involves the use of cryptographic containers as in [8], [12] and [16].
The content is encrypted and perhaps digitally signed. The encryption keys are dis-
tributed via other channels using cryptographic protocols. A flexible licensing mecha-
nism (Component 3), based for example upon PolicyMaker [3], manages these keys
and governs their use [12]. Client security (Component 4) is what distinguishes the IP
protection problem from the protected communications channel problem. That is,
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content must be protected in the client, not just in the channel. Protection mechanisms
include tamper resistant software and hardware. These techniques are discussed in [2]
and [12].

2.1 Compression

As discussed earlier, compression enables the distribution of music or video over
networks. For audio, the MPEG-2 Advanced Audio Coder [1] provides CD quality
reproduction for most music and most listeners at a compression ratio of 11 to 1 (128
kilobits per second). Compression may also be relevant as a protection mechanism for
the following two reasons.

Attackers will always have access to decompressed output. If recompression of the
decompressed content results in noticeable degradation of quality, then the 2nd gen-
eration output will be of sufficiently low quality that it is not a threat to the IP owner.
Of equal importance, when cleartext content is available, nothing we do to protect
compressed content matters. Should controlled degradation via compression prove
possible, then a solution to this cleartext audio problem would be to compress and
then decompress the music as part of the mastering process. Controlled degradation
via compression is an area of current research.

Because it can easily be distributed, the compressed file is the valuable commodity.
It therefore makes sense to associate labels with the compressed file in a way that is
persistent in the compressed domain.

3 Digital Watermarking

3.1 Overview

As stated earlier, a mechanism is needed for binding content identification to content
in a persistent manner. Digital watermarking is such a mechanism. (See for exam-
ple [11].) Watermarking has also been proposed as a mechanism for gating the use of
content. In this case, when decisions regarding access to or use of the content are
made, the mark must be retrieved in real-time and used as input in the decision-
making process. No one marking algorithm is best suited for these two functions, both
because of complexity issues and because different functions and different marking
algorithms are resistant to different attacks. Indeed, we expect that any single album
or film will be marked by a variety of different algorithms, to improve the overall
resistance to attack.

3.2 System Attacks

We list several general classes of attacks against information embedded in multimedia
content. The use of a watermarking algorithm for a particular application needs to be
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‘sanity-checked’ against this list to determine whether or not the watermark serves
any useful purpose.

If cleartext content is available and the compression algorithm is readily available
to a pirate, then the pirate can generate an equivalent, unprotected, and untraceable
copy of the compressed content, and bypass every protection/tracing mechanism the
copyright owner might employ. Watermarking is irrelevant in this case.

One attack is forgery of identity. Whether the watermark is a point-of-sale water-
mark (a “fingerprint”) or pressing-plant watermark, if the input to the marking process
is fraudulent, then the watermark doesn’t protect the IP.

Works distributed in versions distinguished only by different watermarks are sus-
ceptible to collusion attacks. The existence of multiple copies of a work, especially if
the bitstreams differ only in the markings, provides a probe of the sites of the water-
marks and indirectly of the marking algorithm itself. The existence of differently
marked copies of a work may reduce the effectiveness of the security of the system.

The simplest collusion attack is the bitwise XOR attack. The attacker compares the
differences between two representations of the same work, and jams differing bits to
0s or 1s. The jam pattern can be either random or – if the attacker has knowledge of
the marking algorithm – one that creates a counterfeit of a legitimate mark. When a
work is to be marked in multiple versions each with its own markings, the marking
algorithm must be designed so that in the presence of tampering one of three condi-
tions holds. The work should be impossible to decompress, the quality of the decom-
pressed output should be significantly degraded, or the mark should nonetheless be
recoverd from the bits which were not changed by the attacker. Generally this means
either that very few bits should differ from one mark to the next, or else that all of the
bits in the bitstream should change when the mark changes.

Another collusion attack specific to frame-based compression algorithms can be ef-
fective against marks that extend in time through the work. In these algorithms, a bit-
stream is composed of frames, each representing a segment of the original signal. For
a given algorithm all segments have the same duration. Given multiple versions of the
signal, each marked differently, take the first frame from the first copy, the second
frame from the second copy, and so on. More sophisticated versions of this attack are
possible. It is difficult to see how any mark that is extended in time across several
frames can survive this attack, be it a cleartext PCM watermark or a bitstream water-
mark. Extended watermarks should not be used for differentially marking multiple
copies of a work. If an extended marking algorithm must be used for this purpose,
then it should be complemented by watermarks which have a reasonable probability
of recovery from bitstreams composed of fragments of watermarked streams.

System designers should think carefully before using watermarks to gate usage,
since by feeding different bitstreams into the gating mechanism the attacker may be
able to probe the watermark algorithm, discover mark sites and possibly generate
fraudulent marks [5]. If a marking algorithm is to be used to gate usage, the algorithm
should be designed in such a way that tampering with the mark should degrade the
quality of the decompressed content. This suggests that the marking algorithm could
beneficially be associated with the compression algorithm. We describe one such
marking algorithm in section 3.5.
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3.3 Desirable Characteristics of Watermark Algorithms

The following requirements are typically expected of watermarks (see also [10]):
1. Imperceptibility. A watermarked signal should (usually) not be distinguishable

from the original signal.
2. Information capacity. The mark bitrate must be compatible with the rate limits

imposed by the system.
3. Robustness. The mark must be recoverable, not only in the complete work, but also

in truncated, filtered, dilated, and otherwise processed clips, in a concatenation of
unrelated content, and in the presence of noise.

4. Low complexity. Marking schemes intended for use with real-time applications
should be low complexity.

5. Survive multiple encode-decode generations. A watermark should survive tandem
encoding-decoding.

6. Tamper resistant or tamper evident. It should be possible to recognize that a mark
has been modified. It should not be possible to modify a mark in such a way as to
create a different valid mark.

7. Difficult to create or extract legitimate watermark without proper credentials. In
the context of the watermarking engine alone, a proper credential is knowledge of
the algorithm used to insert the mark. An ideal would be a public key analogue to
watermarking: hard to insert mark, easy to retrieve, hard to counterfeit.

For copyright identification every copy of the content can be marked identically, so
the watermark can be inserted once prior to distribution. Ideally, detection should not
require a reference because the search engine has no a priori way to associate the ref-
erence material with the work from which the mark is to be recovered. Not only must
the watermark be short enough to be recovered in a truncated version, some means
must be provided to synchronize the detection process so that the watermark can be
located in the processed bitstream. Finally, any attempt to obscure the mark, including
re-encoding the content, should lead to perceptible distortion.

Transaction identification requires a distinct mark for each transaction. The pri-
mary challenge of point-of-sale marking (“fingerprinting”) is to move the content
through the marking engine quickly. That is, the algorithm must be low complexity.
One strategy is to insert the watermark in the compressed domain, in which case mark
insertion should increase the data rate very little. Watermarking algorithms designed
for fingerprinting must be robust to collusion attacks.

3.4 General Mechanisms

Watermarks for compressed content fall into three categories: cleartext or original
(PCM in the case of audio or video) marking, compressed bitstream marking which
does not alter the bitstream semantics, and marking integrated with the compression
algorithm in which the semantics of the bitstream are altered. We describe these be-
low and discuss their advantages and limitations. We anticipate that in a well-
designed system, each of these marking techniques will be used.
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Cleartext PCM: We define cleartext watermarks as marks inserted in the original
or during decompression into output (e.g. while writing a decompressed song to CD).

Cleartext marking embeds a data stream imperceptibly in a signal. The model for
many cleartext-marking algorithms is one in which a signal is injected into a noisy
communication channel, where the audio/video signal is the interfering noise [17].
Because the channel is so noisy, and the mark signal must be imperceptible, the
maximum bit rates that are achieved for audio are generally less than 100bps.

Cleartext marks are intended to survive in all processed generations of the work.
They are therefore well suited to identification of the work. There are two major con-
cerns with cleartext marking. Because such algorithms (usually) compute a perceptual
model, they tend to be too complex for point-of-sale applications. Second, these algo-
rithms are susceptible to advances in the perceptual compression algorithms.

Retrieval mechanisms for cleartext watermarks fall into two classes: reference nec-
essary and reference unnecessary. In either case the mechanism for mark recovery is
generally of high complexity and is often proprietary. Further, if means for detecting
these watermarks are embedded in a player, an attacker, by reverse engineering the
player, may be able to identify and remove the marks. We believe that cleartext wa-
termarks should not be used to gate access to content.

Bitstream Watermarking (semantic-non-altering): Bitstream marking algorithms
manipulate the compressed digital bitstream without changing the semantics of the
audio or video stream. Bitstream marking, being low-complexity, can be used to carry
transaction information. Because the mark signal is unrelated to the media signal, the
bit rate these techniques can support can be as high as the channel rate. However
these marks cannot survive D/A conversion and are generally not very robust against
attack; e.g. they are susceptible to collusion attacks (we describe techniques for in-
creasing robustness to collusion in section 4.7). This type of mark can easily be ex-
tracted by clients and is thus appropriate for gating access to content; it is an example
of a security measure intended primarily to “keep honest users honest”.

Bitstream Marking Integrated with Compression Algorithm (semantic altering):
Integrating the marking algorithm with the compression algorithm avoids an ‘arms
race’ between marking and compression algorithms, in which improvements in hiding
data imperceptibly in content are undercut by and even motivate further improve-
ments in perceptual compression algorithms. Since the perceptual model is available
from the workings of the compression algorithm, the complexity associated with
marking can be minimized. Integrated marking algorithms alter the semantics of the
audio or video bitstream, thereby increasing resistance to collusion attacks. An exam-
ple of this approach is [7], which however does not use perceptual techniques. We
now present another example.

3.5 Integrating the Watermarking Algorithm with Compression

We have developed a first generation system that combines bitstream and integrated
watermarking. It can be configured to support the three marking functions mentioned
above. It does not include but is compatible with use of a front-end cleartext-marking
algorithm as well. We assume that the cleartext original is not available except possi-
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bly to auditors seeking to recover the watermark. In particular, the cleartext original is
not available to attackers. The decompressed and marked content will generally be
available to everyone.

Our method relies on the fact that quantization, which takes place in the encoder, is
a lossy process. By combining mark insertion with quantization we ensure that the
attacker cannot modify the mark without introducing perceptible artifacts. The fact
that marking data is present is indicated by characteristics of the bitstream data. Our
marking technique involves the perceptual modeling, rate control, quantization, and
noiseless coding blocks of a generic perceptual coder. In MPEG AAC spectral lines
are grouped into 49 “scale factor” bands (SFB), each band containing between 4 and
32 lines. Associated with each band is a single scale factor, which sets the quantizer
step-size, and a single Huffman table (AAC employs 11 non-trivial Huffman tables).
The coefficient for each spectral line is represented by an integer (i.e. quantized)
value. In MPEG video, a block consists of 64 coefficients, and each set (termed a
macroblock) of 6 blocks has an associated quantization step-size Qp. The same Huff-
man table is used for the coefficients for all Qp values. As with audio, each coefficient
is represented by an integer after quantization. Because the watermarking algorithms
for audio and video are similar, for consistency we use the audio terminology (scale
factor) throughout when we are discussing techniques. When we discuss the results
for video, we will use terminology specific to video.

Let A = {fi, Hi, {qij}} be the set of triples of scale factors fi, Huffman tables Hi, and
quantized coefficients {qij}. (Only one Huffman table is used in video.) We assume
that we have selected some set of scale factor bands into which mark data will be in-
serted. The marking set will generally be dynamic. Let M be the set of indices associ-
ated with the set of SFB chosen for marking.

Choose a set of multipliers {xi: i˛ M}, with all xi close to unity. Modify the triple
{fi, Hi, {qij}: i˛ M} as follows. Let {vij} be the set of spectral coefficients prior to
quantization, and Qi be the quantizer for SFB i, i.e. " i {qij} = Qi[{vij}]. Then

{fi, Hi, {qij}} fi  {fi’, Hi’, {qij’}}, where
fi’ = fi/xi

qij’ = Qi’[xi· vij]
Hi’ = Hi or the next larger codebook
xi @  1

(See [13] for changes for the slight modifications necessary for video.) Because the
modification to the spectral coefficients occurs before quantization, the changes to the
reconstructed coefficients will be below perceptual threshold. If this change were in-
troduced after quantization, the change in some quantized values would be greater
than the perceptual noise floor. Equivalently, an attacker who modifies the quantized
values to eradicate or modify the mark will be introducing energy changes that exceed
the noise floor. Because the changes in step-sizes will be small, because not all coef-
ficients will change, and because the attacker will not have access to the uncom-
pressed cleartext source material, the attacker will generally not be able to identify
those SFB which are used for marking. Further, the increase in bit rate associated with
marking should be small, and so must be monitored. A feedback mechanism similar
to the one in [7] can be used to prevent modification of scale factors that would in-
crease the bit rate significantly.
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Watermark bits can be inserted in a variety of ways. Generally watermark se-
quences are inserted a few bits per frame. The data to be carried by the stream is typi-
cally mapped into a marking sequence prior to embedding, where the characteristics
of the mapping function depend on the type of attack expected. Indeed, since there
may be a wide range of attacks, the data may be redundantly mapped in different
ways in the hope that at least one mapping will survive all attacks. We describe one
such mapping in section 3.8.

In our system we insert the marking sequence by modifying the scale factors in-
cluded at the beginning of the frame by modifying the LSBs so that they represent a
sequence which contains one or more synchronization codes. Specifically, when we
select a frame for watermark insertion, and a scale factor LSB does not match (0
where a 1 is indicated, or a 1 instead of a 0), we decrement that scale factor and adjust
all the coefficients in the SFB accordingly. Although the watermark data can be dam-
aged, random flipping of scale factor LSB by an attacker will introduce perceptible
artifacts.

The marking sequence can be recovered by comparison to a reference or through
the use of synchronization codes. Note that if synchronization codes are used, the
watermark can be recovered in the compressed domain through a lightweight recov-
ery process. It can therefore be used for gating access to content. Although the at-
tacker can use the gating mechanism to probe for the watermark sites [5] and perhaps
damage the synchronization codes, damage to the codes will generally produce per-
ceptible artifacts.

3.6 Audio Results

To evaluate our audio watermarking algorithm we used AT&T’s implementation of
AAC. Watermark synchronization is indicated by the sequence comprising the LSB
of the first 44 decoded scale factors in a long block. When the value of the LSB of a
scale factor does not match the corresponding bit in the synchronization code then the
scale factor is decremented and the spectral coefficients adjusted accordingly, result-
ing in perceptually irrelevant overcoding of the associated spectral data.

The following table shows the cost of carrying watermark data inserted into every
frame of an AAC bitstream for a stereo signal sampled at 44.1 kHz and coded at 96
kbps. Cost is expressed as increase in bits per frame (21.3 ms of audio) and increase
in rate.

An important issue for any watermarking algorithm is the quality of the recon-
structed signal following an attack that obscures the watermark. We have simulated a
naïve attack on this marking algorithm by zeroing all scale factor LSB, and find that
this attack results in unacceptable distortion in the reconstructed audio signal.

Table 1. Increase in audio bit-rate.

increase in bits
(per marked frame)

increase in rate

Synchronization 5.2 0.25%
sync + 32 bits 9.0 0.44%
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3.7 Video Results

Our baseline system for video compression uses a rudimentary perceptual model. A
variance-based activity measure is used to select the quantization step-size for each
macroblock as in step 3 of the MPEG-2 TM5 rate control [14]. We generate I frames
every half second; all other frames are P frames. We inserted watermark data into
both I and P frames, and present results taken from an average over two different 10
second sequences.

The first 44 macroblocks of a frame are used for synchronization as described in
section 3.5. The next several macroblocks (100 or 600 in the Table, of 1320) of a
frame carry mark bits. For each macroblock, when the LSB of the step-size Qp does
not match, Qp is decremented. However, a dead-zone is applied to the original Qp to
ensure that zero coefficients remain zero.

We have simulated a naïve attack on this algorithm by zeroing all scale factor LSB,
and find that this attack results in a perceptible 1.6dB degradation in PSNR of the
reconstructed video signal.

Table 2. Increase in video bit-rate.

increase in bits
(per marked frame)

increase in rate

Synchronization 124 0.005%
sync + 100 bits 138 0.006%
sync + 600 bits 557 0.024%

3.8 Formatting Watermark Data

We said in section 3.4 that for transaction watermarking, the bits representing differ-
ently marked versions of the same content should have bitstreams which are either
nearly the same or as different as possible. We have developed a simple method for
formatting watermark data that is relatively resistant to XOR collusion attacks. ([4]
describes an algorithm with similar intent.) Although we are using this technique for
formatting watermark data for a semantic non-altering scheme, it is more generally
applicable.

We assume that the set identifying data (e.g. transaction identities), one datum of
which is to be formatted, can be put into a linear sequence. For example, we might
uniquely mark each transaction that occurs on 31 April 1998, so we wish to identify
Transaction 1, Transaction 2, and so on. Instead of representing the Nth transaction by
the ordinal N, we represent it by 2N-1. Assume that no further formatting of the mark
data has been performed. When an attacker bitwise XORs two copies of the same
content, the resulting sequence will indicate both the first transaction and the second.
If the attacker sets or clears the bits identified by the XOR operation, then the result-
ing mark is identical to one of the original marks. If the projected bits are randomized,
then the mark is invalid.

This exponential sequence is inadequate by itself as a hiding mechanism. What
needs to be protected from the attacker is the location of the transitions. This can be
accomplished by permuting the bits of the sequence, possibly after XORing them with
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a mask. The bits of the watermark sequence can also be interleaved with other data.
Finally, the watermark sequence can be redundantly inserted. These manipulations
hide the transition in the watermark sequence, so that the result of an XOR of two
bitstreams (which differ only in the sequences with which they are marked) appears as
a random jumble of 1s and 0s.

4 Conclusion

We have discussed threat models against IPP systems, including threats posed by the
existence of high-quality compression, and attacks against watermarking algorithms
in particular. We have identified three classes of watermark algorithms, distinguished
by the domains in which the watermark is inserted and the extent of integration with
the compression algorithm. We have reviewed suggested uses for watermarking and
find that a particular algorithm can be effective in some instances, ineffective in oth-
ers, and compromising in yet others. There is no panacea.

We describe what we believe is the first published example of a watermarking al-
gorithm that has been integrated with a perceptually based compression algorithm. It
has the desirable property that it can be recovered in the compressed domain with a
lightweight process. Although the watermark can be damaged, early work suggests
that such damage will introduce perceptible artifacts.

We have also described a method for mapping watermark data into a mark se-
quence that is relatively robust to XOR collusion attacks.
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Abstract. This paper2 presents a new approach for the secure and
robust copyright protection of digital images. A system for generating
digital watermarks and for trading watermarked images is described.
The system is based on a new watermarking technique, which is robust
against image transformation techniques such as compression, rotation,
translation, scaling and cropping. It uses modulation of the magnitude
components in Fourier space to embed a watermark and an accompany-
ing template and, during watermark extraction, reads a template in the
log polar transform of the frequency domain. The template is used for
analyzing scaling and rotation suffered by the watermarked stego-image.
The detection of the watermarks is also possible without any need for the
original cover-image. In addition, the system applies asymmetric cryp-
tographic protocols for different purposes, namely embedding/detecting
the watermark and transferring watermarked data. The public key tech-
nique is applied for the construction of a one-way watermark embedding
and the verification function to identify and prove the uniqueness of the
watermark. Legal dispute resolution is supported for the multiple wa-
termarking of a digital image without revealing the confidential keying
information.

1 Introduction

The current rapid development and deployment of new IT technologies for the
fast provision of commercial multimedia services has resulted in a strong de-
mand for reliable and secure copyright protection techniques for multimedia data.
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Copyright protection of digital images is defined as the process of proving the
intellectual property rights to a court of law against the unauthorized reproduc-
tion, processing, transformation or broadcasting of a digital image. Depending
on the law in various countries, this process may be based on a prior registration
of the copyright with a trusted third party. After successful registration, the
copyright ownership is legally bound by a copyright notice, which is required to
notify and prove copyright ownership.

Digital watermarking is a method for marking data sets, such as images,
sound or video. A stego data set consists of the original data, the cover data set
and a digital watermark that does not affect the data set’s usability but that can
be detected using dedicated analysis software or systems. Watermarking can, for
example, be used for marking authorship or ownership of a data set.

Quite a number of different approaches [1,2,4,5,6,11,14,15,18,19,20,21,23,24]
to digital watermarking have been proposed but only some of them implemented
in commercial products. Due to the very short time and minimal effort needed
for copying and distributing digital multimedia data, protection against copy-
right infringements is an important issue for the copyright owner and should
form an integral part of the exploitation process for Internet based trading ser-
vices. Today, the Internet community has not identified or accepted adequate
copyright protection techniques. This is in direct contrast to the provision of
secure transaction protocols, such as SSL [7].

2 State-of-the-Art

Digital watermarking can be seen as being fundamentally a problem in digital
communications [1]. Early methods of encoding watermarks consisted of no more
than incrementing an image component to encode a binary ’1’ and decrementing
to encode a ’0’ [2]. Tirkel et al. [20] and van Schyndel et al. [21] have applied the
properties of m−sequences to produce oblivious watermarks resistant to filtering,
cropping and reasonably robust to cryptographic attack. Matsui and Tanaka [11]
have applied linear predictive coding for watermarking. Their approach to hide a
watermark is to make the watermark resemble quantization noise. Tirkel and Os-
borne [20] were the first to note the applicability of spread spectrum techniques
to digital image watermarking. Spread spectrum has several advantageous fea-
tures. It offers cryptographic security (see [20]) and is capable of achieving error
free transmission of the watermark at the limits given by the maximum channel
capacity [18]. Fundamental information theoretic limits to reliable communica-
tion have been discussed by some authors (see [18]). The shorter is the payload
of a watermark, the better are the chances of it being communicated reliably.

Spread spectrum is an example of a symmetric key cryptosystem [19]. System
security is based on proprietary knowledge of the keys (or pseudo random seeds)
which are required to embed, extract or remove an image watermark. One pro-
vision in the use of a spread spectrum system is that it is important that the wa-
termarking be non-invertible because only in this way can true ownership of the
copyright material be resolved [4]. Ó Ruanaidh et al. [14] and Cox et al. [1] have



Secure Copyright Protection Techniques for Digital Images 171

developed perceptually adaptive transform domain methods for watermarking.
In contrast to previous approaches the emphasis was on embedding the water-
mark in the most significant components of an image. The general approach used
in these papers is to divide the image into blocks. Each block is mapped into the
transform domain using either the Discrete Cosine Transform (DCT) [16], the
Hadamard Transform [3] or the Daubechies Wavelet Transform [17]. Information
has been embedded using the DCT [15] or FFT magnitude and phase, wavelets
(see refs. of [15]), Linear Predictive Coding [11] and fractals [5]. J.-F. Delaigle
et al. [6] have applied signature labelling techniques for the copyright protection
of digital images.

The industrial importance of digital copyright protection has resulted in a
number of products, either based on specific watermark techniques or additional
registration services. They include the PictureMarc system by Digimarc, Sure-
Sign (former FBI’s Fingerprint) by HighWater Signum, IP2 system by Intellec-
tual Protocols, the Argent system by Digital Information Commodities Exchange
and the Tigermark system from NEC. Further some prototypes have been de-
veloped among which are the PixelTag system by the MIT Media Lab and the
SysCop system from Zhao and Koch of the Frauenhofer-Institut für Graphische
Datenverarbeitung [23,24]

3 Overview

We envision the watermark system operating an open environment like the In-
ternet with different interconnected computers. Users can be located anywhere
and can sell or buy images. If legal dispute resolution for multiple watermarks
is needed the Copyright Holder (H) sends copyright information and authentic
image information to the Copyright Certificate Center (C). After having received
a copyright certificate from C, the copyright holder can sell his digital images,
for example, via an image shopping mall, to an image buyer (B). The Public
Key Infrastructure (PKI) supports the distribution of authentic public keys be-
tween all parties which are needed for mutual authentication, non-repudiation
and confidentiality. The communication channels between the parties are shown
in Fig. 1.

Our approach enables the secure generation and transmission of watermarked
data using an asymmetric key pair like applied in public-key cryptography. The
cover data set is watermarked, while the watermark is encoded using one or both
of these keys. The resulting stego data set is then transmitted to a second party,
while the same keys are used for establishing a secure transmission between the
parties.

During the trading process, the involved parties use asymmetric key pairs
and a key agreement protocol for establishing a symmetric key between them.
The party creating the watermark can embed a private, a detection and a public
watermark in the data set. The public watermark can be detected by third parties
while the private and detection watermark can only be detected by the copyright
holder.
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Fig. 1. Communication channels between identified parties

After embedding the digital watermark into the image, the information de-
scribing it, such as the image identifier, a textual description and related in-
formation is transmitted authentically to a registration party that permanently
stores a record relating to this stego data set and issues a copyright certificate
which it stores and transmits to the copyright holder.

A template pattern is added to the Fourier transform of an image to be water-
marked. For checking the watermark, the Fourier transform of the stego-image is
calculated. From this Fourier transform, the log polar mapping transform is gen-
erated, which is then searched for the modulation pattern. Using the log polar
transform of the Fourier transform has the advantage that scaling and rotation
of the stego-image are expressed as translations. This allows an easy search for
rotation and scaling using cross-correlation techniques. The magnitude compo-
nents of the Fourier transform of each image block is modulated using the same
pattern in each block. This method provides robustness against cropping of the
stego-image because the magnitude spectrum is invariant to circular translations
(cyclic shifts) and cropping leads to a circular translation of the watermark in
each block.

4 Copyright Protection and Image Owner Authentication

Depending on the proof-level to be provided for copyright protection, our ap-
proach provides three increasing levels of reliability, namely: individual copy-
right protection, copyright protection with registered cryptographic keys and
copyright protection with C on the basis of registered cryptographic keys. The
present method is based on an image owner authentication technique, described
below, which embeds and detects the Image Authentication Data (IAD) as the
payload of a watermark. The applied image owner authentication technique is
based on a perceptually adaptive spread spectrum technique. This technique
provides a reliable means of embedding robust watermarks. Such a technique
will be discussed in section 5. In addition, spread spectrum is a form of sym-
metric cryptosystem. In order to embed or extract a watermark, it is necessary
to know the exact values of the seed used to produce pseudo random sequences
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used to encode a watermark. The seeds are considered to be cryptographic keys
for watermark generation and verification. System security is therefore based on
proprietary knowledge of private keys, which provide in addition the necessary
security parameters needed for a secure communication (mutual authentication,
integrity, confidentiality, non-repudiation) in the trading process of digital im-
ages. Because spread spectrum signals are statistically independent (and there-
fore virtually orthogonal), the present method and apparatus encodes more than
one watermark in an image at the same time, namely a private, a detection and
a public watermark.

The detection watermark is embedded under a fixed random seed which al-
lows H to efficiently search for his images on the Internet. The public watermark
indicates that the image is copyright material and provide information on true
ownership. At the same time there is a secure private watermark whose secrecy
depends on the private key of H. Since the public key of H is registered, H
can prove that he is the only person in the possession of the adequate private
key and therefore the generator of the private watermark. The system also pro-
vides the secure registration (mutual authentication, integrity, non-repudiation)
of watermark encoded images (data sets) at C. Derived data of the stego-image
is registered at C. A signed digital copyright certificate is generated by C and
transmitted to H. If an unauthorized third party has also encoded watermarks
in the same image, conflicting claims in copyright disputes can be resolved, as
only one of the two parties has a copyright certificate for the image containing
only its watermark. The other party, who redistributed the original watermarked
image, has only a certificate on the image where both watermarks are embedded
and thus can be identified as the cheating party.

Watermark protection with registered cryptographic keys and C based copy-
right protection are based on a PKI. The PKI issues on request public key
certificates such as X.509 certificates, containing the public key of the party, its
distinguished name and a time stamp. Every certificate is signed with the PKI’s
private key and trust is built on the validity of the authentic copy of the PKI’s
public key (we assume that the public key of the PKI is accessible, authentically
distributed and verifiable by every party).

4.1 Cryptographic Mechanisms

The following cryptographic mechanisms are used in the description [12]:

– A probabilistic digital signature scheme (G,S,V), with key generation al-
gorithm G, signature algorithm S and verification algorithm V . The key
generation algorithms G returns a key pair (xZ , yZ) for entity Z. Signature
generation for a message m is described as σ := S(xZ , m) and the verification
of this signature by V(yZ , m, σ) ∈ {true, false}.

– AKAP(A, B, KAB, xA, yA, xB, yB): Asymmetric key agreement protocol (e.g.
[9]) with entity A’s keypair (xA, yA), entity B’s keypair (xB, yB), between
the entities A and B. After the protocol, the two entities have agreed on a
symmetric key KAB.
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– OIAE(X, Y, CI, SI): Oblivious image owner authentication embedding al-
gorithm with seed X, payload Y, cover-image CI and resulting stego-image
SI.

– OIAV(X, SI, Y): Oblivious image owner authentication detection algorithm
with seed X, stego-image SI and the resulting payload Y.

– h1, h2: collision resistant hash functions with a hash value of appropriate
length.

4.2 Individual Copyright Protection

During individual copyright protection only the copyright holder H with distin-
guished nameH and asymmetric key pair (xH , yH) is involved. The following
steps are applied:

1. H retrieves the cover-image CI, generates a unique image identifier IDI :=
h1(nameH) || SNI , where SNI is an image serial number and stores IDI .

2. Embedding of private watermark:

(a) H generates the stego-image SI0 applying the transformation
OIAE(h2(σ), IDI , CI, SI0), where CI denotes the cover-image, SI0 de-
notes the resulting stego-image and σ := S(xH , IDI).

(b) H stores σ together with CI in a protected database.

3. Embedding of detection watermark:
H generates OIAE(h2(xH), SNI || SNI , SI0, SI∗). The key xH could also
be replaced by a random secret key kH , which is used for every embedding
and securely stored in a database.

4. Embedding of public watermark:
(a) H generates a public IADI := “Copyright by” || CDSig || “All Rights

Reserved” applying CDSig := S3(xH , Initials || year).
(b) H partitions IADI into blocks BLi, 1 ≤ i ≤ P of length 128 bits4.
(c) H generates the stego-image SI applying for every i, 1 ≤ i ≤ P , the trans-

formation OIAE(h2(yH || i || yH), BLi, CIi, SIi), where CIi := SIi−1

is the cover-image (stego-image from the previous iteration), CI1 = SI∗

and SIi is resulting stego-image after iteration i.
The resulting stego-image is SI := SIP .

5. H stores SI and might generate a signed copyright certificate SigSI :=
S(xH , SI || TS) where TS is a time stamp.

Cryptographic Properties Besides the robustness of the watermarks against
various image transformations, which is discussed in section 5.4, the embedding
of the private watermark offers useful cryptographic properties:

3 A signature scheme with message recovery is used here.
4 This is the maximum length of a payload that can be robustly embedded by the

spread spectrum technique.
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– The seed for embedding the private watermark is probabilistic, as it depends
on the output of a probabilistic signature scheme. Thus even if the private
watermark in one image is detected this doesn’t allow an attacker to find
the private watermarks in other protected images.

– The seed for embedding is image-dependent. Thus an attacker who knows a
valid image ID can’t embed this using a different seed, as this wouldn’t fit
with the recovered ID from the signature with message used to generate the
seed. The same is true for an attacker who knows a valid signed seed and
wants to use this to embed his own image ID.

– The private watermark offers non-repudiation, as it can only be generated by
the copyright holder, who knows the corresponding private key. This allows
the proof of ownership to a judge.

– The signature σ remains secret until H has to prove his ownership to a court.
Even in this case, he doesn’t have to reveal a secret to the court, which would
enable it to generate valid private watermarks instead of H afterwards.

– The payload is very short. One could think of embedding the signed image ID
using a random seed instead of the described method. This leads to a longer
message, which is not as robust as the chosen one, if we assume that the image
ID consists of, for example, 12 bytes. The shortest known signature schemes
with message recovery already produce a signature 20 bytes long [13,8], i.e.
their output is 80% longer than our payload.

4.3 Trading of Digital Images

The copyright holder H and the image buyer B with distinguished nameB are
involved in the trading of digital images. Suppose (xH , yH) is the asymmetric
key pair of H and (xB , yB) is the asymmetric key pair of B. Suppose H has an
authentic copy of yB and B has an authentic copy of yH before they start any
communication. The following steps are applied during the trading of digital
images:

1. H and B execute AKAP (H, B, KHB , xH , yH , xB, yB) for the generation of a
shared symmetric session key KHB .

2. B generates the Trading Request Envelope TRE :=< TD || SigTD >,
with transmission data TD := {IDI || ExpT ime || nameB || nameH} and
SigTD := S(xB , h2(TD)). ExpT ime is the expiry time of the TRE, which
avoids later replay of the same envelope. B transmits TRE to H.

3. H receives TRE and verifies TD, applying V(yB, h2(TD), SigTD) ?= true
where TD := IDI || ExpT ime || nameB || nameH . If TD has been success-
fully verified the next step is executed. In any other case, the processing and
communication between H and B is stopped.

4. If the verification was successful, H retrieves with IDI the corresponding
stego-image SI and generates the Trading reSponse Envelope TSE :=< TD
|| SigTD >, with TD := KHB [SI] || ExpT ime || nameH || nameB and
SigTD := S(xH , h2(TD)). H transmits TSE to B.
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5. B receives TSE and verifies TD by applying V(yH , h2(TD), SigTD) ?= true,
where TD := KHB[SI] || ExpT ime || nameH || nameB. If the verification
is true, then TD has been successfully verified.
B then deciphers KHB[SI] and checks IAD applying for every i, 1 ≤ i ≤ P ,
the following transformation: OIAV (h2(yH || h2(i) || yH), SI, PLi), where
SIi denotes the stego-image and PLi the detected payload of the i-th public
watermark. (If P is not known, the procedure is iterated until no more public
watermarks can be detected).
IADI is then generated by concatenating PLi, i.e. IADI := PL1 || . . . ||
PLN , 1 ≤ i ≤ P . IADI should be of the format “Copyright by” || CDSig ||
“All Rights Reserved”. The message Initials || year is recovered from CDSig

and the signature is verified applying V(yH , Initials || year, CDSig) ?= true.
If the verification is correct, B has verified H as the copyright holder.

Remark
In the case of a legal copyright dispute, H can retrieve IADI and construct the
corresponding unique image IDI . Since the generation of the same asymmetric
key pair by two distinguished entities is very unlikely, the construction of the
unique image IDI provides a high level of proof against copyright infringement.
In the case of watermark protection with registered keys, the generation of the
same asymmetric key pair by two distinguished entities can be prevented.

4.4 Copyright Protection with Registered Keys

Copyright protection with registered cryptographic keys needs three parties,
namely H with nameH , B with nameB and the PKI with nameI . Suppose
(xH , yH), (xB , yB), (xI , yI) are the unique key pairs of H, B and I respectively.
Suppose, H has an authentic and actual copy of CertB which signature was
verified with the authentic copy of yI and B has an authentic and actual copy
of CertH which signature was verified with the authentic copy of yI . Then the
same steps as for the individual watermark protection are applied.
Remark:
Since the generated asymmetric key pairs are unique, H can be uniquely iden-
tified if no additional watermarks by unauthorized persons have been encoded
into a given SI. The C based watermark protection described below provides
the necessary countermeasures to prevent this threat.

4.5 Copyright Protection with a Copyright Center

The system for copyright protection with Copyright Center has four participants,
namely H with nameH , B with nameB, the PKI with nameI and C with nameC .
Suppose (xH , yH), (xB , yB), (xI , yI) and (xC , yC) are the unique key pairs of H,
B, I and C, respectively. H has an authentic copy of CertB and CertC whose
signatures were verified with the authentic copy of yI , B has an authentic copy
of CertH and CertC whose signatures were verified with the authentic copy of
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yI and C has an authentic copy of CertH and CertB whose signatures were
verified with the authentic copy of yI . The following steps are applied:

1. Steps 1-4 of the individual watermark protection protocol are applied, where
the unique image IDI is computed as IDI := h1(nameH || nameC) || SNI .

2. H generates a thumbnail Thumb from SI and stores it together with the
stego-image SI.

3. H and C execute the following steps for the secure registration and the
generation of copyright certificates:
(a) H generates the Copyright Request Data CRD := {h2(SI) || h2(Thumb)
|| IDI} and the Copyright Request Envelope CRE :=< TD || SigTD >,
with TD := {CRD || ExpT ime || nameH || nameC} and SigTD :=
S(xH , h2(TD)). H transmits CRE to C.

(b) C receives CRE and verifies it. For this, C requests the certificate CertH
that belongs to nameH in CRE and obtains the authentic public key yH .
C checks the signature on TD by applying V(yH , h2(TD), SigTD) ?=
true, where TD = {CRD || ExpT ime || nameH || nameC}. Then C
checks the semantical correctness of TD. If all verifications are passed,
then CRE has been successfully verified and the next step is executed.

(c) C generates the digital Copyright Certificate by executing SigCCD :=
S(xC , CCD), with CCD := {nameC || nameH || SN || IDI || h2(SI) ||
h2(Thumb) || UCCN} and UCCN := “Copyright” || year || nameH ||
“All rights reserved”. C stores the copyright certificate CC := CCD ||
SigCCD together with h2(Thumb) in its database, generates the Copy-
right Certificate Envelope CCE :=< TD || SigTD >, with TD := {CC
|| ExpT ime || nameC || nameH} and SigTD := S(xC , TD) and trans-
mits it to H.

(d) H receives CCE and verifies it by requesting the certificate CertC that
belongs to nameC in CCE. H obtains the authentic public key yC which
he uses to check SigTD on TD by applying V(yC , h2(TD), SigTD) ?=
true, where TD := {CC || ExpT ime || nameC ||nameH}. H checks the
semantic correctness of TD and if all verifications are correct then H
stores CC in its database.

4. H and B might execute the image trading protocol described in section 4.3

Remark
B may check the copyright certificate requesting C to transfer an authentic copy
of the copyright certificate for a given image identifier IDI . Except the data
transfer, the applied protocol is similar to the one described above. If B would
like to transfer a specific copyright of a CI to another legal party, he may initiate
a copyright revocation request with C. The different phases of this request are
analogous to the copyright request.
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5 Oblivious Image Owner Authentication

The watermarking technique comprises the following components:

1. An error-control coding technique for the payload to be transmitted in the
watermark.

2. An encoding technique to encode the resulting message.
3. A reliable method for embedding the encoded message in the image without

introducing visible artefacts.

Components 1 and 2 apply to embed watermarks in any type of data while
component 3 is specific to the embedding of watermarks in images.

5.1 Error Control Coding

Error control coding is applied to the message prior to encoding. Symbol based
Reed Solomon (RS) codes are applied for this purpose. The advantages are the
following:

– RS codes correct symbol errors rather than bit errors and
– RS codes can correct erasures as well as errors.

Erasures can be factored out of the key equation, which means that “erased”
symbols can be ignored. They do not play any role in the error control mecha-
nism. In a sense, an erasure is useless redundancy. Being able to discard erased
symbols has two advantages:

– If the posterior probability of a received symbol is low, it may be ignored.
– RS codes only come in standard sizes. For example a 255 x 8 bit code is

common. Most commonly used RS error control codes appear to be too
large to be used in watermarking. However, it is possible to make almost
any RS code fit a watermarking application by judiciously selecting symbols
as being erased (because they were never embedded in the image in the first
place).

5.2 Encoding the Message

During encoding, the message to be transmitted in the watermark is transformed
into a form suitable for use in the modulation of image components. At the same
time, it is encrypted using a suitable key.

One can easily combine spread spectrum based watermarking with the cryp-
tographic key distribution techniques described earlier. The encoding procedure
has access to the cryptographic keys xH and yH (or their hash values), which are
used to generate the seeds for the pseudo-random sequences as described below.
Knowledge of the corresponding key is required for recovering the message from
the watermark.

A watermark can be embedded or extracted by the key owner using the
same key. From the point of view of embedding watermarks in images given the
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cryptographic keys the sequences themselves can be generated. A good spread
spectrum sequence is one which combines desirable statistical properties such as
uniformly low cross correlation with cryptographic security.

Suppose we are given a message M (for example, that was provided with
error coding). The message has the binary form b1b2 . . . bL, where bi are its bits.
This can be written in the form of a set of symbols s1s2 . . . sM – most generally
by a change in a number base from 2 to B. The next stage is to encode each
symbol si in the form of a pseudo random vector of length N , wherein each
element of this vector either takes the value 0 or 1. N is, for example, in the
order of 1000 to 10000 (typically in the order of 10% of the total number of
image coefficients (Fourier components) that can, theoretically, be modulated).

To encode the first symbol a pseudo random sequence v of length N + B− 1
is generated. To encode a symbol of values where 0 < s < B the elements
vs, vs+1 . . . vs+N−1 are extracted as a vector r1 of length N . For the next sym-
bol another independent pseudo random sequence is generated and the symbol
encoded as a random vector r2. Each successive symbol is encoded in the same
way. Alternatively, one can use any the N cyclic shifts of the pseudo random
sequence v. Note that even if the same symbol occurs in different positions in the
sequence, no collision is possible because the random sequences used to encode
them are different — in fact they are statistically independent. Finally the entire
sequence of symbols is encoded as the summation: m =

∑
i=1..M ri

The pseudo-random vector m has N elements, each varying between 0 and
M . In a next step, the elements of m are offset to make their mean zero. When de-
coding the watermark, a vector m′ (read-out message) is derived from the stego-
image. In oblivious watermarking, m′ corresponds to the modulated Fourier
coefficients. Due to distortions suffered by the stego-image due to image pro-
cessing, in general m′ will not be equal to but will be “statistically similar”
to m. To decode s from m′, the elements of m′ are first offset to make their
mean zero. Then, starting from the (known) seed, the first random sequence
v of length N + B − 1 is generated and the correlation of v with m′ is calcu-
lated. The peak of the correlation indicates the offset s1 in the random sequence
that was used for generating r1. Then, the next random sequence v is generated
and cross-correlated with m′ to retrieve s2, etc. Reliable communications of the
system are best accommodated by using m−sequences that possess minimum
cross correlation with each other. This is the same as maximizing the Euclidean
distance between vectors v1, v2, v3 . . .. If M is sufficiently large, the statistical
distribution of the message m should approach a Gaussian distribution (accord-
ing to the Central Limit Theorem). A Gaussian distributed watermark has the
advantage that it is somewhat more difficult to detect. The variance increases
with order M1/2; in other words, the expected peak excursion of the sequence
is only order M1/2.

5.3 Oblivious Image Authentication Algorithm

In this section, we describe how to embed the encoded message m in the image
in the form of a watermark. The method is designed for robustness to operations
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generally applied to images such as translation, cropping, rotating and scaling.
(The method is not designed for other types of data such as sound or text.) In
order to achieve robustness against circular translation, each image block is first
subjected to a Fourier transform and the same watermark is embedded in each
block so the watermark tiles the entire image. Then, message m modulates the
Fourier components. In addition to this, a template is embedded in the image,
which can be used for detecting a rotation and scaling of the image when reading
the watermark. Given a cover image the steps for embedding a watermark in the
image are as follows:

1. If the image is a colour image, then compute the luminance component (for
example, by simply replacing each pixel by g/2+ r/3+ b/6, where g, r and b
are its green, red and blue components) and use these values for the following
calculations.

2. Divide the image into adjacent blocks of size 128 ×128 pixels.
3. Map the image luminance levels (or grey levels for a black and white image)

to a perceptually “flat” domain by replacing them with their logarithm. The
logarithm is a good choice because it corresponds to the Weber-Fechner law
which describes the response of the human visual system to changes of lumi-
nance. This step ensures that the intensity of the watermark is diminished
in the darker regions of the image where it would otherwise be visible.

4. Compute the FFT (Fast Fourier Transform) of each block. From the real
and imaginary components obtained in this way, calculate the corresponding
magnitude and phase components. The magnitude components are transla-
tion invariant and will therefore be used in the following modulation steps.
(However, it is possible to derive translation invariants from the phase spec-
trum as well, which could also be modulated).

5. Select the magnitude components to be modulated. To encode a message
m of length N , a total number of N components are modulated. In non-
oblivious watermarking, any components can be modulated. For oblivious
watermarking, because of the interference of the cover-image with the wa-
termark, the largest magnitude components are avoided and only a band of
frequencies are used. These mid band frequencies are chosen because they
generally give a good compromise between robustness and visibility of the
watermark. There are two methods for selecting the components to be mod-
ulated:
– The selection of the components to be modulated does not depend on the

given image. Rather, the same components are selected for every image.
The author as well as the reader of the watermark know the positions of
the components to be selected in advance.

– The largest components (inside the allowable frequency range) are used
for modulation using a perceptually adaptive approach.

6. Add a template by a second modulation of the magnitude components. This
is described in more detail below.

7. Compute the inverse FFT using the phase components and the modulated
magnitude components.
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8. Compute the inverse of the perceptual mapping function of step 3. For
Weber-Fechner law mapping, the inverse function is an exponential.

9. Replace each watermarked block in the image to obtain the stego-image.
10. If the image is a colour image, then re-scale the red, green and blue com-

ponents by the relative change in luminance introduced by embedding a
watermark. Typically, the red, green and blue pixels occupy a byte each in
program memory. If overflow or underflow occurs then the pixel is set to the
upper bound 255 or lower bound 0 respectively.

When selecting the components to be modulated, care must be taken to pre-
serve the symmetry imposed on the Fourier components F (k1, k2) by the fact
that the image block is real valued: F (k1, k2) = F ∗(N1 − k1, N2 − k2), where
N1, N2 designate the size of the image block. Once the magnitude components
(M1, ...MN ) to be modulated are chosen, the corresponding value mi of message
m is added to or subtracted from the corresponding selected magnitude compo-
nent Mi. Addition is applied, if the difference between the corresponding phase
component Pi and a “reference phase” is between 0 and π. Subtraction is applied
if the difference is between π and 2π. Note that the reference phase for each wa-
termark component should be the same for each block. This provides robustness
against translation and cropping (see below). Before adding/subtracting the val-
ues mi to/from Mi, the vector m can be scaled to adjust the magnitude of its
elements to those of the components Mi. Generally, the elements mi should be in
the same order of magnitude as the components Mi. The depth of modulation or
amplitude of the embedded signal should depend on the objective measure of the
perceptual significance. The lower the perceptual significance, the higher should
be the amplitude of the watermark. However, for simplicity, the amplitude for
all components is usually kept constant.

Template As mentioned above, a template is added to the image in step 6. The
following steps have to be executed:

1. Apply a log-polar map to the magnitude components, i.e. transform them
into a polar coordinate system (Θ, log−r) with an angular and a logarithmic
radius axis respectively. In this representation, a scaling of the image leads
to an offset of the components along the log − r axis. A rotation of the
image leads to an offset along the Θ axis. Preferably, low pass filtering is
used for interpolating the frequency space components during this mapping.
The magnitude components belonging to very low or high frequencies are
not mapped. The following modulation is only applied to components in
midband frequency range.

2. Select the magnitude components in the log-polar coordinate system to be
modulated. Typically, as few as 10 components can be modulated. The pat-
tern T formed by the selected components in log polar space should be such
that its auto-correlation under translation is weak. There should be as little
ambiguity as possible in matching the shifted stego-image with the template.
For this purpose, the indices of the selected components should be co-prime
or at least be derived from a two-dimensional random sequence.
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3. Map the modulated points by a change of coordinates back into frequency
space. The pattern T formed by the selected components in log polar space
is predefined and known to the reader of the watermark. It must be noted
that the calculation of the log-polar transform is not required for embedding
the template. The pattern T of the components to be modulated in log-polar
space can be mapped back to the corresponding components in frequency
space.

As will be explained below, the template is not required for non-oblivious
watermarking (since the original image can be used as the ”template, in other
words, the stego-image can be registered with the original image). Also if the
image is a colour image then the luminance image is used during the following
operations:

1. Divide the image into adjacent blocks of size 128×128.
2. Map the image luminance levels (or gray levels) to the perceptually “flat”

domain by replacing them with their logarithm.
3. For each block compute the FFT.
4. Determine the rotation and scaling that the image suffered by finding the

template in log-polar space and compensate for the rotation and scale.
5. Read the modulated components to generate message m′.
6. Once that the message m’ is recovered, it is demodulated and error corrected

using the methods described earlier.

Finding the template
The steps for finding the template are as follows:

1. Apply a log-polar mapping to the magnitude components of the Fourier
transform. The magnitude components in the very low or high frequency
range are not mapped. The log-polar mapping is only applied to components
in midband frequency range.

2. For oblivious watermarking, calculate the normalized cross correlation of the
components in log-polar space with the template pattern T that was used for
generating the template in step 6 and find the point of best correlation. If the
image has neither been rotated or scaled, this point is at origin. Scaling leads
to a corresponding offset along the log − r axis, rotation to a corresponding
offset along the Θ axis.

3. For non-oblivious watermarking, the log polar transform of the Fourier com-
ponents of the cover-image can be used instead of template pattern T for
retrieving scaling and rotation. The cross correlation can be calculated effi-
ciently using conventional Fourier techniques.

5.4 Properties of the Watermark

In the following, some of the properties of the watermark generated using the
steps described above are discussed.
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Robustness to Cropping One feature of translation invariants developed us-
ing the Fourier transform is that they are invariant to circular translations (or
cyclic shifts). This is used to construct watermarks that are invariant to cropping.
As mentioned above, the image is split into blocks and the watermark is applied
to each block. In other words, the same modulation pattern is applied to the
Fourier components of each block, wherein the modulation pattern is given by
the corresponding encoded messages m. Suppose that the watermark in a stan-
dard size block will be of the form: T = [AB; CD] where the submatrices A, B, C
and D are of arbitrary size. A circular translation of such a watermark is of the
form: S = [DC; BA]. The original stego-image is tiled with watermarks in the
pattern [TTTT ; TTTT ; TTTT ]. A little thought demonstrates that a cropped
section of the matrix will carry a watermark in the form [SSSS; SSSS; SSSS].
When reading the watermark of the cropped image, each block carries the water-
mark S. Since S is a circular transform of T , it can be read directly in the Fourier
domain using the steps outlined above. Note, however, that the cover-image is
not tiled, only the watermark is. Therefore, while cropping merely induces a
circular translation of the watermark in each block, the change of image in each
block is not a circular translation.

The optimum size of block depends on a number of different factors. A size
that is a power of two is useful because the FFT can be used. The block size also
must be small enough to withstand cropping but large enough to comfortably
contain a watermark. Heuristically, the best compromise for block size is 128.

Robustness to Scaling and Rotation As mentioned earlier, reading the tem-
plate in log-polar space allows to detect and measure any scaling and/or rotation
that was applied to the image. This information can then be used for reading the
watermark. Since the reader knows the pattern that was used for modulating the
magnitude components, he can identify the modulated components in the scaled
and rotated image and extract the message m′. Note that the apparatus does
not explicitly use a rotation and scale invariant watermark but instead searches
the parameter space of rotations and scales. Since searching the space of rotation
and scales in the frequency or space domain is quite complicated, the log-polar
map is used to map these parameters to Cartesian coordinates where searching
can be carried out using efficient correlation techniques.

Robustness to Translations: By translation, we mean zero padding of the
image such as would occur if an image were placed on a scanner and scanned. In
this case the effect on the watermark blocks may be understood in terms of simple
signal and image processing theory. Effectively, zero padding is a multiplication
by a rectangular window function in the spatial domain. In the frequency domain
this approximates to a convolution with a cardinal sine function. Generally, this
blurring of frequency space is not severe. If more than about one third of an
watermark block is present the watermark can still be decoded.
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Robustness to Compression The watermark is also resistant to compres-
sion. It is well known that transform based image compression techniques favour
low frequencies in the sense that low frequency content in the original image is
better preserved in the compressed image. For this reason, it would seem that
a low frequency watermark would be better. However, as mentioned earlier in
oblivious watermarking it is necessary to avoid low frequencies for embedding in-
formation because the image interferes with the watermark at those frequencies.
Fortunately, a compromise is possible: judicious selection of a band of frequen-
cies leads to a watermark that is both oblivious and is sufficiently resistant to
lossy image compression. One helpful factor is that there are relatively few low
frequency components in which to embed a spread spectrum signal. Using mid-
band frequencies actually improves the robustness of the mark because of the
increased redundancy of the encoding of the payload.

Fig. 2 shows an image that was quite strongly watermarked using the tech-
niques described in this paper. Fig. 3 shows this image after JPEG compression
was applied at 15% quality factor where it is found that that the storage required
is less than 1% of that needed for the original image. Not surprisingly, the qual-
ity is very low and the image is of little commercial use. A 104 bit watermark
“The watermark” (in ASCII code) can be recovered from the JPEG compressed
image.

Fig. 2. A watermarked image of Lena
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Fig. 3. A watermarked image of Lena compressed at 15% quality factor. The
compression ratio is 100:1

Robustness to Other Attacks Specialised watermark removal algorithms
have been proposed in the literature. StirMark [10] uses both contrast based
attacks and geometric attacks. The geometric attacks are not directly addressed
using the method proposed in this paper. However, we can give one good example
of the robustness of the spread spectrum watermark described in this paper to
a contrast based attack. The results are as follows:

– Operation: stirmark -i0 -o0 -d128 :
• decoded watermark: ”The watermark”,
• agreement with original = 100.00 percent.

Operation: stirmark -i0 -o0 -d256 :
• decoded watermark: ”The wAtereak”,
• agreement with original = 96.15 percent.

The stirmark distorted image is shown in Fig. 4. It has obviously been very
severely distorted. It was even surprising to the authors that this distortion only
destroyed 4% of the bits of the watermark. Other attacks such as UnZign [22]
have no effect on the mark.

Robustness of the Template Pattern The template pattern is essential to
determine the rotation and scaling of the image. Thus its robustness is highly
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Fig. 4. The watermarked image of Lena after being attacked using “StirMark”

important. There is a good case for arguing that the template is somewhat more
robust than the watermark. The reason for this is, that the template actually
has to carry less information than the watermark. For example, suppose it is
only possible to recover the watermark if the rotation angle and scaling factor
recovered using the template are both 99.9% accurate. To give 99.9% accuracy
one needs log2 (1000) ≈ 9 bit. Specifying both the angle and the scaling factor
therefore needs around 18 bit which is considerably less than the amount of
information contained in a typical watermark (about 128 bit).

Redundancy The watermark is embedded in blocks of a fixed size with exactly
the same watermark embedded in each block. This means that the watermark
can be recovered from a single block only. However the chance of extracting the
watermark correctly increases if one has more than one block. Therefore, the
reliability of watermark extraction increases with the size of image, as one might
expect.

6 Conclusions and Future Work

We have presented a new approach for the copyright protection of digital images.
This approach is based on asymmetric cryptographic protocols and techniques.
In contrast to any other scheme, the combination of a spread spectrum based
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technique in conjunction with an asymmetric cryptographic technique allows
the construction of a one-way function, since only H is able to verify the private
watermark. In addition, he may prove that he has the adequate key by verifying
the signature of the seed for the payload data. Even if the different phases
of the approach are known in the public, the security of our approach is not
compromised. Compared to other approaches, the following new properties have
been identified:

1. Different security services for the communication, such as mutual authen-
tication, integrity, confidentiality and non-repudiation are supported along
with the protection against copyright infringement by the system with one
asymmetric cryptographic key pair.

2. The present technique enables a strong binding relation between the image
ID, the image and H if H registers his copyright at C. If an image is water-
marked later by an unauthorized person, the time stamp in the copyright
certificates resolves the copyright ownership.

3. H does not have to reveal his private cryptographic key if ownership verifi-
cation has to be applied by a different legal party.

4. The present technique supports the transferral of copyrights. If a copyright
is transferred to another legal party, corresponding copyright revocation cer-
tificates may be generated.

5. Digital signatures are used for the security of the communication between
different parties and for the authenticity of the data embedded in a public
watermark of an image. No signature labelling techniques of the complete
image are applied by the system.

6. Circular translation invariants are used as a means of constructing digital
watermarks that are invariant to cropping.

7. In contrast to some known techniques, the system does not require a database
of watermarks since only the keys are required to embed or extract a water-
mark.

8. Information is retrieved from the log polar domain of the Fourier trans-
form. Frequency components are modulated which are oblivious to the cover-
image but which also have the property that they form an unambiguous
non-repeated pattern in log-polar space. They are used for determining the
degree of rotation and scaling suffered by a stego-image in the absence of the
cover-image. Co-prime frequencies are useful for generating such a pattern
or template. Uniform random sampling of log polar space is another method
that can be applied.

To demonstrate the feasibility of the approach, a Java/C++ based copyright
protection and authentication environment for digital images has been imple-
mented. An example of this copyright protection environment in action is shown
in Fig. 5. The PKI, H, C and B application processes all implement a Graphical
User Interface and a server, supporting both console users and other requests
through a socket interface.

The approach presented for the copyright protection of digital images can
also be extended to other data such as video, audio and binary data. We are
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Fig. 5. The watermarked image of Lena being registered for copyright protection
using a Java console

actually investigating new spread spectrum techniques for the watermarking of
audio and binary data.
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A Glossary

Some key terms used in the description of the digital copyright protection scheme
are explained here.

Image An image in either digital or physical form. It may constitute a still image or a
video frame. It can also refer to other types of data, such as video and audio data.

Signal A signal in either digital or physical form. It may refer to one dimensional or
multidimensional signals such as image and video signals.

Image Copyright Holder (H) A party (or a process acting on behalf of it) “own-
ing” a digital image. This is the party that generates the watermarks.

Image Buyer (B) A party (or a process acting on behalf it) which obtains (e.g. by
purchase) via electronic means a specific image from H.

Image Authentication Data (IAD) The authentication data used in the image
authentication process.

Stego-image Implies that an image or data is marked (i.e. it has an IAD embedded
in it). The stego-image is also referred to as the stego data set.

Cover-image Implies that an image or data is unmarked (i.e. it has no IAD embedded
in it). The cover-image is also referred to as the cover data set.

Watermark The form the IAD takes when it is suitable for embedding in a signal.
Image Copyright Certificate Center (C) An organization (or a process which acts

on behalf it) which registers ownership for a specific image. Successful registration
is based on a verification procedure such as checking the name and postal address
of H, information how ownership was acquired, the title of the image, a description
of the type of image (artistic, literary, musical, dramatic) and date and place of
first publication. After registration a digital copyright certificate is generated.

Digital copyright certificate Digital copyright data which comprise the copyright
certificate data and a digital signature.

Public watermark A watermark that can be detected using a publicly available key.
Detection watermark An image independent watermark that can be detected using

a secret key.
Private watermark An image dependent watermark that can only be detected using

a private key. It is not possible for an unauthorized third party to overwrite or
delete the private watermark without the cryptographic secret keying information.

Payload The core of the hidden Image Authentication Data in bit form without error
control coding applied.

Image ID The unique image ID is represented by an 8 byte hash determining H and
C, followed by 4 bytes assigned by H for unique identification of each of his images.

Oblivious A watermarking technique which does not require the cover-image for ex-
tracting the mark. In other words, only the stego image is required to extract the
mark when using an oblivious marking scheme.

Template A hidden message encoded in the image. By detecting the template, the
scaling (zooming) and rotation suffered by a stego-image can be determined.
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Abstract. In this paper a general model of a watermarking system for
copyright protection of outputs from an arbitrary source is presented.
This model is proposed as a framework for an information-theoretical
analysis of watermarking schemes. The main elements which comprise
such schemes are described, performance measures are defined and im-
portant issues such as imperceptibility, robustness and cryptographic
security are discussed. The application of concepts such as channel ca-
pacity, authentication and secrecy in the context of watermarking is also
discussed. As a particular case, a spatial-domain image watermarking
system based on direct sequence spread spectrum modulation techniques
is described. Special enphasis is placed in discussing the analogies and
differences between spread spectrum communication systems and water-
marking applications.

1 Introduction

One of the main impediments to a widespread use of digital communication
networks such as Internet for commercial distribution of information in digital
format is the ease of replication, manipulation and misuse of digital data that
current technologies offer at fairly low cost. Digital watermarking techniques are
promising schemes that can be applied to enforce ownership rights.

Previous research on copyright protection of still images has resulted in the
appearance of several methods based on watermarking. Some of these methods
perform the watermarking process in the spatial domain using spread spectrum
techniques [1,2] and others operate ont he DCT domain of the whole image [3]
or in a block basis [1,2,4,5]. The spread spectrum techniques have been applied
without considering important differences between communication systems and
watermarking schemes. One of the main goals of this paper is to discuss these
differences.

This paper is organized in two parts. In the first part (Sect. 2), we propose
a general model of a watermarking system, analyze its main components, de-
fine performance measures and discuss issues and limits in performance from an
information-theoretical point of view. Some of the proposed performance mea-
sures have not been considered in the existing literature. In the second part
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(Sects. 3 and 4) we describe a spatial domain watermarking system based on
spread spectrum techniques. The main goal of this part is to compare the wa-
termarking system with the framework defined in section 2 and to describe each
element establishing analogies and differences with respect to a classical spread
spectrum communication system.

2 A General Watermarking System

In this section we present a general model of a watermarking system applied
to copyright protection of outputs from an arbitrary information source. The
purpose of a watermarking system is to provide a means to enforce authorship
of multimedia information by introducing imperceptible alterations into a source
output in a secret fashion in such a way that those alterations encode copyright
information and using a properly designed verification test the authorship can
be verified. Secrecy is provided by a key only known to the copyright owner. In
this paper we will assume that a symmetric key scheme is used, i.e. the secret
key is necessary in the copyright verification test. We will also assume that the
original source output is not available in the verification test. A watermarking
system contemplating this possibility is more flexible since the verification can
be performed without exposing the original work.

2.1 Definitions

Let X be the output of a source with alphabet X (see Fig. 1) and W be a message
in a discrete alphabet W = {1, . . . , M}. For simplicity, we will assume in the
sequel that X is a discrete alphabet, and the source output follows a discrete
distribution pX . Let S ∈ {0, 1} be a random variable which indicates whether X
will be watermarked. This variable is introduced in the model only to provide
the possibility of expressing mathematically the existence or non-exsistence of a
watermark in a simple way. Let K be a secret key defined on a discrete alphabet
K.

fS
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K
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Y Z

Fig. 1. General model of a watermarking system.
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When S = 1, the source output X is transformed into a watermarked version
Y using a watermarking function f1 : X ×W × K → Y, where Y is the output
alphabet of the watermarking function. When S = 0, the source output X is
transformed using a function f0 : X → Y. The output of the watermarking
function f1 depends on the value of K, a secret key which uniquely identifies the
copyright owner.

The watermarked version Y then passes through a noisy channel and is trans-
formed into Z ∈ Y. This channel models both unintentional distortions suffered
by Y and attacks aimed at deleting or corrupting the watermark information.
In both cases we assume that the secret key is not known, so the noisy channel
can be defined by the distribution pZ|Y (z | y) which is independent of K.

Finally, Z is processed to obtain a point X̂ ∈ X which will be used by the
recipient instead of X . There are two tests that can serve to verify the ownership
of Z: the watermark detection test and the watermark decoding test. We assume
that the original source output X is not available in any of the verification tests.
The watermark detection test is modeled by a function q : Y ×K → {0, 1} used
to obtain an estimate Ŝ of S, in other words, to decide whether Z has been
watermarked using K. The watermark decoding test consists in obtaining an
estimate Ŵ of the hidden information W using a function φ : Y ×K →W .

2.2 Imperceptibility

The first requirement for a watermark is imperceptibility. Let d : X × X → IR+

be a perceptually significant distortion function. A watermarking system must
guarantee that the functions f0, f1 and g introduce imperceptible alterations
with respect to X . This requirement can be expressed mathematically as the
mean distortion constraints

E[d(X, g(f0(X)))] ≤ D0 (1)
E[d(X, g(f1(X, W, K)))] ≤ D1 (2)

with expectations taken with respect to X, W, K, or maximum constraints

d(X, g(f0(X))) ≤ D0 ∀X ∈ X (3)
d(X, g(f1(X, W, K))) ≤ D1 ∀X ∈ X , W ∈ W , K ∈ K. (4)

2.3 Hiding Information

The performance of the watermark decoding process is measured by the proba-
bility of error, defined as

Pe
4
= Pr{Ŵ 6= W} =

∑
K

pK(K)Pr{φ(Z, K) 6= W | K}. (5)

For each value of K, the space Y is partitioned into decision regions D1, . . . ,DM ,
where M =| W | is the number of possible hidden messages. Decoding errors are
due to the uncertainty about the source output X from which the watermarked
version was obtained.
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2.4 Detecting the Watermark

For each value of K, the watermark detection test can be mathematically defined
as a binary hypothesis test in which we have to decide if Z was generated by the
distribution of f0(X) or the distribution of f1(X, W, K), where X ∼ pX(X) and

W is modeled as a random variable. Let EK 4
= {Z ∈ Y | q(Z, K) = 1} be the

critical region for the watermark detection test performed with K, i.e. the set of
points in Y where Ŝ = 1 is decided for that key. The watermark detection test is
completely defined by the sets {EK , K ∈ K}. The performance of the watermark
detection test is measured by the probabilities of false alarm (PF ) and detection
(PD), defined as

PF
4
= Pr{Ŝ = 1 | S = 0} =

∑
K

pK(K)Pr{Z ∈ EK | S = 0} (6)

PD
4
= Pr{Ŝ = 1 | S = 1} =

∑
K

pK(K)Pr{Z ∈ EK | S = 1, K}. (7)

Suppose there is no distortion during distribution, so Z = Y . Intuitively, op-
timizing the performance of the watermark detection test in terms of PF and
PD is in a way equivalent to maximizing the Kullback-Leibler distance between
distributions p(Y | S = 1, K) and p(Y | S = 0). The maximum achievable dis-
tance is limited by the perceptual distortion constraint and by the entropy of
the source.

Another important performance measure is the probability of deciding Ŝ = 1
in the watermark detection test for certain key K1 when Z has been watermarked
using a different key K2. In the sequel we will call this performance measure the
probability of collision between keys K1 and K2. In the context of copyright
protection, this probability should be constrained below a maximum allowed
value for all the pairs (K1, K2) since otherwise the author in possession of K1

could claim authorship of information watermarked by the author who owns
K2. This constraint imposes a limit to the cardinality of the key space since the
minimum achievable maximum probability of collision between keys increases
with the number of keys for fixed PF and PD.

2.5 Attacks

A watermarking system may suffer several kinds of attacks. In this section we
will give a classification of the main attacks and will relate them to the model
defined in section 2.1. In the following discussion we will assume that the attacker
has unlimited computational power and that the algorithms for watermarking,
detection and decoding are public, so the security of the watermarking system
relies exclusively on the secret key K of the copyright owner.

An attacker could try to impersonate an author by generating the point Z
in Y which maximizes his chances of deciding Ŝ = 1 for the secret key of the
victim. The robustness of the watermarking system against this attack relies on
the uncertainty about the secret key owned by the legitimate author. This kind
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of attack appears in authentication systems and was analyzed by Simmons [6,7]
using a game-theoretic model. The probability of success in the impersonation
attack is [6]

PI
4
= max

Z

∑
K

p(K)q(Z, K). (8)

An important kind of attack in watermarking systems is the elimination attack,
aimed at deleting the watermark information. In other words, an elimination
attack consists in altering a watermarked source output Y to obtain a negative
result (Ŝ = 0) in the watermark detection test for the secret key used by the
legitimate owner. The alteration made by the attacker should not be perceptible,
since the resulting output Z will be used as a substitute for the watermarked
source output Y . This constraint can be expressed in mathematical form as an
average distortion constraint E[d(Z, Y )] ≤ DE or as a maximum distortion con-
straint d(Z, Y ) ≤ DE , ∀Z, Y , where d(·, ·) is the distortion function defined in
section 2.2 and DE is the maximum distortion allowed by the attacker. Authen-
tication systems are not designed to resist this kind of attack since the goal in
those systems is to detect any alteration suffered by a signed message. The elim-
ination attack can be represented by a game-theoretic model. Given a certain
watermarked source output Y , the attacker will choose the point Z ∈ Y, subject
to the distortion constraint, which maximizes his probability of success. Under a
maximum distortion constraint, this maximum probability of success for a given
Y can be expressed as

PE(Y )
4
= max

Z:d(Z,Y )≤DE

∑
K

p(K | Y )(1− q(Z, K)). (9)

After averaging out over Y, the average probability of success in the elimination
attack is

PE =
∑
Y

p(Y ) max
Z:d(Z,Y )≤DE

∑
K

p(K | Y )(1− q(Z, K)). (10)

We can also model the transformation made by the attacker as a channel with
conditioned pmf pZ|Y . Then, the optimum elimination estrategy can be seen
as a worst-case channel pZ|Y in the sense that it minimizes the PD for given
critical regions {EK} and watermarking function f1. It is important to note that
the attacker is limited to those channels which satisfy the average distortion
constraint. In fact, the minimum achievable PD is a non-increasing function of
DE . The optimum watermarking strategy consists in choosing the watermarking
function f1 and the critical regions {EK}maximizing the minimum PD achievable
by the attacker through the choice of a channel pZ|Y . Hence, the design of the
watermarking system is a robust hypothesis testing problem.

Another possible attack consists in the corruption of the hidden information
introduced by the watermarking function. In this case the attacker is not inter-
ested in eliminating the watermark, but in increasing the probability of error in
the watermark decoding process.
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2.6 Cryptographic Security

The security of the watermarking system relies on the use of a secret key known
exclusively by the copyright owner. Therefore, the security level of the system
can be measured by the uncertainty about the key given a watermarked source
output Y . Using an information-theoretical terminology, this uncertainty is the
conditioned entropy H(K | Y ), also called equivocation in the theory of secrecy
systems [8].

A large equivocation helps in increasing the minimum PD achievable by the
opponent in an elimination attack since the attacker will have more uncertainty
about the key used to watermark the source output and if the watermarking
function and detection test are properly designed, this uncertainty can be used
to reduce the probability of success in an elimination attack.

2.7 Size of Key Space

A minimum cardinality of the key space K is a necessary condition for increas-
ing the equivocation H(K | Y ). We have seen in section 2.6, that increasing
the equivocation helps in increasing the robustness against elimination attacks.
However, increasing the number of available keys also increases the probability
of collision among keys (Sect. 2.4). Therefore, if we specify a maximum allow-
able probability of collision, this constraint will impose a limit on the maximum
number of keys.

2.8 Discussion

We can see that watermarking is a challenging problem in which many concepts
from information theory appear. For instance, decoding of hidden information
(Sect. 2.3) is affected by uncertainty due to the source output (not available at
the receiver), distortions and attacks. Hence, we can think that there is a chan-
nel between W and Z which can be characterized by a certain capacity. Water-
marking and watermark detection under a constrained maximum probability of
collision between keys (Sect. 2.4) can be seen as an application of identification
via channels [9], with additional constraints derived from the limited admissible
perceptual distorion in the watermarking process. In fact, the combination of
watermark detection and data hiding can be related to the theory of identifica-
tion plus transmission codes [10]. At the same time, cryptographic security must
be considered since one of the goals is to make it difficult for an opponent to
find the secret key used in the watermarking process. We saw in Sect. 2.5 that
concepts from authentication theory [6] also appear due to the possibility of
an impersonation attack. The most challenging topic in the analysis of a water-
marking system is the robustness against attacks. All the information-theoretical
concepts enumerated above should be restated in the context of watermarking
if the design of robust watermark decoders and detectors is considered.
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3 Image Watermarking and Spread Spectrum Modulation

Spread spectrum systems were initially used in secure military communications
because of their robustness against jamming, interference, and multipath dis-
tortion in fading channels. In these systems the binary information sequence is
transformed into a noise-like signal by means of a pseudorandom sequence gen-
erator operating at a rate much larger than the symbol rate. Because of their
applicability in secure communications, spread spectrum schemes are good can-
didates for hiding information into images. In a spread spectrum system a binary
message is transformed into a sequence in a space of much higher dimensional-
ity. This transformation depends on the value of a secret key, and the resulting
sequence looks like white noise. Key-dependence and whiteness provide crypto-
graphic security and robustness against jamming and interference, and these are
desirable features of a watermarking system. In fact, the addition of a spread
spectrum signal to an image can be seen as a particular case of the general
watermarking system depicted in Fig. 1. The function f0 is in this case the iden-
tity, and f1 is a transformation consisting in the addition of a key-dependent
pseudorandom sequence to the original image X .

Although spread spectrum systems possess desirable properties in terms of
security and robustness, we must keep in mind that in classical spread spectrum
applications not all channel distortions are possible and jamming is limited to
additive attacks. The situation is completely different in image watermarking
applications. Once the opponent has intercepted a watermarked image, he can
employ all the computational power at his disposal to eliminate or corrupt the
watermark employing any kind of transformation. The only limit in the choice
of transformation is the perceptual distortion constraint.

In the following section we study the general structure of a spatial-domain im-
age watermarking system and we compare each component with its counterpart
in a spread spectrum communication system, commenting the main analogies
and differences.

4 Spatial-Domain Image Watermarking

4.1 Modulation

In the sequel we will use vector notation for the indices in two-dimensional
signals, i.e. x[n1, n2] = x[n], where n = [n1n2]T . Let x[n] be a N1×N2 discrete-
space image. The watermark is added to x[n], which is unknown to the receiver,
so the image plays the same role as additive noise in a communication system.
However, in a communication link the addtive noise is usually Gaussian and
stationary, whereas images x[n] are usually non-stationary and cannot be satis-
factorily modeled by means of a general statistical model.

Let s[n] be the output of a two-dimensional pseudorandom sequence genera-
tor initialized to a state determined by the secret key (Fig. 2). Treating the key
as a random variable, the output of the pseudorandom sequence generator can
be modeled as a stochastic process. We will assume that this stochastic process
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may have arbitrary marginal distributions and autocorrelation function. An open
field of study is the extension of algorithms for generation of pseudorandom se-
quences to the two-dimensional case. Let W = [b1 · · · bN ] ∈ {1,−1}N be a N -bit
binary antipodal word encoding the hidden information. Let Si, i = 1, . . . , M be
sets of pixel indices n defining a tiling on the N1 ×N2 image. The counterpart
of this tiling in a classical spread spectrum modulation scheme is the group-
ing of several consecutive chips in each symbol period. Each message bit is now
replicated in all the pixels of the corresponding tile, obtaining the binary antipo-
dal two-dimensional sequence b[n] = bi, n ∈ Si. This replication introduces the
necessary redundancy to compensate for the low energy that the watermark will
have, compared to the energy of the image in which it is immersed. This is in fact
a means of providing spatial diversity to increase the robustness of the water-
mark. The addition of the spread spectrum signal should not perceptually distort
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Fig. 2. Modulator for a spatial-domain image watermarking system.

the image. Properties of the human visual system such as spatial masking can be
exploited to introduce imperceptible alterations in the luminance components.
The original image is processed to obtain a perceptual mask α2[n] indicating
the maximum allowable variance of the addtitive distortion at pixel n. After
modulation, the spread spectrum signal is shaped by α[n] to guarantee that the
perceptual constrains are fulfilled. As a consequence, the second order statistics
of the watermark are space-variant. In communication systems, if interference
produced by the transmitted signal in other receivers is not considered, additive
noise and interferent signals do not impose a maximum power constraint since
we are not considering noise and interference as useful information. However, in
a watermarking scheme, noise (i.e. the original image) carries information that
should not be noticeably distorted. This is another important difference with
respect to classical spread spectrum schemes.

Summarizing, the discrete watermarked two-dimensional sequence can be
expressed as

y[n] = x[n] + w[n] (11)

where w[n] = b[n]α[n]s[n] is the watermark.
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4.2 Preprocessing

In a spread spectrum communication system the receiver demodulates the re-
ceived signal and the resulting signal is passed through a matched filter and
a sampler. The matched filter maximizes the output signal-to-noise ratio when
noise and interference are assumed to be white and Gaussian. In a watermarking
system we can also employ as a preprocessing step the linear filter which maxi-
mizes the SNR (Fig. 3). This filter corresponds to the linear MSE estimator of
w[n] given y[n], also called Wiener filter.
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PN

S
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S
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K
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Fig. 3. Demodulator for a spatial-domain image watermarking system.

4.3 Demodulation

The output of the preprocessing filter is multiplied by a locally generated pseu-
dorandom sequence s[n] and an estimate α̂[n] of the perceptual mask originally
used by the modulator (Fig. 3). To generate the pseudorandom sequence, the
secret key under test must be provided. For this reason the watermarking sys-
tem we are studying is based on a symmetric key scheme. Furthermore, the
locally generated pseudorandom sequence should be kept secret, since otherwise
an attacker could use it to eliminate the watermark from the image under test
or even from other images watermarked with the same key. This requirement
is specially important if we want that any person can perform the watermark
verification process. Therefore, the demodulator must be embedded in a secure
unit. The perceptual mask α̂[n] must be computed from the watermarked image,
since the original image is not available in the demodulator. Hence, there will
be differences between α̂[n] and α[n] that will result in a slight performance
degradation. Fortunately, the estimate α̂[n] is fairly good since the watermarked
image is perceptually indistinguishable from the original, so the performance
degradation is negligible.

Then, the samples in each tile {Si}, i = 1, . . . , N are grouped together and
summed up. This operation is commonly called despreading in spread spec-
trum communication systems and is equivalent to obtaining the inner prod-
uct between the received sequence z[n] and each of the pseudorandom pulses

pi[n]
4
= α[n]s[n], n ∈ Si, i = 1, . . . , N . The inner products ri = 〈z[n], pi[n]〉 are
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sufficient statistics for detection when the additive noise is Gaussian. For this
reason, this is the optimum demodulator structure in spread spectrum commu-
nication systems. In a watermarking system, however, the noise (the estimation
error in the preprocessing step) is not Gaussian in general, so the inner products
are not sufficient statistics. Nevertheless, the sufficient statistic assumption is
a practical approximation since there is no simple statistical model for output
noise in the preprocessing step.

The output of the demodulator can be analyzed statistically to obtain an
equivalent channel model comprised of all the elements from the modulator to
the demodulator. Under certain conditions the central limit theorem can be
applied to approximate the equivalent channel by an additive Gaussian channel
[11].

4.4 Interleaving

Interleaving is used in spread spectrum communication systems to get inde-
pendent chip contributions separated in time. These contributions provide time
diversity that can help to improve the resilience against channel variability. A
similar approach can be followed in a watermarking system. In this case channel
variability is related to the non-stationarity of common images, which results
in the variability of the admissible watermark variance and the preprocessing
output noise at each pixel. If pixels in the tiling are reordered in such a way that
pixels modulated by each information bit are scattered over the whole image,
then the resulting spatial diversity can be used to improve the performance of
the watermark detector and decoder.

Interleaving drastically improves the resilience against cropping. The crop-
ping attack can actually be seen as an extreme case of variable channel which
completely destroys certain pixels and keeps unchanged the rest. For this reason
the spatial diversity provided by the interleaving process helps to recover all
information bits from the unaltered portion of the image. All the information
bits will loose on average the same number of pixels if the watermarked image is
cropped whereas without interleaving the effect of a cropping attack is greater
for those bits located at the removed area of the image. As a consequence, the
SNR at the output of the demodulator is more homogeneous with interleaving
if the image is cropped, and this is beneficial for the design of channel codes for
information hiding and tests for detection and decoding.

Furthermore, if the reordering performed by the interleaver is different for
each key, an additional level of security is provided since the uncertainty about
the spatial location of pixels modulated by each information bit avoids attacks
concentrated on specific bits of the hidden message.

4.5 Watermark Detection

In the watermark detection test we decide whether a given image z[n] has been
watermarked with certain key. As we stated in section 4.3, even though some in-
formation is lost since the pdf of the noise at the demodulator output is not
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Gaussian in general, we will consider for simplicity that the inner products
r1, . . . , rN as sufficient statistics for this test. In terms of the equivalent vec-
tor channel also defined in section 4.3, the watermark detection test can be seen
as a binary hypothesis test in which we have to decide whether any codeword
in the code corresponding to the given secret key is “present” in the vector
r = [r1, . . . , rN ] (Fig. 4). The equivalent of the watermark detection test in a DS
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Fig. 4. Demodulator with synchronization algorithm, watermark detector and water-
mark decoder.

spread spectrum communication system is a test in which we decide whether a
signal modulated using certain spreading code is present in the received signal.
In practical systems such a test is usually not considered.

In the context of DS spread spectrum watermarking of images, the probabil-
ity of false alarm PF is defined as the probability of an arbitrary image yielding a
decision Ŝ = 1 in the watermark detection test. In other words, it can be defined
as the probability of getting a decision Ŝ = 1 when the output of the demod-
ulator is noise. The probability of detection PD is defined as the probability of
deciding Ŝ = 1 when the image has been watermarked with the key under test.
In other words, PD is the probability of deciding Ŝ = 1 when the output of the
demodulator contains one of the codewords for the secret key under test plus
noise.

Due to the lack of good statistical models for common images, it is interesting
to consider the probabilities PF and PD conditioned to a given original image.
Given a fixed image x[n] and assuming that all the keys are equiprobable, these
probilities are the percentages of keys for which Ŝ = 1 is decided when x[n] is
not watermarked (PF ) and when x[n] is watermarked using the same key (PD).
Note that the probabilities PF and PD defined in section 2.4 can be obtained
by averaging out the conditioned probabilities over the set of possible original
images.

The performance in terms of the conditioned PF and PD is determined by
several factors. First, the original image appears as noise at the demodulator out-
put since we assumed that the original image is not available in the verification
process. In addition, The perceptual analysis of the original image determines
the maximum allowable watermark energy for a certain visibility level. There-
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fore, the original image itself imposes a limit to the maximum SNR that can
be achieved at the output of the demodulator and that determines the perfor-
mance of the watermark detector. Accidental distortions and intentional attacks
(Sect. 4.8) degrade the performance of the detector. However, the distortion in-
troduced by these alterations is limited since otherwise the resulting image would
be useless. Therefore, we can define for a given detector structure and a given
original image x[n] the worst case probabilities PF and PD which correspond to
the worst-case admissible alteration.

In practice, the threshold should be adjusted to guarantee certain fixed prob-
ability of false alarm PF . Then, the decision about S should be accompanied by
an estimate of the worst-case PD that can be expected for that threshold. This
estimated PD can be considered as a confidence level for the decision taken in
the watermark detection test.

4.6 Watermark Decoding

If the watermark detection test yields a positive result, then we can proceed
to decode the hidden information carried by the watermark (Fig. 4). If the
Gaussian approximation for the pdf of the demodulator output is assumed
(Sect. 4.3), the optimum ML decoder takes the vector formed by the inner
products r = [r1, . . . , rN ] (Sect. 4.3) and chooses the closest codeword in the
Euclidean distance sense. The optimum structure requires soft decoding, which
in some coding schemes can be difficult to implement (e.g. block codes). In these
situations a detector structure based on a hard decisor followed by a minimum
Hamming distance decoder is a good alternative.

It is useful to analyze the performance of the watermark decoder in terms
of the probability of error conditioned to a given original image [11]. If all the
keys are assumed to be equiprobable, then this performance measure indicates
the percentage of keys for which a decoding error occurs when they are applied
to watermark certain fixed original image. Note that the probability of error as
defined in section 2.3 can be obtained by averaging out the conditioned prob-
ability of error over the set of possible original images, though in practice it is
extremely difficult due to the lack of good statistical models for common images.

As we discussed in section 2.8, we can apply the concept of channel capac-
ity to the context of information hiding. If we fix a given original image and a
detector structure and measure the performance in terms of the probability of
decoding error conditioned to that image, then we can define a capacity func-
tion C(x[n], Pe) indicating the maximum number of information bits that can
be hidden in a given image x[n] with conditioned probability of error at most Pe.
Note that C(x[n], Pe) is a non-decreasing function of Pe. The capacity function
actually depends on several factors. First, the greater the admissible watermark
variance obtained in the perceptual analysis of x[n], the better the capacity func-
tion. The energy of the original image itself also determines the variance of the
preprocessing output noise and, therefore, the probability of error (recall that
the original image is not available in the receiver). Finally, accidental distortions
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and intentioned attacks degrade the performance of the hidden information de-
coder, resulting in a degradation of the capacity function. Since alterations are
limited to those producing perceptually acceptable distortion, it is possible to
define a worst-case capacity function corresponding to a the worst-case attack
designed for a given detector structure. Therefore, the optimum robust detector
structure is that achieving the best possible worst-case capacity function.

4.7 Synchronization

In the description of the decoding process we have assumed that the the locally
generated pseudorandom sequence was perfectly synchronized to that used to
watermark the image. However, there are both accidental and intentioned al-
terations which can alter the spatial geometry of the watermark. For instance,
printing and subsequent scanning may accidentally scale, rotate or crop the wa-
termarked image. As an example of deliberate manipulations, an opponent may
resample the watermarked image with a geometrically transformed sampling grid
to induce errors in the watermark detection test (Sect. 4.8). As a consequence
of these alterations, there is uncertainty in the demodulator about the exact
configuration of the sampling grid originally used to generate the watermark. A
similar situation appears in DS spread spectrum systems since the receiver has
no information about the instant at which the pseudorandom sequence begins.

Synchronization of the pseudorandom sequence is usually performed in two
phases in spread spectrum communication systems. First, in the acquisition
phase, a rough estimate of the sampling instant corresponding to the first chip of
the pseudo random sequence is obtained. Then, in the tracking phase, a closed-
loop tracking technique is employed to refine the accuracy of the sampling phase
estimate. Similarly, in a watermarking system the synchronization can be imple-
mented as a two-step process. In the first step, the space in which the sampling
grid parameters are defined can be discretized and a brute force search algorithm
can be employed to decide one of the points in the resulting discrete set. The
decision taken can be considered a coarse estimate of the sampling grid parame-
ters. In the second step, called fine acquisition phase, an iterative algorithm can
be used to refine the estimate. Both steps can be based on the optimization of
a function such as the maximum likelihood function for the binary hypothesis
test [11] conditioned to each set of sample grid parameters. This function is in-
timately related to the autocorrelation function of the pseudorandom sequence.
Therefore, the different pseudorandom sequence generation schemes have a dif-
ferent impact on the synchronization algorithm. In Fig. 4 we can see the struc-
ture of a watermark verification unit including a synchronization algorithm. The
coarse acquisition is performed to guarantee the convergence of the iterative al-
gorithm employed in the fine acquisition phase since this kind of algorithms
usually require a search starting point sufficiently close to the solution. If the
pseudorandom sequence is white, the peak in the autocorrelation function is very
narrow and as consequence the coarse acquisition phase will be computationally
expensive since a huge amount of points in the search space must be examined.
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However, if some redundancy is introduced in the generation of the pseudoran-
dom sequence so that the autocorrelation function is smoother, then the number
of points tested during the coarse acquisition phase can be considerably reduced,
and furthermore, the efficiency of the iterative algorithm in the fine acquisition
phase can be improved. However, adding redundancy to the pseudorandom se-
quence reduces the uncertainty when the secret key is not known and, hence,
the cryptographic security (Sect. 2.6) decreases. Therefore, there is a tradeoff
between efficiency of the synchronization algorithm and cryptographic security.

Spatial synchronization and watermark detection can be combined in the
same algorithm. For instance, it is possible to first estimate the possibly used
sampling grid and then decide whether the image has been watermarked with
it. An example of this combined approach is the maximization of the maximum
likelihood function corresponding to the binary hypothesis test over the space of
sampling grid parameters [11].

4.8 Attacks

Additive Noise An obvious attack the opponent may try is adding impercep-
tible noise to degrade the performance of the watermark detection and decoding
tests. For this purpose, the attacker can perform a perceptual analysis of the
watermarked image, determine the maximum allowable noise variance at each
pixel to guarantee invisibility and add a two-dimensional white Gaussian noise
sequence shaped to meet this maximum variance requirement. The choice of a
white Gaussian process is justified since it achieves maximum entropy under a
maximum variance constraint and, therefore, it introduces the maximum possi-
ble uncertainty in the decoder. Therefore, additive Gaussian noise corresponds
to the worst case channel pZ|Y within the family of additive noise channels.

Linear Filtering If the objective of the attacker is to eliminate the copyright
information to destroy any evidence regarding the true authorship of the image,
a more intelligent attack consists in substracting from the watermarked image
an estimate of the watermark, or equivalently, in obtaining an estimate of the
original image. He could, for instance, low-pass filter the watermarked image to
eliminate the high-frequency components of the watermark. However, a low pass
filter smooths out the image and can introduce severe distortion in areas with
complex textures.

A more effective technique consists in substracting a MSE linear estimate of
the watermark from the watermarked image, or equivalently, obtaining a mini-
mum MSE linear estimate of the original image [11]. This linear estimate can be
implemented as an adaptive Wiener filter, commonly used for image restoration
[12].

Resampling The opponent can also resample the watermarked image applying
a geometrical transformation to the sampling grid. Let h[n] be the combination
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of the reconstruction and antialiasing filters employed for interpolation and alias-
free resampling. Then, we can define the continuous-space two-dimensional signal

y(t) =
∑
n

y[n]h(t− Tn) (12)

where T
4
=

[
T1 0
0 T2

]
defines the original sampling grid in terms of the sampling

period for each dimension. The attacker can change the sampling grid by mul-
tiplying T by an invertible matrix A and introducing an offset vector θ. If we
denote T ′ 4= AT , then the resampled signal can be expressed as

z[n] = y(T ′n + θ) =
∑
m

y[m]h(T ′n + θ − Tm). (13)

This attack is equivalent to changing the chip rate and the chip timing phase in a
spread spectrum system, with additional complexity due to the two-dimensional
nature of the sampling process in images. If the pseudorandom sequence is white
the resampling attack is very effective since a small mismatch in the sampling
grid will produce a drastical reduction in the mean values of the inner products
defined in section 4.3. In other words, resampling can easily degrade the SNR
at the output of the demodulator. The structure of the receiver can be modified
to include a synchronization algorithm for the estimation of the sampling grid
parameters (Sect. 4.7).

Cropping We have already commented in section 4.4 that the watermarked
image may be cropped by an attacker to eliminate part of the energy of the
watermark. This attack can be seen as a variable communication channel in
which certain chips (most of them consecutive) are completely lost (e.g. received
as zero-amplitude) while the rest remain unaltered (Sect. 4.8). Spatial diversity
improves the performance of a communication system in which information is
passed through a space-variant channel. Therefore, spatial diversity provided by
interleaving helps to improve the resilience against cropping attacks (Sect. 4.4).
The cropping attack can also be compared to an impulsive jamming attack
similar to the one discussed in [13] since the pixels destroyed by cropping are
contiguous and have in a way a rather periodic structure.

Fortunately, there exists a limit to the amount of watermark energy that in
practice can be lost since the attacker will never be interested in destroying visual
information relevant for a potential user of the manipulated image. This fact is
related to the discussion in section 2.5 about the perceptual distortion constraint
on possible manipulations by opponents. For instance, if the perceptual analysis
is based on the spatial masking properties of the human visual system, the
watermark will have more energy in places where the original image presents
luminance edges. These edges usually belong to relevant portions of the image,
and they will be preserved in cropping attacks.

A cropping attack also introduces uncertainty about the spatial location of
the modulation pulses, so it can also be seen as an attack directed against the
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synchronization algorithm and, as a consequence, to the watermark detection
test. The effect of a cropping attack can be modeled mathematically, besides the
loss of data, as an integer offset θ = Tk in equation (13), where k is a vector
with integer elements.

5 Conclusions and Further Work

In this paper we have proposed a general model of a watermarking system suit-
able for an information-theoretical analysis of the main issues appearing in wa-
termarking of arbitrary source outputs. The main elements have been described
and different performance measures have been defined and discussed. Then, a
spatial-domain image watermarking system has been presented as a particu-
lar case of the general model. The main components of this system have been
described and issues related to practical implementations have been discussed.

In future work we will apply the concepts defined in this paper to other
watermarking schemes for images, such as DCT-based watermarking, or other
sources, such as audio and video. It is also left as a future research line the design
of authentication schemes admitting a certain level of distortion.
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Abstract. Today watermarking of still and moving images is a well-
known technology enabling proof of authorship for the watermarked
data. Similarly, there is a large interest in watermarking of audio data.
Since the human auditory system is very sensitive to signal modifications,
fairly elaborated schemes are required in order to perfectly/imperceptibly
hide embedded data.
This paper describes how to transmit continuous data using uncom-
pressed audio as cover data. Rather than just embedding a signature
into the audio data with a watermark, a generally usable channel is pro-
vided in which any data – cryptographic or not – can be transmitted.
The paper includes a description of the transmission system, quantitative
evaluations of achieved bit error rates and perceptibility tests using well-
known audio quality measurements such as PAQM (Perceptual Audio
Quality Measurement), NMR (Noise-to-Mask Ratio) and the ITU TG
10/4 perceptual measurement system.

1 Introduction

Today, large amounts of multimedia data are available to everyone and can easily
be accessed e.g. via the Internet, digital broadcasting of radio and TV programs
or – soon to come – satellite communication channels for the home user. Since all
these channels provide content in a digital format, everyone is able to duplicate
received data without loss of quality and without asking for permission to do so.
This is often referred to as the digital world’s copying problem.

A well-known concept for dealing with this problem is the so-called digital
watermarking approach. A watermark is added to a multimedia content by em-
bedding an imperceptible signature into the multimedia data (cover data). While
this approach cannot prevent persons from copying the multimedia data itself,
it offers a means to prove ownership of intellectual property rights for a piece
of digital data (content). Furthermore, illegal copies can be traced back to the
licensed user (traitor tracing) [1].

Currently, watermarking techniques are already employed extensively in the
domain of still and moving images [2]. For audio signals, there is a large interest
in watermarking techniques which is further stimulated by the rapid progress
in audio compression technology over the recent years. Today, powerful com-
pression algorithms, such as ISO/MPEG Audio Layer-3 [3,4] or ISO/MPEG-2
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c© Springer-Verlag Berlin Heidelberg 1998
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Advanced Audio Coding (AAC) [5,6], allow the distribution (and duplication)
of high-quality audio data at very low data rates like 48 kbit/s/channel. How-
ever, since the human auditory system is very sensitive to signal modifications,
fairly elaborated schemes are required in order to perfectly/imperceptibly hide
embedded data. This might be the reason why watermarking of audio signal is
still an emerging technology compared to watermarking of images.

In this paper we present a watermarking scheme for digital uncompressed
audio data with continuous data transmission. Our approach is an extension of
a concept proposed in [7]. In particular, not only watermarking of the cover data
is performed, but a stream of additional information can be carried within the
cover data.

Furthermore, a quantitative evaluation of the performance of the proposed
scheme is presented which is characterized by the trade-off between the three
fundamental parameters, namely steganographic data transmission rate, bit er-
ror rate and subjective audio quality. Since the latter aspect plays an important
role for the acceptance and usability of such a technique, objective perceptual
measurement results will be given to show that imperceptible steganographic
data transmission is possible at the given data rates and bit error rates.

2 Encoder

The encoder is shown in Fig. 1. It consists of the three main components Mod-
ulation, Signal Conditioning and I/O which will be described subsequently.
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Fig. 1. Block diagram of the encoder.
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2.1 Modulation

The modulation block consists of of five parts

– Pseudo Noise Sequence (PNS) source
– Data source
– BPSK Spreader
– Multiplier
– Local oscillator.

Together they form a Direct Sequence Spread-Spectrum (DS-SS) Binary
Phase Shift Keying (BPSK) modulator [8,9,10].

From a user’s view, the most important component is the data source. It
produces a bit stream, g[n], that is to be transmitted by the system. At this
point any kind of information can be fed into the encoder. Thus it is possible to
transmit various kinds of data such as copyright information, serial number, con-
text related information and, of course, watermarking information. The symbol
duration is denoted by Tsymb.

Direct sequence spread-spectrum systems spread the bandwidth of the infor-
mation signal, g[n], by a large factor called processing gain Gp. The processing
gain is determined by

Gp =
Wss

R
(1)

where Wss is the spread-spectrum bandwidth and R = 1/Tsymb is the rate of the
data signal. Wss is determined by the rate of the so-called spreading sequence,
d[n]. The transmission duration of one bit of d[n] is Tc ≈ 1/Wss.

If d[n] and g[n] are antipodal, the spreading process inside the BPSK Spreader
can easily be implemented by a simple multiplication of both signals. Thus the
transmitted signal, s[n], is described by

s[n] = g[n]d[n] . (2)

The purpose of this spreading operation is to become resistant against inter-
ferers which could corrupt the transmitted data. In our case, the interferer is the
audio signal which commonly exceeds the transmitted data signal, s[n], by 10-20
dB in terms of energy. In order to obtain a satisfactory reconstruction of g[n]
in the decoder the spread-spectrum system has to provide sufficient processing
gain. The proposed system currently works with a processing gain of

10 log(127) = 21.03 dB (3)

Thus the rate of the g[n] is 127 times smaller than the rate of d[n]. Using Tc =
1/6000 s this results in a data bit rate of 47.2 bit/s.

For the generation of the pseudo noise sequence, d[n], the reader is referred
to [7,8,11]. As is known from literature, a bipolar length-N maximum length
sequence (m-sequence) has the special periodic autocorrelation function

Φ(j) =
{

N : (j = 0)
−1 : (1 < j ≤ N − 1) (4)

This property is used to reconstruct g[n] at the receiver end.
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Finally s[n] is up-converted by multiplying it with a cosine wave of ω =
2π6kHz. This yields a spectral shift of s[n] such that its maximum spectral
contribution is located at 6 kHz.

2.2 Signal Conditioning

The main purpose of the encoders signal conditioning section is to shape the
modulated data signal, d[n], in a way that it is imperceptible to the human
auditory system. Therefore the signal su[n] is windowed with a Hann window and
transformed by a 256 point discrete Fourier transform with an overlap of 50%. In
the next step, the spectrum of the signal su[n] is weighted spectrally in order to
ensure proper masking of the watermarking signal to be embedded, su[n]. This
weighting process is controlled by the masking model which is described next.

Masking Model The masking model used in our system has originally been
developed for the AAC codec. It calculates the maximum permissible distortion
energy which is still masked by the audio signal. This energy is called the (mask-
ing) threshold. A more detailed description of the threshold computation can be
found in [5,6]. It includes the following basic steps:

1. shift next 128 input samples into FIFO buffer
2. window with Hann window, compute 256 point FFT
3. calculate energy and unpredictability measure for each threshold calculation

partition
4. convolve partitioned energy and unpredictability weighted energy with spread-

ing function
5. calculate tonality for each partition
6. calculate required Signal-to-Noise Ratio (SNR) for each partition
7. calculate energy threshold for each partition
8. calculate pre-echo control for each partition
9. calculate Signal-to-Mask Ratio (SMR) for each partition

At its output the masking model provides an estimate of the threshold energy
for every threshold calculation partition. This energy is used by the weighting
process.

Weighting Process At this stage, the masking threshold for the processed
block is available from the masking model and a spectral representation, Su[jω],
of su[n] is available from the Fourier transform. Inside the weighting block the
energy of Su[jω] is computed for every critical band. The weighting process
itself is carried out by reducing the energy of Su[jω] for each critical band by
the amount computed by the masking model. The spectrum of the weighted
signal is denoted by Sw[jω]. This operation guarantees that no spectral part of
Su[jω] will become perceptible when adding sw[n] to m[n]. Since the weighting
is carried out in the frequency domain, an inverse Fourier transform is used to
calculate the weighted time domain signal, sw[n].
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Fig. 2 shows a sample of an original audio signal, m[n], and the weighted data
signal, sw[n], for a 1 second excerpt from a castanets recording. A comparison
of both curves illustrates how closely the temporal structure of the weighted
data signal is adapted to the structure of the original signal by the perceptual
weighting process in order to ensure proper masking.
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Fig. 2. Original audio and weighted data signal.

2.3 Audio Signal I/O

The audio input/output section reads the audio input data, m[n], which is used
as an input for the masking model. Furthermore, the input signal, m[n], and
the weighted signal sw[n] are added to form the encoded signal containing the
embedded watermarking information.

3 Decoder

The decoder is shown in Fig. 3. It consists of a matched filter, a synchronizer, a
sampling device, a threshold decision unit and, for the purpose of testing, a bit
error measurement device. Its purpose is to recover g[n] from the input signal of
the decoder, m[n] + sw[n].

The matched filter is designed to match the m-sequence, d[n], that was used
for encoding. This is achieved by choosing the time reversed sequence, d[N −n],
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Fig. 3. Block diagram of the decoder.

as the coefficients of the filter. Due to the correlation property (4) of the m-
sequence the filter shows one peak at its output during each time interval of
Tsymb. The decision unit will check the sign of the correlation peak and output
1 if positive and 0 otherwise. Fig. 4 shows an example for the output of the
matched filter which clearly exhibits a positive peak around sample offset 105.
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Fig. 4. Output of matched filter.

Special attention has to be paid to ensure a correct synchronization of the
decoder which is particularly challenging in view of the low SNR provided by
the masking model. In order to determine the sampling time instant at which
the output of the matched filter should be tested, a histogram evaluation of
the output magnitude of the matched filter is performed for successive time
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intervals of length Tsymb. Thus, a clear peak will develop after a certain starting
time indicating the correct sampling time instant within the data block.

4 Results

For the method to work as intended, the hidden data transmission must not
have any influence on the quality of the audio signal. Ideally, no audible change
of the audio signal is allowed for any test material. This condition is similar to
the requirements for low bit rate audio coding schemes. As in the case of audio
compression, large scale listening tests are necessary to verify the absence of
audible artifacts. Since there was no possibility to conduct such tests, we used
objective perceptual measurement methods to evaluate an estimate of the signal
degradation. We selected four test items which are well-known critical items
for the testing of perceptual coders and another, longer item to establish the
stability of the system. The test items are

– Harpsichord (single instrument, EBU SQAM)
– Castanets (single instrument, EBU SQAM)
– German Speech (EBU SQAM)
– Bagpipes (BBC recording)
– Gershwin (longer item)

We present results for both the fidelity of the signal reproduction (absence of
artifacts) and the quality of the communications channel. Both should be looked
at in conjunction.

Another required property of hidden data transmission systems is the ro-
bustness under heavy processing of the signal including low bit rate coding or
destructive attack (trying to get rid of the hidden data). While work on these
issues is progressing, there are no results available at the moment.

4.1 Perceptual Distortion

To specify the perceptual distortion introduced by the steganographic message
we employed three perceptual measurement methods. We selected Perceptual
Audio Quality Measurement (PAQM), Noise-to-Mask Ratio (NMR) and the cur-
rent version of the EQ (Evaluation of Quality) system under development for
standardization in the ITU-R TG 10/4 [12]. Detailed descriptions of PAQM and
NMR can be found in the references [13,14]. The following comments describe
the output scales of the different measurement methods.

– PAQM derives an estimate of the signals on the cochlea and compares the
representation of the reference signal with that of the signal under test.
The weighted difference of these representations is mapped to the five-grade
impairment scale as used in the testing of speech and audio coders. Table 1
shows this Subjective Grades (SG) scale.
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Table 1. Five-grade impairment scales used in listening tests.

SG Description

5.0 imperceptible
4.0 perceptible, but not annoying
3.0 slightly annoying
2.0 annoying
1.0 very annoying

SDG Description

0.0 imperceptible
-1.0 perceptible, but not annoying
-2.0 slightly annoying
-3.0 annoying
-4.0 very annoying

In listening tests for very high quality signals, the test subjects sometimes
confuse coded and original signal and grade the original signal below a SG of
5.0. Therefore the difference between the grades for the original signal and
the signal under test is used as a normalized output value for the result of
the listening test. Table 1 also lists the corresponding Subjective Diff-Grades
(SDG).

– In the development of a standardized perceptual measurement scheme in ITU
TG10/4, the task is to faithfully estimate the SDGs of real world listening
tests. Correspondingly, the output value of the EQ measurement scheme is
called ODG for Objective Diff-Grades.

– The third system used in the evaluations is the NMR. We used the overall
NMRtotal value expressed in dB to indicate the averaged energy ratio of the
difference signal with respect to a just masked signal (masking threshold).
Usually, at NMRtotal values below -10 dB there is no audible difference
between the processed and the original signal.

Table 2 lists the results of all three perceptual measurement techniques for
the five test items. While there are some differences, the basic tendencies of
all three measurements coincide. According to the table, there might be small
audible artifacts only for two of the test signals, Harpsichord and Bagpipes.

These perceptual measurement results need some calibration with known
artifacts. For this purpose, the four short test items have been subjected to
coding/decoding with MPEG-2 AAC at a bit rate of 64 kbit/s for a mono signal.
Table 3 lists the results for the three perceptual measurement methods. From
earlier listening tests it is known that with AAC at 64 kbit/s mono all four
items exhibit some small audible degradation of the signal. In the listening tests,
only Castanets and German Speech were graded in the “perceptible, but not
annoying” to “slightly annoying” range whereas the other items were graded
between “imperceptible” and “perceptible, but not annoying”

The conclusion of these results is that, while exhibiting already a very good
quality, more work is necessary to accomplish a truly inaudible transmission of
the hidden data. More evaluations, including listening tests, are necessary to
verify the results.



216 Chr. Neubauer, J. Herre, and K. Brandenburg

Table 2. Results of perceptual measurements.

Track Duration [s] PAQM/MOS EQ/ODG NMRtotal [dB]

Harpsichord 13.21 4.36 -1.43 -13.33
Castanets 14.81 4.59 -0.85 -15.69
German Speech 16.62 4.72 -0.33 -16.35
Bagpipes 23.89 3.27 -1.87 -12.95
Gershwin 187.05 4.62 -0.84 -13.20

Table 3. Results of coding with the AAC codec at 64kbit/s.

Track Duration [s] PAQM/MOS EQ/ODG NMRtotal [dB]

Harpsichord 13.21 4.68 -1.24 -13.98
Castanets 14.81 3.09 -2.12 -12.72
German Speech 16.62 2.95 -2.34 -10.48
Bagpipes 23.89 4.68 -0.75 -13.64

4.2 Bit Error Rates

In Table 4 the achieved bit error rates are listed. From a digital communications
point of view the results do not look too impressive. However, it should be
kept in mind that the table below just lists the raw channel bit error rate of
the steganographic data transmission which can be improved significantly by
applying standard channel coding techniques, like e.g. convolutional coding.

Table 4. Results of raw channel bit error rate measurements.

Track tot. bits err. bits bit error rate

Harpsichord 778 1 0.00128
Castanets 670 20 0.02985
German Speech 757 45 0.05944
Bagpipes 1102 21 0.01906
Gershwin 8808 642 0.07289

5 Conclusions

In this paper a system for continuous steganographic data transmission using au-
dio signals as cover data has been described. The encoder uses a direct sequence
spread-spectrum modulation. The digitally modulated signal is then weighted
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with energy levels provided by a masking model. The sum of weighted sig-
nal and original signal is the encoded signal. Using a correlation decoder the
steganographic data can be recovered. The basic function of the system was
demonstrated by measuring bit error rates and the degradation of the audio
quality via perceptual measurement schemes. Future work will include investi-
gations about the robustness of the transmission and the application of error
correction coding to improve the bit error rates.
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Abstract. In the last few years, a large number of schemes have been
proposed for hiding copyright marks and other information in digital
pictures, video, audio and other multimedia objects. We describe some
contenders that have appeared in the research literature and in the field;
we then present a number of attacks that enable the information hidden
by them to be removed or otherwise rendered unusable.

1 Information Hiding Applications

The last few years have seen rapidly growing interest in ways to hide informa-
tion in other information. A number of factors contributed to this. Fears that
copyright would be eroded by the ease with which digital media could be copied
led people to study ways of embedding hidden copyright marks and serial num-
bers in audio and video; concern that privacy would be eroded led to work on
electronic cash, anonymous remailers, digital elections and techniques for mak-
ing mobile computer users harder for third parties to trace; and there remain
the traditional ‘military’ concerns about hiding one’s own traffic while making
it hard for the opponent to do likewise.

The first international workshop on information hiding [2] brought these
communities together and a number of hiding schemes were presented there;
more have been presented elsewhere. We formed the view that useful progress
in steganography and copyright marking might come from trying to attack all
these first generation schemes. In the related field of cryptology, progress was
iterative: cryptographic algorithms were proposed, attacks on them were found,
more algorithms were proposed, and so on. Eventually, theory emerged: fast
correlation attacks on stream ciphers and differential and linear attacks on block
ciphers, now help us understand the strength of cryptographic algorithms in
much more detail than before. Similarly, many cryptographic protocols were
proposed and almost all the early candidates were broken, leading to concepts
of protocol robustness and techniques for formal verification [6].

So in this paper, we first describe the copyright protection context in which
most recent schemes have been developed; we then describe a selection of these
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schemes and present a number of attacks, which break most of them. We finally
make some remarks on the meaning of robustness in the context of steganography
in general and copyright marking in particular.

1.1 Copyright Protection Issues

Digital recording media offer many new possibilities but their uptake has been
hindered by widespread fears among intellectual property owners such as Hol-
lywood and the rock music industry that their livelihoods would be threatened
if users could make unlimited perfect copies of videos, music and multimedia
works.

One of the first copy protection mechanisms for digital media was the serial
copy management system (SCMS) introduced by Sony and Phillips for digital
audio tapes in the eighties [31]. The idea was to allow consumers to make a
digital audio tape of a CD they owned in order to use it (say) in their car, but
not to make a tape of somebody else’s tape; thus copies would be limited to
first generation only. The implementation was to include a Boolean marker in
the header of each audio object. Unfortunately this failed because the hardware
produced by some manufacturers did not enforce it.

More recently the Digital Video Disk, also known as Digital Versatile Disk
(DVD) consortium called for proposals for a copyright marking scheme to enforce
serial copy management. The idea is that the DVD players sold to consumers
will allow unlimited copying of home videos and time-shifted viewing of TV
programmes, but cannot easily be abused for commercial piracy [19, 44]. The
proposed implementation is that videos will be unmarked, or marked ‘never
copy’, or ‘copy once only’; compliant players would not record a video marked
‘never copy’ and when recording one marked ‘copy once only’ would change its
mark to ‘never copy’. Commercially sold videos would be marked ‘never copy’,
while TV broadcasts and similar material would be marked ‘copy once only’ and
home videos would be unmarked.

Electronic copyright management schemes have also been proposed by Eu-
ropean projects such as Imprimatur and CITED [45, 66, 67], and American
projects such as the proposed by the Working Group on Intellectual Property
Rights [69].

1.2 Problems

Although these schemes might become predominant in areas where they can be
imposed from the beginning (such as DVD and video-on-demand), they suffer
from a number of drawbacks. Firstly, they rely on the tamper-resistance of con-
sumer electronics – a notoriously unsolved problem [4]. The tamper-resistance
mechanisms being built into DVD players are fairly rudimentary and the his-
tory of satellite TV piracy leads us to expect the appearance of ‘rogue’ players
which will copy everything. Electronic copyright management schemes also con-
flict with applications such as digital libraries, where ‘fair use’ provisions are
strongly entrenched. According to Samuelson, ‘Tolerating some leakage may be



220 Fabien A.P. Petitcolas, Ross J. Anderson, and Markus G. Kuhn

in the long run of interest to publishers [...] For educational and research works,
pay-per-use schemes may deter learning and deep scholarship’ [56]. A European
legal expert put it even more strongly: that copyright laws are only tolerated
because they are not enforced against the large numbers of petty offenders [32].

Similar issues are debated within the software industry; some people argue,
for example, that a modest level of amateur software piracy actually enhances
revenue because people may ‘try out’ software they have ‘borrowed’ from a friend
and then go on to buy it (or the next update).

For all these reasons, we may expect leaks in the primary copyright protection
mechanisms and wish to provide independent secondary mechanisms that can
be used to trace and prove ownership of digital objects. It is here that marking
techniques are expected to be most important.

2 Copyright Marks

There are two basic kinds of mark: fingerprints and watermarks. One may think
of a fingerprint as an embedded serial number while a watermark is an embedded
copyright message. The first enables us to trace offenders, while the second can
provide some of the evidence needed to prosecute them. It may also, as in the
DVD proposal, form part of the primary copy management system; but it will
more often provide an independent back-up to a copy management system that
uses overt mechanisms such as digital signatures.

In [7], we discussed the various applications of fingerprinting and watermark-
ing, their interaction, and some related technologies. Here, we are concerned with
the robustness of the underlying mechanisms. What sort of attacks are possible
on marking schemes? What sort of resources are required to remove marks com-
pletely, or to alter them so that they are read incorrectly? What sort of effect
do various possible removal techniques have on the perceptual quality of the
resulting audio or video?

We will use the terminology agreed at the first international workshop on
Information Hiding [52]. The information to be hidden (watermark, fingerprint,
or in the general case of steganography, a secret message) is embedded in a cover
object (a cover CD, a cover video, a cover text, etc.) giving a stego object, which
in the context of copyright marking we may also call a marked object (CD, video,
etc). The embedding is performed with the help of a key, a secret variable that
is in general known to the object’s owner. Recovery of the embedded mark may
or may not require a key; if it does the key may be equal to, or derived from,
the key used in the embedding process.

In the rest of this section, we will first discuss simple hiding methods and
the obvious attacks on them. We will then present, as an example of the ‘state
of the art’, robustness requirements that appeared in a recent music industry
request for proposals [48]. We will then present the main contending techniques
used in currently published and fielded systems. Attacks on these systems will
then be presented.
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2.1 Simple Hiding Methods

The simplest schemes replace all the bits in one or more of the less significant bit
planes of an image or audio sample with the ‘hidden’ information [11, 23, 36, 65].
This is particularly easy with pictures: even when the four least significant bits of
the cover image are replaced with the four most significant bits of the embedded
image, the eye cannot usually tell the difference [36]. Audio is slightly harder, as
the randomisation of even the least significant bit of 8-bit audio adds noise that is
audible during quiet passages of music or pauses in speech. Nonetheless, several
systems have been proposed: they include embedding, in the regular channels
of an audio CD, another sound channel [24, 68] and a steganographic system in
which secret messages are hidden in the digitised speech of an ISDN telephone
conversation [23].

However, bit-plane replacement signals are not only easy to detect. They
violate http://www.cl.cam.ac.uk/users/fapp2/kerckhoffs/ that the security of a
protection system should not rely on its method of operation being unknown to
the opponent, but rather on the choice of a secret key [33]. Better approaches
use a key to select some subset of pixels or sound samples which then carry the
mark.

An example of this approach is Chameleon [5], a system which enables a
broadcaster to send a single ciphertext to a large population of users, each of
which is supplied with a slightly different decryption key; the effect of this is
to introduce a controlled number of least-significant-bit errors into the plaintext
that each user decrypts. With uncompressed digital audio, the resulting noise
is at an acceptably low level and then Chameleon has the advantage that the
decrypted audio is fingerprinted automatically during decryption without any
requirement that the consumer electronic device be tamper-resistant.

In general, schemes which use a key to choose some subset of least significant
bits to tweak may provide acceptable levels of security in applications where the
decrypted objects are unlikely to be tampered with. However, in many applica-
tions, a copyright pirate may be able and willing to perform significant filtering
operations and these will destroy any watermark, fingerprint or other message
hidden by simple bit tweaking. So we shall now consider what it means for a
marking scheme to be robust.

2.2 Robustness Requirements

The basic problem is to embed a mark in the digital representation of an analogue
object (such as a film or sound recording) in such a way that it will not reduce
the perceived value of the object while being difficult for an unauthorised person
to remove. A first pass at defining robustness in this context may be found in a
recent request for proposals for audio marking technology from the International
Federation for the Phonographic Industry, IFPI [48]. The goal of this exercise was
to find a marking scheme that would generate evidence for anti-piracy operations,
track the use of recordings by broadcasters and others and control copying. The
IFPI robustness requirements are as follows:
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– the marking mechanism should not affect the sonic quality of the sound
recording;

– the marking information should be recoverable after a wide range of filtering
and processing operations, including two successive D/A and A/D conver-
sions, steady-state compression or expansion of 10%, compression techniques
such as MPEG and multi-band nonlinear amplitude compression, adding
additive or multiplicative noise, adding a second embedded signal using the
same system, frequency response distortion of up to 15 dB as applied by
bass, mid and treble controls, group delay distortions and notch filters;

– there should be no other way to remove or alter the embedded information
without sufficient degradation of the sound quality as to render it unusable;

– given a signal-to-noise level of 20 dB or more, the embedded data channel
should have a bandwidth of 20 bits per second, independent of the signal
level and type (classical, pop, speech).

Similar requirements could be drawn up for marking still pictures, videos
and multimedia objects in general. However, before rushing to do this, we will
consider some systems recently proposed and show attacks on them that will
significantly extend the range of distortions against which designers will have to
provide defences, or greatly reduce the available bandwidth, or both.

2.3 General Techniques

We mentioned schemes that modify the least significant bits of digital media;
by repeating such marks, or employing more robust encoding methods, we can
counter some filtering attacks. We can also combine coding with various trans-
form techniques (DCT, wavelet and so on).

The Patchwork algorithm [10], for instance, successively selects random pairs
of pixels; it makes the brighter pixel brighter and the duller pixel duller and
the contrast change in this pixel subset encodes one bit. To maintain reasonable
robustness against filtering attacks, the bandwidth of such systems has to be
limited to at most a few hundred bits per image [37, 38]. In a similar way, marks
can be embedded in audio by increasing the amplitude contrast of many pairs
of randomly chosen sound samples and using a suitable filter to minimise the
introduction of high-frequency noise.

More sophisticated variants on this theme involve spread-spectrum tech-
niques. Although these have been used since the mid-fifties in the military
domain because of their anti-jamming and low-probability-of-intercept proper-
ties [59], their applicability to image watermarking has only been noticed recently
by Tirkel et al. [64]. Since then a number of systems based on this technique
have been proposed [65, 70, 71]: typically a maximal length sequence is added
to the signal in the spatial domain and the watermark is detected by using the
spatial cross-correlation of the sequence and the watermarked image.

Another kind of marking technique embeds the mark in a transform domain,
typically one that is widely used by compression algorithms. Thus when mark-
ing sound one could add a pseudorandom sequence to the excitation signal in
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an LPC or CELP coded audio signal [43] and when marking an image one could
use the DCT domain. Langelaar et al. remove certain high frequency DCT coef-
ficients [38]; Cox et al. modulate the 1000 largest DCT coefficients of an image
with a random vector [17]; Koch et al. change the quantisation of the DCT co-
efficients and modify some of them in such a way that a certain property (order
in size) is verified [34]; while Ó Ruanaidh et al. modulate the DCT coefficient
with a bi-directional coding [47].

Techniques of this kind are fairly robust against various kinds of signal pro-
cessing and may be combined with exploitation of the perceptual masking prop-
erties of the human auditory system in [14, 15] and of the human vision system
in [25, 62, 63]. The basic idea here is to amplify the mark wherever the changes
will be less noticeable and also to embed it in the perceptually significant com-
ponents of the signal [18]. Masking may also be used to avoid placing marks in
places such as the large expanses of pure colour found in cartoons; the colour
histogram of such images has sharp peaks, which are split into twin peaks by
some näıve marking methods as the colour value c is replaced by c− δ and c+ δ,
thus allowing the mark to be identified and removed [42].

3 Attacks

This leads us to the topic of attacks and here we present some quite general kinds
of attack that destroy, or at least reveal significant limitations of, several mark-
ing schemes: PictureMarc 1.51 [22, 54], SysCoP [34, 72, 73], JK PGS (EPFL
algorithm, part of the European TALISMAN project), SureSign [61], EIKONA-
mark [41, 53], Echo Hiding, and the NEC method [17]. We suspect that systems
that use similar techniques are also vulnerable to our attacks.

3.1 The Jitter Attack

Our starting point in developing a systematic attack on marking technology was
to consider audio marking schemes that tweak low order bits whose location
is specified by a key. A simple and devastating attack on these schemes is to
add jitter to the signal. In our first implementation, we split the signal into
chunks of 500 samples, either duplicated or deleted a sample at random in each
chunk (resulting in chunks of 499 or 501 samples long) and stuck the chunks
back together. This turned out to be almost imperceptible after filtering, even
in classical music; but the jitter prevents the marked bits from being located.

In a more sophisticated implementation, we resample these chunks at a lower
or higher frequency. This relies on the properties of the ear’s pitch resolution:

In pitch perception experiments in the mid-audio frequency range,
subjects are able to perceive changes in frequency of pure tones of ap-
proximately 0.1%. [...] At frequencies above 4 kHz pitch discrimination
reduces substantially. [...] In the case of complex signals, such as speech,
it is very much less clear what the capabilities and processes of the au-
ditory system are. [...] There is evidence that peaks in the spectrum of
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the audio signal are detected more easily than features between spectral
peaks. J.N. Holmes [30]

If ni is the number of samples in the ith chunk, n′i the number of samples
after resampling and α the maximum relative change of frequency allowed then,
in the mid-audio range, we are roughly limited, for pure tones, by |∆ni| ≤ αni

(because α is small), where ∆ni := n′i+1 − n′i. This can be simplified as 0 <
k ≤ αn

2 when the ni are equal and when the number k of removed or added
samples is constant for each chunk. This is the approach we chose; it allowed us
to introduce a long jitter. Then the strategy for choosing k and n depends on
the input signal. With this technique we were able to tweak up to one sample in
50 of a 44 kHz sampled voice recording without any perceptible effect.

We also applied a similar attack to SysCoP Demo 1.0. In that case we simply
deleted columns of pixels and duplicated others in order to preserve the image
size. Fig. 1 gives an example of this attack.

Of course, there are much more subtle distortions that can be applied. For
instance, in [27], Hamdy et al. present a way to increase or decrease the length
of a music performance without changing the pitch; this was developed to en-
able radio broadcasters to slightly increase or decrease the playing time of a
musical track. As such tools become widely available, attacks involving sound
manipulation will become easy. Most simple spread-spectrum based techniques
are subject to this kind of attacks. Indeed, although spread-spectrum signal are
very robust to distortion of their amplitude and to noise addition, they do not
survive timing errors: synchronisation of the chip signal is very important and
simple systems fail to recover this synchronisation properly.

3.2 StirMark

Following this attack and after evaluating some watermarking software, it be-
came clear that although many of the seriously proposed schemes could survive
basic manipulations – that is, manipulations that can be done easily with stan-
dard tools, such as rotation, shearing, resampling, resizing and lossy compres-
sion – they would not cope with combinations of them. This motivated us to
implement StirMark.

StirMark is a generic tool developed for simple robustness testing of image
marking algorithms and other steganographic techniques. In its simplest version,
StirMark simulates a resampling process, i.e. it introduces the same kind of errors
into an image as printing it on a high quality printer and then scanning it again
with a high quality scanner. It applies a minor geometric distortion: the image
is slightly stretched, sheared, shifted and/or rotated by an unnoticeable random
amount1 (Fig. 2 – middle drawing) and then resampled using either bi-linear or
1 If A, B, C and D are the corners of the image, a point M of the said image can be

expressed as M = α[βA + (1− β)D] + (1 − α)[βB + (1 − β)C] where 0 ≤ α, β ≤ 1
are the coordinates of M relatively to the corners. The distortion is done by moving
the corners by a small random amount in both directions. The new coordinates of
M are given by the previous formula, keeping (α, β) constant.
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(a) (b)
bash$ imageread demo watermarked.ppm

Key:

No certificate file.

————————————————-

A valid watermark found - estimated correction

percentage is : 100

Retrieved Secret Label (string) : SysCoP(TM)

(c)

bash$ imageread demo jitter.ppm

Key:

No certificate file.

————————————————-

Cannon find valid watermark - failed.

Image jitter.ppm has been tampered or has not

been watermarked.

(d)

(e) (f)

Fig. 1. A successful jitter attack on SysCoP. We used the demo software re-
lease 1.0 available on SysCoP’s Web site [74]. (a) shows an image watermarked
with SysCoP and (b) the same image but after the attack. In the first case the
software detects the watermark correctly (c) but the check fails on the modi-
fied image (d). Here, the attack simply consists in deleting and duplicating some
columns of pixels such that the original size of the picture is conserved. (e) shows
the columns which have been deleted (-) and duplicated (+). Finally, (f) is a
magnified view of the white rectangle in (e); the bottom part corresponds to the
original image.
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Nyquist interpolation. In addition, a transfer function that introduces a small
and smoothly distributed error into all sample values is applied. This emulates
the small non-linear analog/digital converter imperfection typically found in
scanners and display devices. StirMark introduces a practically unnoticeable
quality loss in the image if it is applied only once. However after a few iterated
applications, the image degradation becomes noticeable.

With those simple geometrical distortions we could confuse most marking
systems available on the market. More distortions – still unnoticeable – can be
applied to a picture. We applied a global ‘bending’ to the image: in addition to
the general bi-linear property explained previously a slight deviation is applied
to each pixel, which is greatest at the center of the picture and almost null
at the borders. On top of this a higher frequency displacement of the form
λ sin(ωxx) sin(ωyy)+ n(x, y) – where n is a random number – is added. In order
for these distortions to be most effective, a medium JPEG compression is applied
at the end.

Fig. 2. We exaggerate here the distortion applied by StirMark to still pictures.
The first drawing corresponds to the original picture; the others show the picture
after StirMark has been applied – without and with bending and randomisation.

For those unfamiliar with digital image signal processing we shall now sum-
marise briefly the main computation steps. Apart from a few simple operations
such as rotations by 90 or 180 degrees, reflection and mirroring, image manip-
ulation usually requires resampling when destination pixels do not line up with
source pixels. In theory, one first generates a continuous image from the digital
one, then modifies the continuous image, finally samples this to create a new
digital image. In practice, however, we compute the inverse transform of a new
pixel and evaluate the reconstruction function at that point.

There are numerous reconstruction filters. In a first version of the software we
simply used a linear interpolation but, as foreseen, this tended to blur the image
too much, making the validity of the watermark removal arguable. Then we
implemented the sinc function as a reconstruction filter, which gives theoretically
perfect reconstruction for photo images and can be described as follows. If (x, y)
are the coordinates of the inverse transform – which, in our case is a distortion of
the picture – of a point in the new image and f the function to be reconstructed,
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then, an estimate of f at (x, y) is given by f̂(x, y) =
∑n

i=−n

∑n
j=−n sinc(x −

i)sinc(y − j)fi,j . This gives very much better results than the simple filter; an
example of the removal of an NEC watermark is given in Fig. 3.

We suggest that image watermarking tools which do not survive StirMark –
with default parameters – should be considered unacceptably easy to break. This
immediately rules out the majority of commercial marking schemes.

(a) (b)

Fig. 3. Kings’ College Chapel, courtesy of John Thompson, JetPhotographic,
Cambridge. For this example we watermarked a picture with NEC’s algo-
rithm [17]. We used the default parameters suggested by their paper (N = 1000
and α = 0.1). (a) is the watermarked image. We then applied StirMark (b) and
tested the presence of the watermark. The similarity between the original water-
mark and the extracted watermark was 3.74 instead of 21.08. This is well below
the decision threshold.

One might try to increase the robustness of a watermarking system by trying
to foresee the possible transforms used by pirates; one might then use techniques
such as embedding multiple versions of the mark under suitable inverse trans-
forms; for instance Ó Ruanaidh and Pereira suggest to use the Fourier-Mellin
transform2 to cope with rotation and scaling [55]. However, the general theme
of the attacks we have developed and described above is that given a target
marking scheme, we invent a distortion (or a combination of distortions) that
will remove it or at least make it unreadable, while leaving the perceptual value
of the previously marked object undiminished. We are not limited in this process
to the distortions produced by common analogue equipment, or considered in
the IFPI request for proposals cited above.

2 The Fourier-Mellin transform is equivalent to the Fourier transform on a log-polar
map: (x, y)→ (µ, θ) with x = eµ cos θ and y = eµ sin θ.
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As an analogy, one might consider the ‘chosen protocol attack’ on authenti-
cation schemes [58]. It is an open question whether there is any marking scheme
for which a chosen distortion attack cannot be found.

3.3 The Mosaic Attack

This point is emphasised by a ‘presentation’ attack, which is of quite general
applicability and which possesses the initially remarkable property that a marked
image can be unmarked and yet still rendered pixel for pixel in exactly the same
way as the marked image by a standard browser.

The attack was motivated by a fielded automatic system for copyright piracy
detection, consisting of a watermarking scheme plus a web crawler that down-
loads pictures from the net and checks whether they contain a watermark.

It consists of chopping an image up into a number of smaller subimages, which
are embedded in a suitable sequence in a web page. Common web browsers
render juxtaposed subimages stuck together, so they appear identical to the
original image (Fig. 4). This attack appears to be quite general; all marking

Fig. 4. Screen-shot of a web browser while downloading an image after the mo-
saic attack. This attack chops a watermarked image into smaller images which
are stuck back together when the browser renders the page. We implemented
software (2Mosaic) that reads a JPEG picture and produces a corresponding
mosaic of small JPEG images as well as the necessary HTML code automati-
cally [51]. In some cases downloading the mosaic is even faster than downloading
the full image! In this example we used a 350 × 280-pixel image watermarked
using PictureMarc 1.51.

schemes require the marked image to have some minimal size (one cannot hide a
meaningful mark in just one pixel). Thus by splitting an image into sufficiently
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small pieces, the mark detector will be confused [51]. The best that one can hope
for is that the minimal size could be quite small and the method might therefore
not be very practical.

There are other problems with such ‘crawlers’. Java applets, ActiveX controls,
etc. can be embedded to display a picture inside the browser; the applet could
even de-scramble the picture in real time. Defeating such techniques would entail
rendering the web page, detecting pictures and checking whether they contain a
mark. An even more serious problem is that much current piracy is of pictures
sold via many small services, from which the crawler would have to purchase
them using a credit card before it could examine them. A crawler that provided
such ‘guaranteed sales’ would obviously become a target.

3.4 Attack on Echo Hiding

One of the few marking schemes to be robust against the jitter attack is echo
hiding, which hides information in sound by introducing echoes with very short
delays. Echo hiding [26] relies on the fact that we cannot perceive short echoes
(say 1 ms) and embeds data into a cover audio signal by introducing an echo
characterised by its delay τ and its relative amplitude α. By using two types of
echo it is possible to encode ones and zeros. For this purpose the original signal is
divided into chunks separated by spaces of pseudo-random length; each of these
chunks will contain one bit of information.

The echo delays are chosen between 0.5 and 2 milliseconds and the best
relative amplitude of the echo is around 0.8. According to its creators, decoding
involves detecting the initial delay and the auto-correlation of the cepstrum of
the encoded signal is used for this purpose.

The ‘obvious’ attack on this scheme is to detect the echo and then remove it
by simply inverting the convolution formula; the problem is to detect the echo
without knowledge of either the original object or the echo parameters. This
is known as ‘blind echo cancellation’ in the signal processing literature and is
known to be a hard problem in general.

We tried several methods to remove the echo. Frequency invariant filter-
ing [49, 57] was not very successful. Instead we used a combination of cepstrum
analysis and ‘brute force’ search.

The underlying idea of cepstrum analysis is presented in [13]. Suppose that
we are given a signal y(t) which contains a simple single echo, i.e. y(t) = x(t) +
αx(t − τ). If we note Φxx the power spectrum of x then Φyy(f) = Φxx(f)[1 +
2α cos(2πfτ)+ α2] whose logarithm is approximately log Φyy(f) ≈ log Φxx(f)+
2α cos(2πfτ). This is a function of the frequency f and taking its power spectrum
raises its ‘quefrency’ τ , that is the frequency of cos(2πτf). The auto-covariance
of this later function emphasises the peak that appears at ‘quefrency’ τ (Fig. 5).

To remove the echos, we need a method to detect the echo delay τ . For this,
we used a slightly modified version of the cepstrum: C ◦ Φ ◦ ln ◦Φ where C is
the auto-covariance function3, Φ the power spectrum density function and ◦ the

3 C(x) = E[(x− x)(x− x)∗].
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Fig. 5. Graph (a) represents the cepstrum of a signal without echo. Graph (b)
is the cepstrum of the same signal with a 20 ms echo which is emphasised by
the very clear peak at 0.02 s.

composition operator. Experiments on random signals as well as on music show
that this method returns quite accurate estimators of the delay (Fig. 6) when
an artificial echo has been added to the signal. In the detection function we only
consider echo delays between 0.5 and 3 milliseconds. Below 0.5 ms the function
does not work properly and above 3 ms the echo becomes too audible.

Our first attack was to remove an echo with random relative amplitude,
expecting that this would introduce enough modification in the signal to prevent
watermark recovery. Since echo hiding gives best results for α greater than 0.7
we could use α̃ – an estimation of α – drawn from, say a normal distribution
centred on 0.8. It was not really successful so our next attack was to iterate:
we re-apply the detection function and vary α̃ to minimise the residual echo.
We could obtain successively better estimators of the echo parameters and then
remove this echo. When the detection function cannot detect any more echo,
we have got the correct value of α̃ (as this gives the lowest output value of
the detection function). Results obtained using this algorithm are presented in
Fig. 6.

3.5 Protocol Considerations

The main threat addressed in the literature is an attack by a pirate who tries to
remove the watermark directly. As a consequence, the definition commonly used
for robustness includes only resistance to signal manipulation (cropping, scaling,
resampling, etc.). Craver et al. show that this is not enough by exhibiting a
‘protocol’ level attack [20].

The basic idea is that many schemes provide no intrinsic way of detecting
which of two watermarks was added first: the process of marking is often ad-
ditive, or at least commutative. So if the owner of the document d encodes a
watermark w and publishes the marked version d + w and has no other proof of
ownership, a pirate who has registered his watermark as w′ can claim that the
document is his and that the original unmarked version of it was d + w − w′.
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Fig. 6. Performances of the echo detector. We added different echoes charac-
terised by their relative amplitude α and their delay τ to a signal and each time
we used our echo detector to find an estimation τ̂ of τ . These graphs show the
detected echo delay as a function of α and τ for random signals (a) and for a
piece of music (b).

Their paper ([21]) extends this idea to defeat a scheme which is non-invertible
(an inverse needs only be approximated).

Craver et al. argue for the use of information-losing marking schemes whose
inverses cannot be approximated closely enough. However, our alternative inter-
pretation of their attack is that watermarking and fingerprinting methods must
be used in the context of a larger system that may use mechanisms such as
timestamping and notarisation to prevent attacks of this kind.

Registration mechanisms have not received very much attention in the copy-
right marking literature to date. The existing references such as [16, 28, 29, 50]
mainly focus on protecting the copyright holder and do not fully address the
rights of the consumers who might be fooled by a crooked reseller.

3.6 Implementation Considerations

The robustness of embedding and retrieving techniques is not the only issue.
Most attacks on fielded cryptographic systems have come from the opportunistic
exploitation of loopholes that were found by accident; cryptanalysis was rarely
used, even against systems that were vulnerable to it [1].

We cannot expect copyright marking systems to be any different and the pat-
tern was followed in the first attack to be made available on the Internet against
the most widely used picture marking scheme, PictureMarc, which is bundled
with Adobe Photoshop and Corel Draw. This attack [12] exploited weaknesses
in the implementation rather than the underlying marking algorithms, even al-
though these are weak (the marks can be removed using StirMark).

Each user has an ID and a two-digit password, which are issued when she
registers with Digimarc and pays for a subscription. The correspondence between
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IDs and passwords is checked using obscure software in the implementation and
although the passwords are short enough to be found by trial and error, the
attack first uses a debugger to break into the software and disable the password
checking mechanism.

We note in passing that IDs are public, so either password search or disas-
sembly can enable any user to be impersonated.

A deeper examination of the program also allows a villain to change the ID,
thus the copyright, of an already marked image as well as the type of use (such
as adult versus general public content). Before embedding a mark, the program
checks whether there is already a mark in the picture, but this check can be
bypassed fairly easily using the debugger with the result that it is possible to
overwrite any existing mark and replace it with another one.

Exhaustive search for the personal code can be prevented by making it longer,
but there is no obvious solution to the disassembly attack. If tamper resistant
software [8] cannot give enough protection, then one can always have an online
system in which each user shares a secret embedding key with a trusted party
and uses this key to embed some kind of digital signature. Observe that there
are two separate keyed operations here; the authentication (which can be done
with a signature) and the embedding or hiding operation.

Although we can do public-key steganography – hiding information so that
only someone with a certain private key can detect its existence [3] – we still do
not know how to do the hiding equivalent of a digital signature; that is, to enable
someone with a private key to embed marks in such a way that anyone with the
corresponding public key can read them but not remove them. One problem is
that a public decoder can be used by the attacker; he can remove a mark by
applying small changes to the image until the decoder cannot find it anymore.
This was first suggested by Perrig in [50]. In [39] a more theoretical analysis
of this attack is presented as well as a possible countermeasure: randomisating
the detection process. One could also make the decoding process computation-
ally expensive. However neither approach is really satisfactory in the absence of
tamper-resistant hardware.

Unless a breakthrough is made, applications that require the public verifia-
bility of a mark (such as DVD) appear doomed to operate within the constraints
of the available tamper resistance technology, or to use a central ‘mark reading’
service. This is evocative of cryptographic key management prior to the invention
of public key techniques.

4 Conclusion

We have demonstrated that the majority of copyright marking schemes in the
literature are vulnerable to attacks involving the introduction of sub-perceptual
levels of distortion. In particular, many of the marking schemes in the market-
place provide only a limited measure of protection against attacks. Most of them
are defeated by StirMark, a simple piece of software that we have placed in the
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public domain [35]. We have also shown a specific attack on the one serious
exception to this rule (echo hiding).

This experience confirms our hypothesis that steganography would go through
the same process of evolutionary development as cryptography, with an iterative
process in which attacks lead to more robust systems.

Our experience in attacking the existing marking schemes has convinced us
that any system which attempted to meet all the accepted requirements for
marking (such as those set out by IFPI) would fail: if it met the robustness
requirements then its bandwidth would be quite insufficient. This is hardly sur-
prising when one considers that the information content of many music recording
is only a few bits per second, so to expect to embed 20 bits per second against
an opponent who can introduce arbitrary distortions is very ambitious.

Our more general conclusion from this work is that the ‘marking problem’
has been over-abstracted; there is not one ‘marking problem’ but a whole con-
stellation of them. We do not believe that any general solution will be found. The
trade-offs and in particular the critical one between bandwidth and robustness,
will be critical to designing a specific system.

We already remarked in [7] on the importance of whether the warden was
active or passive – that is, whether the mark needed to be robust against dis-
tortion. In general, we observe that most real applications do not require all of
the properties in the IFPI list. For example, when auditing radio transmissions,
we only require enough resistance to distortion to deal with naturally occurring
effects such as multipath. Many applications will also require supporting proto-
col features, such as the timestamping service that we mentioned in the context
of reversible marks.

So we do not believe that the intractability of the ‘marking problem’ is a
reason to abandon this field of research. On the contrary; practical schemes for
most realistic application requirements are probably feasible and the continuing
process of inventing schemes and breaking them will enable us to advance the
state of the art rapidly.

Finally, we suggest that the real problem is not so much inserting the marks
as recognising them afterwards. Thus progress may come not just from devis-
ing new marking schemes, but in developing ways to recognise marks that have
been embedded using the obvious combinations of statistical and transform tech-
niques and thereafter subjected to distortion. The considerable literature on
signal recognition may provide useful starting points.
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[23] Elke Franz, Anja Jerichow, Steffen Möller, Andreas Pfitzmann, and Ingo Stierand.

Computer based steganography: how it works and why therefore any restriction
on cryptography are nonsense, at best. In Anderson [2], pages 7–21. ISBN 3-540-
61996-8.

[24] Michael A. Gerzon and Peter G. Graven. A high-rate buried-data channel
for audio CD. Journal of the Audio Engineering Society, 43(1/2):3–22, Jan-
uary/February 1995.

[25] François Goffin, Jean-François Delaigle, Christophe De Vleeschouwer, Benôıt
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Abstract. Digital watermarking is the steganographic technique used to dis-
courage the unauthorized distribution of digital media such as text, audio, still
images, and video. Artists, publishers and any other individual or business that
has a commercial interest in preventing illegal copies of their work are in need
of a way to achieve this. There are commercial techniques available on the
Internet (like Steganos) and other techniques that are being researched. A desir-
able watermark is undetectable and can always be recovered. The ability to be
recoverable is of concern, since if the watermark is easily destroyed it is use-
less. This paper investigates three known steganographic algorithms with re-
spect to their robustness against four image processing operations: filtering, bit-
plane removal, DCT compression, and quantization. It is found that those
steganographic algorithms often fail to recover the watermarks after the four
image processing operations are performed.

1 Introduction

The information market wishes to efficiently distribute intellectual and artistic prop-
erty over networks securely with minimum risk of copyright infringement. With the
Internet becoming the marketplace of the present and the future, there is a need to
protect digital merchandise from unauthorized distribution [19]. An area of research
that tries to address this issue is steganography. Steganography is the study of con-
cealing the existence of information [3, 16]. It is different from cryptography in that
encryption hides the content of information in order to keep a person who may inter-
cept the information (cryptanalyst) from understanding what he or she is seeing. The
goal of steganography is that certain parts of the information not be readily detected
by an unauthorized person who intercepts it (stegoanalyst). In [3], classical
steganography is defined as the set of techniques that hides some information within
digital media like text, images, audio or video. The process of embedding the infor-
mation and detecting or extracting the embedded information sometimes involves
symmetric key generation.

When dealing with digital media that is to be distributed on the Internet, the con-
cern is to be able to authenticate ownership and identify unauthorized copies of digital
media. The steganographic technique used to achieve this is digital watermarking.

                                                          
† David Balenson is also acknowledged for his support of this work.
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Watermarking has its origins in papermaking, where papermakers marked their stock
with insignias to identify their workmanship and distinguish their work from fraudu-
lent imitations [19, 25]. A perfect modern example is official transcripts administered
by colleges and universities. Many official transcripts are usually printed on thick
paper stock and have a raised seal that identifies the corresponding college or univer-
sity. Upon opening the envelope, the raised seal is a visual mark that testifies to its
origins. If a person copies the transcript using some copy machine, the result is a not-
so-clear document that has the word “COPY” replicated all over it. Thus, signaling to
the viewer that it is a copy and could be doctored in some manner. So, how is this
applied to digital media?

The general digital watermarking procedure is illustrated in Fig. 1. The water-
marking technique embeds the watermark into the source data and a watermarked
version results. The owner has a choice of compressing the original data before ap-
plying the watermark, after applying the watermark or both. This is heavily dependent
on the nature of the technique. If the watermark is destroyed before the data is sent
out onto the network, the watermark is useless.

2ULJLQDO ,QLWLDO :DWHUPDUNLQJ

:DWHUPDUNHG

'DWD 'DWD

'DWD

0RUH

3URFHVVLQJ"

0RGLILHG

3URFHVVLQJ"

1HWZRUN

Fig. 1. General digital watermarking procedure

When there is a dispute as to whether or not data is authentic or has been cor-
rupted, the owner applies his or her watermarking extraction/verification algorithm to
the data. This algorithm depends on the technique used to embed the watermark. A
possible extraction/verification procedure is shown in Fig. 2. The data under verifica-
tion may need to go through some processing like decompression or change of format
depending on the requirements of the extraction algorithm. This in itself can signify
that the data has been modified. The extraction algorithm is applied to the test data
and the result is the suspect watermark. The suspect watermark is compared to the
original. In this procedure, the owner has a pre-determined threshold that will let him
or her verify whether or not the test watermark is acceptable.

7HVW ,V#WKH#H[WUDFWHG:DWHUPDUN

'DWD #ZDWHUPDUN####WKH#'DWD#IRU

:DWHUPDUN
([WUDFWLRQ2
9HULILFDWLRQ 7HVWLQJ

<HV 1R

$FFHSW 5HMHFW

RULJLQDO"
@@@@

Fig. 2. Possible watermark extraction/verification procedure
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It must be understood that the extraction method does not prove ownership unless
there are laws governing the insertion and extraction of watermarks. The watermarks
themselves are really useful to verify the source of a copy of data [17]. The original
owner of a particular datum may have a database of all the recipients of that datum
and can say whether or not the copy is an authorized distribution [21]. For the pur-
poses of this paper, the digital medium of focus is images.

Returning to the official transcript example, it demonstrates two types of digital
watermarking. If there is to be network distribution of official digital image tran-
scripts, there needs to be a digital form of the raised seal and of the hidden replicating
“COPY” for detection of copies. The digital raised seal is an example of a visible
digital watermark. The digital version of the replicating “COPY” is an example of an
invisible digital watermark. The invisible watermark is not revealed until some action
is taken upon the source to uncover it.

The visible watermark’s purpose is to discourage unauthorized distribution of
digital images. By seeing the watermark, a person is less likely to copy or distribute
the image without permission. It is desirable for a visible watermark inserted into an
image to have several properties [17]:
• Obvious to the casual observer
• Requires automated insertion, where human involvement is minimized
• Covers a large area of the image
• Impossible to remove or render undetectable
• Maintains the quality of the image
• Identifies the owner or source of the image
A desirable invisible watermark has the same properties as the visible watermark ex-
cept:
• It is undetectable to the casual observer
• There is a low probability that the watermark will be falsely detected when it does

not exist
• It is placed in a “perceptually significant region of the data despite risk of distor-

tion” [7]
• Localization–changes made to a section of an image affects the watermark in that

section only
Though all of these properties are necessary, one major property, which is the fo-

cus of this paper’s experimentation, is whether or not the watermark is able to resist
destruction. A schematic diagram for testing watermark resistance is shown in Fig. 3.
The original data is watermarked by some technique. The watermarked data is then
subjected to some attack in order to try to destroy or distort the watermark. The ex-
traction/verification technique associated with the watermarking algorithm is applied
to the modified data that results from the attack. If the watermark is present (i.e., the
extraction/verification algorithm is able to recognize the watermark), then the water-
mark is resistant to the attack. Otherwise, the watermark is not resistant.
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2ULJLQDO
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Fig. 3. Testing Watermark Resistance

The owner of an image may encourage users of his or her work to make alterations
to suit their purposes like imploding, swirling, embossing, resizing, etc. But regard-
less of that, the source of the image has to remain verifiable. So, what is the water-
mark most vulnerable too? Knowing this can help the user determine whether or not a
particular product suits his or her purposes. There are several steganographic algo-
rithms available on the Internet1 as well as published watermarking techniques for
images [2, 4–9, 11, 13, 14] and video [10, 12]. In this paper, three digital image wa-
termarking algorithms are tested for their robustness against watermark destruction.
For more information on the advantages and disadvantages of some of the water-
marking algorithms that have been developed, see [1]. There are also several web
sites where further information can be found on steganography and digital water-
marking.2

2 Watermarking Algorithms Under Consideration

In this section a review of three digital watermarking algorithms will be addressed.
The first two are available on the Internet and can easily be implemented on a PC.
The third is implemented using MATLAB®.

                                                          
1 Steganography Info and Archive. http:// members.iquest.net/~mrmil/stego.html

WWW References on Watermarking Techniques for Multimedia. http://www-nt.e-
technik.uni-erlangen.de/~hartung/watermarkinglinks.html

2 Steganography. http://patriot.net/~johnson/Steganography/ and http://www.cl.cam.ac.uk/
~fapp2/steganography/
Data Embedding. http://www.lanl.gov/users/u078743/embed1.htm
WWW Watermarking Links http://ltswww.epfl.ch/home-cgi-bin/format-page.cgi?
watermarking/refs.html|refs
Papermaking, Watermarks http://www.ipst.edu/amp/watermk.html
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2.1 HideSeek Version 5.03

This is a DOS software package that is used to conceal information within GIF
(Graphical Image Format) images. According to its creator, the algorithm takes the
low order bit of each pixel and uses it to encode l bit. A pseudo-random number gen-
erator (PRNG) is used to distribute the information to be concealed randomly across
the image. The concealed data is purported to be undetectable in greyscale images,
but is noticeable in color images. HideSeek requires knowing the file size and the
seed value to the PRNG. This information is encrypted in the GIF header to prevent
easy extraction of the information using the International Data Encryption Algorithm
(IDEA™) which is a conventional block cipher4. There is a restriction on the amount
of information that can be concealed. It can be no larger than the size of the host im-
age.

2.2 White Noise Storm (WNSTORM) © 5

This is a DOS and UNIX software package developed by Ray “Arsen” Arachelian.
The basic idea behind White Noise Storm is to conceal non-encrypted or encrypted
messages within random data. This technique is useful for people who wish to send
secure messages within PCX (Zsoft Paint Format) or BMP (Microsoft Windows
Bitmap) images. It provides the algorithm for encrypting the message (WNSTORM)
and for concealing the information in an image (WNINJECT). It is preferable, for
extra security, to encrypt the information before it is concealed in the least significant
bits of the image. Both parties must know the key in which the message was en-
crypted. This may not seem like a watermarking algorithm, since its intent is to send
hidden messages. But the watermark is a hidden message that should not be uncov-
ered unless the proper decryption scheme is used.

2.3 Simplified Version of Basic M-Sequence Approach

This technique is based on the algorithms described in [2] and the Constant Two-
Dimensional Watermark algorithm discussed in [11, 14] where the advantages and
disadvantages of the algorithm are also mentioned. A simplified version of the algo-
rithms is presented below. In the simplified version, a static bipolar matrix6, (which
consists of only - 1 and 1) such as the Walsh-Hadamard matrix will be used. After
creating the watermark W(x, y), it is added to blocks of corresponding size in the im-
age I(x, y). The pseudocode of the algorithm is as follows:

                                                          
3 HideSeek is freeware.
4 IDEA™ is a trademark of Ascom-Tech AG and is freeware for non-commercial usage. Un-

der European patent number: PCT/CH91/00117. For commercial use, obtain licensing details
from Dieter Profos, Ascom Tech AG, Solothurn Lab, Postfach 151, 4502 Solothurn, Swit-
zerland. Telephone: +41 65 242885, Fax: +41 65 235761.

5 White Noise Storm is copyrighted freeware and cannot be exported outside of the United
States.

6 Will assume square matrices or images for simplicity.
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Watermarking Algorithm
Given the original image I(x, y) and the watermark W(x, y)
Repeat

Extract an N ·  N block I’ from I(x, y)
J’ = I’ + W where J’ is the corresponding N ·  N watermarked block of the wa-
termarked image J being created.

until no more disjoint N ·  N blocks of I(x, y) to watermark

In the verification algorithm presented below a matching by correlation is used. The
correlation between 2 images Z and W is defined as follows:

CZW(s , t ) = S
x
 S

y
 Z(x, y) W(x - s , y - t ) (1)

where s , t  = 0, 1, …N - 1.

Verification Algorithm
Given a test image Z(x, y) and the original watermark W(x, y)
Repeat

Extract an N ·  N block Z’ from Z(x, y)
d  = c

J’W
(0, 0) -  c

Z’W
(0, 0) where J’ is the original watermarked image

if |d | < tolerance, then Z’ is legitimate
until no more disjoint N ·  N blocks of Z(x, y) to check

These algorithms will be applied to test images and then subjected to image process-
ing techniques to test watermark resistance to destruction.

3 Techniques Used to Test Watermark Resistance to Destruction

There are many image processing techniques that can be used to attempt watermark
destruction. If the watermark is not designed to withstand them, several techniques
can have an effect on the watermark. When applying an image processing technique,
the intention is to enhance some detail or remove some detail. By doing so, if there is
information hidden within the image it can possibly be destroyed. Those computa-
tional techniques mentioned in this section are implemented using MATLAB®.

3.1 Filters

Filters are used for image enhancement and restoration. The filters used here are (1)
standard gradient, (2) 3· 3 high-pass, and (3) Gaussian filters. The gradient, high-pass
and Gaussian filters are used for sharpening and highlighting edges or details in an
image.
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3.2 Bit-Plane Decomposition and Removal

An n-bit greyscale image can be decomposed into n 1-bit-planes. By removing some
combination of the planes, compression can be achieved without noticeably distorting

the image. Each plane can be characterized by 2
x
, where x ˛  {0, 1, 2, ..., n- 1}; the

most significant bit-plane is at x = n - 1. The question is whether this bit-plane re-
moval cause the watermarking algorithm to fail to recover the concealed data.

3.3 Discrete Cosine Transform (DCT) Compression

DCT [20, 23, 24] is the transform most commonly chosen for lossy data compression
systems because it achieves a higher level of compression at better visual quality of
images than those that result from other transforms. DCT is the international standard
for transform coding systems. The DCT transform coding system used here is a
JPEG-like system. Since in lossy compression the data that is removed is unrecover-
able, the question is whether applying DCT compression to a watermarked image
affects the watermark.

3.4 Optimal Non-Uniform Max-Lloyd Quantization

Quantization is a method used to reduce the representation size of data elements. It is
used in transform coding, or as a standalone system applied to images directly to re-
duce their dynamic range (i.e., number of bits per pixel). A simple k-level scalar
quantizer is defined as follows

1. k+1 decision levels d
1
, d

2
, d

3
, d

4
,…, d

k+1

2. k reconstruction values r
1
, r

2
, r

3
, r

4
,…, r

k
,

3. Each decision interval [d
i
, d

i+1
) is called a bin. There are k bins. Depending on the

type of quantizer, the bins can be equal or non-equal in size.
4. Each r

i
 ˛  [d

i
, d

i+1
).

There are two broad types of quantizers: uniform and non-uniform. A uniform
quantizer is one where all decision intervals are of equal size and the reconstruction
values are the middles of their corresponding intervals. Non-uniform quantizers, most
notably Max-Lloyd quantizers, have varying length intervals to minimize distortions
in the image [20, 23]. In order to quantize an image, for every x in the image find the
bin that contains x and then replace x by the bin index. To dequantize (reconstruct the
image), replace each bin index i by r

i
. The Max-Lloyd algorithm for computing the

optimal values for the di’s and ri’s can be found in [20, 23].
In this paper, Max-Lloyd is applied to images directly to test the resistance of the

various watermarking techniques against quantization.
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4 Experimentation

Fig. 4 depicts the color GIF image used for testing HideSeek and Fig. 5 shows the
greyscale BMP image used for testing WNSTORM and Simplified M-sequence.

Fig. 4. 260· 361 color GIF image. Fig. 5. 64· 64 greyscale BMP image7

4.1 Performance of HideSeek Version 5.0

Fig. 6 depicts the stegoimage that is the result of concealing the watermark depicted
in Fig. 7 within Fig. 4 using HideSeek. The dimensions of the stegoimage in Fig. 6
are greater than the original image, because the graphics toolbox that HideSeek uses
to display GIF images has a default display size of 320· 480. Therefore, the resulting
stegoimage will have dimensions of 320· 480. One disadvantage of HideSeek is that
the stegoimage must maintain its dimensions. If the image is resized, then the water-
mark will be lost. The developer of this algorithm states that if the original image is a
color image, the watermark will be visible. This is an obvious disadvantage, in that if
the watermark is meant to be hidden, it limits the types of images to only greyscale.

                                                          
7 gvpmisc.bmp from Ghostview for Windows 3.1
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Fig. 6. 320· 480 color GIF Stegoimage.
Fig. 7. 32· 32 greyscale GIF image (water-
mark) embedded in Fig. 5.

HideSeek vs. Filtering
The watermarking resistance testing procedure of Fig. 3 on HideSeek where the wa-
termark attack is filtering.  The modified images resulting from filtering the images of
Fig. 6 are shown in Fig. 8–10. HideSeek failed to recover the watermark for all cases
of the filters.

HideSeek vs. Bit-Plane Decomposition and Removal
As stated earlier, each pixel in a 8 bit greyscale image is represented by an 8 bit value
and can be decomposed into 8 bit-planes. The GIF images of the greyscale bit-planes
that resulted are depicted in Fig. 11 through Fig. 18.

Fig. 8. Result of gradient filter. Fig. 9. Result of high-pass filter.
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Fig. 10. Results of Gaussian filter.

Fig. 11. Plane 7. Fig. 12. Plane 6.

Fig. 13. Plane 5. Fig. 14. Plane 4.
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Fig. 15. Plane 3. Fig. 16. Plane 2.

Fig. 17. Plane 1. Fig. 18. Plane 0.

Fig. 19. Planes 7 through 5. Fig. 20. Planes 7 through 4.
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Fig. 21. Planes 7 through 3. Fig. 22. Planes 7 through 2.

Fig. 23. Planes 7 through 1. Fig. 24. Reconstructed stegoimage us-
ing DCT.

After decomposing the greyscale version of the stegoimage into its planes, the re-
sulting GIF images of several combinations are shown in Fig. 19 through Fig. 23.
HideSeek failed to recover the watermark from any of the images in Fig. 19 through
Fig. 23.

HideSeek vs. DCT Compression
HideSeek failed on the image shown in Fig. 24 also. The watermark is not noticeable
(if still present).

HideSeek vs. Max-Lloyd Quantization
The watermark data is noticeable in both the two- and four-level Max-Lloyd quan-
tized images (Fig. 25 and Fig. 26). The effects of the quantization also caused Hide-
Seek to fail to recover the watermark.
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4.2 Performance of WNSTORM

The following message (more specifically, the characters):
<return character>“Those who say it cannot be done, should not<return char-
acter>interfere with the one who is doing it.”<return character><return char-
acter><tab><tab><tab>-Unknown

represents the watermark added to Fig. 27a using WNSTORM; and the result of con-
cealing the watermark is shown in Fig. 27b. The developer of WNSTORM stated that
error-free transmission is required for the hidden information to remain intact. In all
the following cases, WNSTORM only recovered garbage data.

WNSTORM vs. Filtering
WNSTORM unsurprisingly failed to recover the watermark from the images in
Fig. 28. The filters’ job is to enhance pixels. Therefore, the changes caused by the
filters are likely to affect the watermark.

WNSTORM vs. Bit-Plane Decomposition and Removal
Concealing the watermark in the least significant bits is an obvious disadvantage of
the algorithm, since the removal of that plane will undoubtedly damage the water-
mark. A person may not be able to extract the watermark, but can destroy it and pre-
vent the desired recipient from getting the correct image. The watermark was not re-
covered from any single bit-plane or combination of bit-planes.

Fig. 25. Reconstructed stegoimage us-
ing two-level Max-Lloyd quantization

Fig. 26. Reconstructed stegoimage us-
ing Four-level Max-Lloyd quantization.
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(a) (b)
Fig. 27. (a) Original (b) BMP stegoimage: the hidden information is clustered around
the chin.

  

(a) (b) (c)
Fig. 28. Results of Filtering. (a) gradient (b) high-pass (c) Gaussian.

    

 

Fig. 29. These are the consecutive bit-planes from most significant to least significant.

One thing to note is that the decomposition of Fig. 27b depicted in Fig. 29 shows
where the watermark is located in the image. The stegoanalyst now knows that the
watermark exists. And, the visual results of the bit-plane combinations (Fig. 30) sug-
gest that image tampering can occur.

     

(a) (b) (c) (d) (e) (f)
Fig. 30. Bit-plane combinations: (a) planes 7 through 5 (b) planes 7 through 4 (c)
planes 7 through 3 (d) planes 7 through 2 (e) planes 7 through 1 (f) all planes.
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Visually, Fig. 30b through Fig. 30f all resemble the stegoimage in Fig. 27b.
Fig. 30a is lighter in the face, but the recipient will not know this characteristic be-
forehand. It is therefore possible to keep the rightful recipient from receiving the cor-
rect image by sending a tampered copy of the image.

Performance of Simplified M-Sequence Approach
Fig. 31 shows the images that resulted from applying Walsh-Hadamard matrices as
the watermark to the image in Fig. 27a. The blocking effect is a result of applying the
watermark to disjoint square blocks in the images as the algorithm describes. This can
be a tell-tale sign that something has been applied.

  

(a) (b)  (c)

Fig. 31. Images: (a) Outcome of 2· 2 Simplified M-sequence watermark (b) 4· 4 wa-
termark (c) 8· 8 watermark

The results of filtering are depicted in Fig. 32. The images in (a)–(c) are the results
of applying the gradient filter to the images in Fig. 31 respectively. The high-pass
filter results are shown in (d)–(f) and the Gaussian results in (g)–(i). Fig. 33 shows the
most significant bit-planes for each image. Fig. 34 is the result after applying DCT
compression and the results of the two-level Max-Lloyd quantization is shown in
Fig. 35. The images in Fig. 33 and Fig. 35 are quite similar.

     

(a) (b) (c) (d) (e) (f)

  

(g) (h) (i)
Fig. 32. Results of Filtering. (a–c) gradient (d–f) high-pass (g–i) Gaussian.
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(a) (b) (c)

Fig. 33. Bit-planes: (a) 2· 2 watermark (b) 4· 4 watermark (c) 8· 8 watermark 8.

  

(a) (b) (c)
Fig. 34. Resulting images after DCT compression.

  

(a) (b) (c)
Fig. 35. Results using Two-level Max-Lloyd quantization. Did not affect the image
because pixel values are between 0 and 1.

In Table 1 are the highest correlation values of all the blocks for each of the ste-
goimages shown in Fig. 31. Table 2 is the percentage of blocks whose correlation
values agreed exactly after the image processing operation was applied. All the other
blocks had values less than their corresponding correlation value of the original.
Fig. 31a had 1094 blocks to check. Fig. 31b had 256 blocks to check and Fig. 31c had
64 blocks to check. The watermarks were distorted when the filters were applied to
the stegoimages. DCT compression destroyed the watermarks for each of the stegoi-
mages. The bit-plane decomposition/removal and the 2-level Max-Lloyd resulted in
perfect correlation because the pixel values were not affected. Table 3 summarizes the
results of all the watermarking techniques and their performance.

Table 1. The maximum matching by correlation values for the stegoimages and their
corresponding watermark.

Fig. 31a Fig. 31b Fig. 31c

Maximum Matching Correlation 6.5020 21.5020 76.9961

                                                          
8 The bit-planes for each image are visually similar. Only the most significant plane is shown

here.
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Table 2. The percentage of blocks whose correlation values agreed exactly.

Fig. 31a Fig. 31b Fig. 31c

Gradient Filter 53.4 % 44.9 % 34.4 %

High-Pass Filter 55.2 % 45.7 % 34.4 %

Gaussian Filter 26.6 % 23.8 % 15.6 %

Bit-Planes 100 % 100 % 100 %

DCT 0 % 0 % 0 %

2-level Max-Lloyd 100 % 100 % 100 %

5 Summary of Results

Table 3. Was the watermark destroyed or distorted?

HideSeek WNSTORM 2 ·  ·  ·  · 2
M-Sequence

4 ·  ·  ·  · 4
M-Sequence

8 ·  ·  ·  · 8
M-Sequence

Gradient Filter Yes Yes Yes Yes Yes

High-Pass Filter Yes Yes Yes Yes Yes

Gaussian Filter Yes Yes Yes Yes Yes

Bit-Plane De-
composition

Yes Yes No No No

Bit-Plane Com-
binations

Yes Yes No No No

DCT Yes Yes Yes Yes Yes

2-level ML Yes Yes No No No

4-level ML Yes Yes

6 Conclusions and Future Work

The hope is that there will be a digital watermarking algorithm that will be able to
withstand any image processing technique used as an attack. Therefore, the only per-
son able to recover the hidden information is the one who put it there and those
authorized to do so. There are many software implementations and techniques avail-
able on the Internet. Users should choose the ones that best suit their purposes for
digital watermarking.

HideSeek and WNSTORM are algorithms designed to send hidden information
from one person to another. HideSeek is limited in that it only has undetectable hid-
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den information for greyscale images. If it is expanded to handle color images and the
data is not hidden in the least significant part of the image, but rather in the more per-
ceptible regions, then it may perform better. It may be interesting to see how to aug-
ment HideSeek for this purpose. WNSTORM’s main drawback is its requirement for
error-free transmission. Error-free transmission is for the perfect world. The success
of digital watermarking and other steganographic algorithms is dependent on the er-
rors that occur [3, 16]. The source code for WNSTORM is provided with the executa-
ble. It is also a potential area of research to improve this drawback.

There has been study on a way to forge digital watermarks so that the actual source
cannot be determined [25]. This places a limit on digital watermarking as a foolproof
method. There is still more research to be done. And finally, two other broad areas are
worth pursuing: Examination of other watermarking techniques and testing watermark
resistance to other image processing operations.
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Abstract. In some applications of electronic watermarks, the device
that detects whether content contains a watermark or not is in public
domain. Attackers can misuse such detector as an oracle that reveals up
to one bit of information about the watermark in each experiment. An
information-theoretical analysis of the information leakage is provided,
and a method is proposed to reduce the information leakage by orders
of magnitude.
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1 Introduction

It is an open problem whether reliable and secure public watermarks can exists.
Such public watermarks allow anyone to detect electronic watermarks, while the
security and robustness are not affected by this public knowledge. By secure we
mean that knowledge about how to detect a watermark does not reveal how the
watermark can be removed or altered. We call the watermarking scheme reliable
if it is robust to typical transmission and storage imperfections (such as lossy
compression, noise addition, format conversion, bit errors) and signal processing
artefacts (noise reduction, filtering), whether intentional or not. Moreover, con-
tent that has not been watermarked may not trigger a detector, or at least this
probability should be negligibly small. Typical requirements for watermarking
methods are

1. The watermark should be secure. Erasing the watermark should be techni-
cally difficult.

2. The watermarking scheme should be reliable.
3. An original image and its marked version should be perceptually indistin-

guishable. After commonly accepted processing, e.g. MPEG lossy compres-
sion, the accumulated artifacts should not be visible.

Public watermarks are desirable for copy management and embedded sig-
nalling of author’s and publisher’s data within the content. In innovative copy
protection schemes, as for instance intended for new generation (Digital Versa-
tile Disc) DVD systems, a consumer device performs a watermark detection as

David Aucsmith (Ed.): Information Hiding 1998, LNCS 1525, pp. 258–272, 1998.
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part of its judgement whether the content is original, or a legal or illegal copy.
Watermarked content on discs that do not have the correct physical identifiers of
the original publisher will not be played. For all systems known to the authors,
the watermark detection method, i.e., its algorithm and the ”keys”, have to be
kept secret to avoid that copyright pirates can remove the watermark. It is often
assumed that the watermark detector is therefore implemented as a tamperproof
box such that the attacker can not reverse-engineer critical parameters or prop-
erties of the detector from the implementation. An important class of proposed
detectors is covered in Section 2.

An attacker can nonetheless learn and erase the watermark by experimenting
with the content that he inputs to the detector [1]. Unless special precautions
are taken, the attacker gains one bit of information about the watermark in
every attempt. This implies that the attack is linear with the number of pixels
in the image. This is in sharp contrast with the common belief that an attacker
must do order O(exp(N)) experiments to find a secret watermark in an image
of N pixels. In Section 3 we describe the attack. An attacker is successful if he
can modify a marked image such that the detector responds that it does not see
a watermark, while the modifications to the image are invisible. We propose a
countermeasure that increases the work load for an attacker by a several orders
of magnitude in Sections 4-6.

2 Typical Watermarking Detector

Let us consider a rectangular image r of size N1 by N2 pixels. The coordinates of
the pixels are denoted by n ∈ A = {(n1, n2) : 0 ≤ n1 ≤ N1−1, 0 ≤ n2 ≤ N2−1}.
The luminance of the pixel with coordinates n is denoted as r(n). We represent
the watermark as w or w(n), which takes on a value in each pixel n ∈ A.
A watermark detector outputs D = 1 if it recognizes a watermark, otherwise
D = 0.

The most commonly used watermark detector bases this decision on the
correlation between the suspect image and (a possibly transformed version of)
the watermark [2,3,4,5,6]. Although many authors do not explicitly mention
a correlator as their detection method, many schemes published thus far are
mathematically equivalent to detection by correlation, or extensions of this basic
concept. Such detector, as for instance in Figure 1, extracts a decision variable
y from the suspect image q through a correlation operation Rw(q) with a locally
stored copy of the watermark w;

y = Rw(q) =
∑
n∈A

w(n)q(n).

Then, if y > ythr with ythr some threshold value, it decides that the watermark
is present and it outputs D = 1, otherwise D = 0.

We refer to [4] for an evaluation of how a decision threshold ythr relates to
the probability of a missed detection (the watermark is present, but the detector
thinks it is not) and the probability of a false alarm (no watermark is embedded,
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Fig. 1. Correlator detector

but the detector thinks one is). These probabilities measure the reliability of the
watermarking scheme.

The output of the detector D can be seen as a random variable depending
on y. In fact we have the Markov sequence

q → y → D,

where q, y = Rw(q), and D are interpreted as random variables. I.e., the dis-
tribution function of random variable D, conditioned on the entire past, can be
expressed exactly through conditioning only on the most recent random variable
y.

Note that here we do not explicitly describe how an original image is wa-
termarked in order to trigger a detector. In the standardization of watermarks
for copy protection, it has become clear that only the detection algorithm needs
to be prescribed, whereas the content owner can be given the freedom to use
proprietary solutions for embedding the watermark. Particularly because of on-
going developments in perceptual modelling, such solutions tend to differ from
implementation to implementation and to improve over time [7]. The reader may
assume that the embedding method creates a new image q with q = r + η ∗ w,
where η is an appropriate embedding depth and ∗ is a pixelwise multiplication.
The attack described in this paper is considered to be successful if the attacker
manages to modify a watermark image in such a way that the detector will not
be triggered. This neither implies that he recovered the original image precisely
as it was before marking, nor that the new image is free of remnants from the
watermark. However, one can use the r.m.s. modifications to the marked image
as a first-order indication of the perceptual damage to the image.

In order to intuitively understand the concept of the attack and the counter-
measures, we now present a geometrical interpretation of the correlator detector.
This attack has been successfully executed against several more sophisticated
watermarking methods [8].

Pictures are interpreted as vectors in an N1N2 = N dimensional vector space,
see Figure 2. The vector space consists of three parts; S< = {b : Rw(b) < ythr},
S> = {b : Rw(b) > ythr}, and S= = {b : Rw(b) = ythr}. For pictures in S< the
detector outputs 0. With probability close to one, a random unmarked image
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Fig. 2. Geometrical Interpretation. Image r, Watermark w, Marked Image q

r ∈ S<. We will consider only those original images that do not raise a false alarm
in a detector, that is we do not address the small fraction of those original images
that by accident are within S>. For marked pictures, which are in S> the detector
outputs 1. On the separating surface S=, the watermark detector also outputs
D = 0. Area R contains all pictures which are perceptually indistinguishable
from r. According to requirement 3 we have that q ∈ R.

Area Q contains modifications of q caused by typical transmission and storage
imperfections and signal processing artefacts. According to requirement 3 such
pictures should be perceptually indistinguishable from r as well, thus Q ⊆ R.
The watermarking scheme should be reliable, see requirement 2, hence, Q ⊆ S>.
Summarizing, we have that r ∈ R, and q ∈ Q ⊆ R ∩ S>, and we assume that a
watermarking method exists that allows q to be created.

The attacker’s task is to find a point in S<, preferably as close as possible
to r. In practice, he will be satisfied with r̂ ∈ S< close to q and he hopes that
r̂ ∈ R. We conclude this section by noting that in Figure 2 the geometrical shape
of the areas are idealized.

3 The Attack

The attacker is assumed to have a marked image q (from which he attempts
to remove the watermark) and to have access to the input and output of a
watermark detector. This detector can for instance be in a tamperproof box, or
it can be a remote server algorithm on a network that allows users to submit
random images for watermarks detection.

In abstract terms, the attacker operates as follows [1]:

[Select random point in S<, near S=] He initially searches for a random point
q0 ∈ S< as close as practically possible to S=. At this point it does not matter
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whether the resulting image resembles the original or not. The only criterion
is that some minor modifications to the test image cause the detector to
respond with D = 1 while other modifications result in D = 0. One method
is to gradually replace more and more pixels in the image by neutral grey.

[Find tangent el] He then estimates the tangent el to the surface S= by taking a
random vector tj and searches the scalar values γj for which ql+γjtj changes
the decision of the detector. Typically, one only needs a single small positive
or negative value for γj , e.g. γj ∈ {−1, +1}. A useful choice for tj is zero for
all pixels except for a single pixel nj . That is, ql + γjtj slightly increases or
decreases the luminance of that pixel just enough to ensure to trigger the
detector (ql + γjtj ∈ S>). This provides the insight of whether w(nj) > 0
or < 0. In a more sophisticated version, one can also estimate the value of
w(nj).
This test is repeated for a complete set of independent vectors tj , j = 0,
1, . . ., N − 1. At the end the attacker has gained knowledge about w and,
hence, about the shape of the surface S= near ql. Using this knowledge he
estimates the tangent el to the surface S= near ql.

[Create a point ql+1 in S< near S=] Combining the knowledge on how sensi-
tive the detector is to a modification of each pixel, the attacker estimates
a combination of pixel values that has the largest (expected) influence on
the detector decision variable. The attacker uses the original marked image
q (or ql) and subtracts λl ∗ el resulting in a new point ql+1 in S< near S=,
such that the detector reports that no watermark is present. Parameter el

is the tangent vector constructed in the previous step. Parameter λl may be
found experimentally, such that λl may have the smallest perceptual effect
on the image. A sophisticated attacker also exploits a perceptual model that
makes the value of λl dependent on the pixel location. This is the final step
for watermarking schemes with a simple correlator. If the surface S= is not
a hyper plane, e.g., if the threshold value depends on the variance in the
image, or if the surface is a collection of parts of hyperplanes, the attacker
may iterate.

[Iterate] If the attacker is dissatisfied with the perceptual damage to the image,
he may treat this image ql+1 again as a test image to estimate the local
sensitivities. That is, he repeats the procedure for l + 1 (find tangent el+1

and create a point ql+2 in S< on or very close to the separating surface S=)
until he finds a point qn appropriately close to q.
If the surface S= in not a perfect plane, he may need to invoke more sophisti-
cated searching algorithms, possibly including simulated annealing. However,
for most correlator-based detection methods the attack only needs a single
round of the above iterative process. For intuitive understanding we analyse
the attack against a simple correlator/threshold detector with an idealised
perceptual model. In this case a single round of iteration is sufficient. For
ease of analysis we focus on the special case w(n) ∈ {−k, k} where k > 0,
i.e. similar to proposals as in for instance in [2,5].
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4 Countermeasure

It appears possible to make the watermark detector substantially less vulnerable
to the attack by randomizing the transition point ythr of the detector. If the
transition area S= is not a perfect plane, but a fuzzy area with random decisions
by the detector if y ≈ ythr, an attacker will get much less information from each
experiment performed in Step 2. If the randomization only occurs in a limited
range of the decision value, the effect on the reliability is small.

For instance, instead of using one threshold ythr, the detector uses two thresh-
olds y1 and y2 with y2 > y1. If y < y1, D = 0 and if y > y2, D = 1. In the range
y1 < y < y2, the detector chooses D = 1 with probability p(y), where p(y) is
smoothly increasing in y.

4.1 Reliability

For reliability reasons the detector must respond D = 0 with very high probabil-
ity for unmarked images and with D = 1 for marked images. Random responses
are acceptable only in a transition range: y1 is taken large enough such that the
probability for a random, unmarked image not to generate D = 0 is small enough
(probability of a false alarm). Similarly, y2 is taken small enough such that the
probability for a watermarked image not to generate D = 1 is small enough
(probability of a missed detection). To satisfy the reliability requirements, the
system designer should select the decision interval [y1, y2] small enough such that
the reliability of the detector stays within acceptable range. On the other hand,
the length of the transition interval [y1, y2] is taken large enough to ensure that
for small changes to the image (resulting in small changes to y), the gradient of
the decision probability p(y) is only noticeable to an attacker after taking many
samples and statistically processing these. It has been shown that the decision
variable is a Gaussian random variable [9]. Its mean value corresponds to the
energy in the watermark, defined as Ew =

∑
n∈A w(n)2. The variance is deter-

mined by the variance of pixel luminance values, thus σ2 = Er2−E2r and other
parameters. Erroneous detections occur with a probability that is determined by
the energy in the watermark, the threshold setting and the variance of the ran-
dom cross correlation between the original image and the reference watermark.
If, in a detector without a countermeasure, a threshold of ythr would be chosen,
one could include the countermeasure by taking y1 = ythr and y2 = Γythr. This
would require the watermark to be embedded with a slight increase in energy,
determined by Γ . This increase can be limited to a few dB, however, an detailed
evaluation is outside the scope of this paper.

4.2 Sophisticating the Attack

Despite the random responses, an attacker can nonetheless extract information
if he manages to estimate p(q0) and p(q0 + γjtj). He could estimate these prob-
abilities by repeated trials. Particularly, if p(y) has a pronounced discontinuity
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at yd, he could launch the attack near yd. If for instance the detector would flip
an unbiased coin when y1 < y < y2, the attacker launches the attack either at
y ≈ y1 or y ≈ y2. In a few attempts he will learn whether the probability is 0,
0.5 or 1 for each q0 + γjtj .

There appears to be an optimum shape for p(y) which minimizes the leakage
of information, independent of the value of Rw(q0) at which the attack is exe-
cuted. In the coming sections we will construct, study, and analyse this optimal
shape.

D

Image

r

w

Watermark

q

w

Reference copy
of watermark

Hash RNG Function

y

Pr(D=1)=p(y)

Fig. 3. Improved detector using countermeasure

Figure 3 gives an example of a possible implementation. For y1 < y < y2, the
behavior is determined by the cryptographic Hash value generator, the Random
Number generator and the Function. We notice that the implementation of Fig-
ure 3 results in a deterministic machine. That is if a fixed image q is input in
the detector then either it always detects the watermark or it never detects the
watermark. This avoids that an attacker estimates p(y) by inputting the same
image q in the detector over and over.

To the attacker not aware of the internal behaviour of the hash and random
function generator,

Pr(D(q) = 1|Rw(q) = y) = p(y).

Let us consider an attacker eager to find p(y), who therefore manages to find
small modifications q+ ε to the image q, where y = Rw(q) = Rw(q+ ε) (Rw(ε) =
0 if the detector is a linear correlator). The output of the Random Number
generator for these modifications q + ε differ in an unpredictable manner. Hence,
for a fraction p(y) of all small modifications q + ε we have D(q + ε) = 1. Thus
by interpreting q as a fixed picture and ε as a uniformly distributed random
variable representing small modifications with Rw(q) = Rw(q + ε),

Pr(D(q + ε) = 1|R(q) = y) = p(y). (1)
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5 Probabilistic Behavior

As we argued before, preferably p(y) is a smooth function. The attacker can
still estimate the sensitivity of p(y) to his intentional modifications γjtj of the
image. Hence he will learn the relation between y and γjtj . We will determine
the optimum relation between p(y) and y to protect against this attack.

Assume that the pirate has created a test image ql in step 3 or initially in
step 1 of the attack. In the following analysis we focus on step 2 (estimating the
tangent). More specifically we investigate how the attacker can find p(ql + γjtj)
by making second-oder small modifications εi

1.
Let Rw(ql) = y. For small modifications ql + ε, |ε| << |γjtj | to the original

image ql approximation
y = R(ql) ≈ R(ql + ε)

holds. Thus the detector returns D = 1 with probability p(y) for these small
modifications, see (1). Henceforward, through many experiments with different
εi’s the attacker is able to estimate the value of p(y) = p(Rw(ql)).

Let ql,j,i = ql + γjtj + εi such that

Rw(ql,j,i) ≈ Rw(ql + γjtj).

For ease of notation we write qi instead of ql,j,i. Image γjtj is a bias, which we
interpret as a test image which is non-zero only in one pixel nj . For ease of
notation we write t instead of γjtj and n instead of nj . Let t(n) = α > 0 and
δ = αk. Then the effect ∆y that t has on the decision variable is

∆y = Rw(t) = α · w(n) ∈ {−αk, +αk} = {−δ, +δ}.

Since Rw is (at least in a first order approximation) a linear function we have
that

Rw(qi) ≈ Rw(ql + t) = Rw(ql) + Rw(t) = y + ∆y

and if p(y) is a smooth (differentiable) function

p(Rw(qi)) ≈ p(y + ∆y) ≈ p(y) + ∆y · p′(y),

where p′(y) denotes the derivative of function p evaluated in y. Thus the detector
returns output Di = 1 with probability p(y) + ∆y · p′(y) for image qi, that is

Pr(Di = 1|w(n) = +k) ≈ p(y) + δ · p′(y),
P r(Di = 1|w(n) = −k) ≈ p(y)− δ · p′(y). (2)

Henceforward, through many experiments with different qi’s the attacker is able
to estimate the value of p(y) + ∆y · p′(y). If this value is more than p(y) the

1 Here ql is the zero-order attempt, γjtj ’s describe first-order sensitivity measurements,
and εi’s describes second-order randomizations used by the attacker to measure
statistical averages.
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attacker concludes that ∆y = +δ and w(n) = +k. If it is less than p(y) the
attacker concludes that ∆y = −δ and w(n) = −k.

The idea is that the attacker gathers information about the polarity of the
watermark in the pixel w(n) through the series of test images qi. This results
in a sequence of outputs of the detector D1, D2, . . . , Di, . . .. In the remainder
we denote D1, . . . , Di by Di. The average amount of bits needed to describe
a realization of Di is measured by the uncertainty about Di, denoted by the
entropy function H(Di). The average amount of bits needed to describe Di

given the knowledge of w(n) is measured by the conditional uncertainty about
Di given w(n), denoted by the conditional entropy function H(Di|w(n)). The
mutual information I(Di; w(n)) = H(Di)−H(Di|w(n)) between Di and w(n)
measures the amount of information Di and w(n) have in common. Hence,
I(Di; w(n)) measures the amount of information that the observation Di reveals
about the unknown w(n). We notice that w(n) takes on values −k and +k with
equal probability, hence H(w(n)) = 1 bit. The entropy function h is defined as
h(x) = −x log x−(1−x) log(1−x) where the logarithm is of base 2. We notice that
h′(x) = log((1−x)/x) and that the second derivative h(2)(x) = −1/(x(1−x) ln 2).
For a thorough treatment in information theory we refer to Cover and Thomas
[10].

To defend the confidentiality of the watermark, the system designer of the
copy protection scheme keeps the information that Di reveals about the water-
mark as small as possible. He designs function p such that I(Di; w(n)) is small
enough. Let us analyse this mutual information. Let us consider the special case
i = 1. From approximations (2) and the definition of entropy we infer that

H(D1|w(n) = +k) ≈ h(p(y) + δp′(y)),
H(D1|w(n) = −k) ≈ h(p(y)− δp′(y)),

H(D1|w(n)) ≈ (h(p(y) + δp′(y)) + h(p(y)− δp′(y)))/2,

and Pr(D1 = 1) = ((p(y) + δp′(y)) + (p(y)− δp′(y)))/2 = p(y), hence

H(D1) = h(p(y)).

We conclude that

I(D1; w(n)) = H(D1)−H(D1|w(n))

≈ h(p(y))− 1
2
[h(p(y) + δp′(y)) + h(p(y)− δp′(y))] (3)

≈ − (δp′(y))2

2
h(2)(p(y))

=
(δp′(y))2

2
1

p(y)(1− p(y)) ln 2
. (4)

Let us consider the more general case i ≥ 1. Let

Fs(x) = (p(y) + x)s(1− p(y)− x)i−s,

B(x) = −
∑

0≤s≤i

(
i

s

)
Fs(x) log

(
1 +

Fs(−x)
Fs(x)

)
,
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and let its Taylor sequence be

B(x) =
∑
j≥0

B(j)(0)
xj

j!
.

Then the following theorem holds. For its proof we refer to Appendix A.

Theorem 1. Assuming that equalities hold in (2) we have

I(Di; w(n)) =
∑
j≥1

B(2j)(0)
(δp′(y))2j

(2j)!
,

where
B(2)(0) =

i

p(y)(1− p(y)) ln 2
.

Hence,

I(Di; w(n)) = i · I(D1; w(n)) +
∑
j≥2

B(2j)(0)
(δp′(y))j

(2j)!
.

The system designer of the copy protection scheme wants to design p(y) such
that I(Di; w(n)) is as small as possible given that p(y) = 0 for y ≤ y1 and
p(y) = 1 for y ≥ y2. We notice that the size of interval [y1, y2] is related to
the reliability of the detector, the smaller the interval the better the reliability.
So, in practise the system designer chooses firstly the size of this interval such
that the reliability of the detector will be in a reasonable range. Secondly, the
system designer constructs an optimal function p(y) (optimal in the sense that
I(Di; w(n)) is as small as possible).

We notice that for a fixed function p(.), I(Di; w(n)) solely depends on the
value y. Therefore we define

Ii(y) = I(Di; w(n))

and we infer from Theorem 1 and (4) that a first order approximation gives

Ii(y) ≈ 2iδ2

ln 2

{
(p′(y))2

1− (2p(y)− 1)2

}
.

By substituting

p(y) =
1
2
− 1

2
cos(r(y)) (5)

with r(y) = 0 for y ≤ y1 and r(y) = π for y ≥ y2 we obtain

Ii(y) ≈ 2iδ2

ln 2
(r′(y))2

4
.

Hence,

|r′(y)| ≈
√

2 ln 2Ii(y)/i

δ
, (6)
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where Ii(y)/i is the information leakage expressed in watermark bits per exper-
iment. The system designer wants to have

sup
y

Ii(y)/i

as small as possible. The requirement that supy Ii(y)/i is as small as possible is
equivalent to the requirement that supy |r′(y)| is as small as possible, see (6).
We conclude that r(y) linearly increases in the interval [y1, y2]. Thus

r(y) = π
y − y1

y2 − y1
(7)

and π/(y2 − y1) ≈ (
√

2 ln 2Ii(y)/i)/δ, that is

Ii(y)/i ≈ π2

2 ln 2

{
δ

y2 − y1

}2

(8)

is the information leakage expressed in watermark bits per experiment. We have
constructed the optimal shape of p(y) and we conclude that the information
leakage, expressed in watermark bits per experiment, decreases quadratically in
the size of the decision interval. We notice that the reliability of the watermarking
scheme gets worse (higher probabilities of missed detection and false alarm) if
the size of the decision interval increases.

We have analysed a first order approximation of an optimal shape for p(y).
This means that (8) gives a first order approximation of the information leakage.
A better approximation (actually an upper bound) is given by the next theorem.
Its proof is presented in Appendix B.

Theorem 2. Assuming that equalities hold in (2) and that p(y) is defined by
equations (5) and (7) we have that

I(Di; w(n)) ≤ i · I
with

I = 1− h

(
1
2
− δπ

2(y2 − y1)

)
≈ π2

2 ln 2

{
δ

y2 − y1

}2

≈ I(D1; w(n))

if δ/(y2−y1) < 1/π, and I = 1 if δ/(y2−y1) ≥ 1/π. Here y2−y1 is the transition
width of the decision interval and ∆y ∈ {+δ,−δ} is the effect that modifying
one pixel has on the decision variable. Parameter I expresses the information
leakage in watermark bits per experiment. The reliability of the watermarking
scheme gets worse if the size of the decision interval increases.

6 Discussion

Example 1. Let us consider a digitized representation of a television frame in
the NTSC standard, having N = N1×N2 = 480 by 720 pixels, with w(n) = ±1.
Then Rw(w) = 345600. A useful choice of detection thresholds can be y1 =
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115200 and y2 = 230400. If the luminance is quantized into 8 bits (0, . . . , 255)
one pixel test t can influence the decision variable y by at most δ = 255 but a
more realistic value is δ ≈ 100 relative to mid grey. In such case, I = 5.4 · 10−6

bits per test. So recovering the full watermark is 186000 times more difficult
than without the randomized decision threshold.

In an attempt to increase δ the attacker may use a different base {t0, t1, . . .,
tN−1} (in the previous example and in Section 5 tj(nj) = α and tj(nm) = 0 for
m 6= j). The effect of tj on the decision variable is Rw(tj) =

∑
n∈A w(n)tj(n).

Notice that w = {w(n)}n∈A is a random variable to the attacker and that the
expected effect of tj on the decision variable is E[Rw(tj)] = 0. For a spectrally
white watermark [9], i.e., if E[w(n)w(n + ∆)] = 0 for ∆ 6= 0, we find the second
moment

E[Rw(tj)2] =
∑
n∈A

∑
n+∆∈A

E[w(n)w(n + ∆)]tj(n)tj(n + ∆)

= k2
∑
n∈A

tj(n)2 = k2Etj , (9)

where Etj =
∑
n∈A tj(n)2 is the energy in the test image tj . Experiments

with test image tj reveal information about the value of Rw(tj) which gives
us a linear relationship between the values of w(n), n ∈ A. We define the
expected information leakage Ii(y) in i experiments expressed in watermark
bits by Ii(y) = I(Di; w) ≈ i · I(D1; w) = i · (H(D1) − H(D1|w)) (notice that
I(Di; w) = I(Di; w(nj)) if tj is non-zero only in one pixel nj). See (2),

p(Rw(qi)) ≈ p(y) + Rw(tj)p′(y). (10)

Hence, H(D1) = h(E[p(y) + Rw(tj)p′(y)]) = h(p(y)) and

H(D1|w) =
∑
ŵ

Pr(w = ŵ)H(D1|w = ŵ)=
∑
ŵ

Pr(w = ŵ)h(p(y) + Rw(tj)p′(y))

= E[h(p(y) + Rw(tj)p′(y))]
= (E[h(p(y) + Rw(tj)p′(y))] + E[h(p(y)−Rw(tj)p′(y))])/2.

We obtain that the information leakage expressed in watermark bits per exper-
iment equals

Ii(y)/i ≈ E[h(p(y))− (h(p(y) + Rw(tj)p′(y)) + h(p(y)−Rw(tj)p′(y)))/2]
≈ E[π2Rw(tj)2/(2 ln 2(y2 − y1)2)], see (4),

=
π2

2 ln 2

{
k
√

Etj

y2 − y1

}2

, see (9).

We have generalized (8) towards this new setting. Notice that for large Etj

approximation (10), and hence the generalized formula, is not accurate anymore.
We conclude that for large Etj the attacker gains substantial information.

However, large Etj is not suitable for watermark detection methods where S=

is not a perfect hyperplane. Then ql + tj would be influenced too much by tj
because of its large energy Etj .
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7 Concluding Remarks

Electronic watermarks are a useful technical mechanism to protect Intellectual
Property Rights. The use of watermarks in copy control for consumer electronic
products, however, is not yet fully understood. We have investigated the sensi-
tivity attack. The proposed countermeasure increases the workload by orders of
magnitude, but the workload remains linear in the number of pixels.

In [1] a sensitivity attack is described that shows that if a watermark de-
tection algorithm could be placed in a perfectly tamperproof box, this does
not necessarily imply that the attacker cannot find a method to remove the
watermark. This result questions the possibility to build perfect “public” water-
marking schemes in which that attacker knows how to detect a watermark, but
despite this knowledge he cannot remove or alter the watermark. A necessary
condition for such system to be secure is that it should withstand the attack
described here. Knowledge of the detection algorithm implies that the attacker
can use the detector as an oracle to gain information about the watermark. As
the attack proves, this is often sufficient to remove the watermark pixel by pixel.
If the attack, or a more sophisticated elaboration of it, is successful against a
black-box watermark detector, it would certainly be able to remove a water-
mark for which the attacker has the full details of the detection algorithm. All
watermarking methods known to the authors are of the secret-key type, i.e., the
watermark detector contains secret information, which could be exploited by an
attacker to remove the watermark.
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A Proof of Theorem 1

Assuming that equalities hold in (2) we will prove

I(Di; w(n)) =
∑
j≥1

B(2j)(0)
(δp′(y))j

(2j)!
.

For realizations di = (d1, . . . , di) with s(di) = |{l : dl = 1}| we have that

Pr(Di = di|w(n) = +k) = Fs(di)(+δp′(y)),

P r(Di = di|w(n) = −k) = Fs(di)(−δp′(y)),

P r(Di = di) = (Fs(di)(+δp′(y)) + Fs(di)(−δp′(y)))/2.

By definition of entropy and conditional entropy

H(Di) = −
∑
di

Pr(Di = di) log Pr(Di = di),
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H(Di|w(n)) = (H(Di|w(n) = +k) + H(Di|w(n) = −k)/2

= −1
2

∑
di

Pr(Di = di|w(n) = +k) log Pr(Di = di|w(n) = +k) +

−1
2

∑
di

Pr(Di = di|w(n) = −k) log Pr(Di = di|w(n) = −k).

By combining all equations and noticing that B(0) = −1 we obtain

I(Di; w(n)) = −1
2

∑
di

Fs(di)(+δp′(y)) log
1
2

(
1 +

Fs(di)(−δp′(y))
Fs(di)(+δp′(y))

)
+

−1
2

∑
di

Fs(di)(−δp′(y)) log
1
2

(
1 +

Fs(di)(+δp′(y))
Fs(di)(−δp′(y))

)

= −[B(0)− 1
2
{B(+δp′(y)) + B(−δp′(y))}] =

∑
j≥1

B(2j)(0)
(δp′(y))2j

(2j)!
.

Straightforward, but lengthy, computations give the desired expression forB(2)(0).

B Proof of Theorem 2

We notice that Dl ← w(n) → Dl−1 is a Markov sequence since Dl and Dl−1

only depend on each other because of their relation towards w(n). Therefore we
may conclude that

I(Dl; w(n)|Dl−1) = H(Dl|Dl−1)−H(Dl|w(n)Dl−1)
= H(Dl|Dl−1)−H(Dl|w(n))
≤ H(Dl)−H(Dl|w(n)) = I(Dl; w(n)).

Hence, by using (3)

I(Di; w(n)) =
i∑

l=1

I(Dl; w(n)|Dl−1) ≤
i∑

l=1

I(Dl; w(n)) = ig(p(y), δp′(y)),

where for 0 ≤ z ≤ x ≤ 1− z ≤ 1

g(x, z) = h(x)− 1
2
[h(x + z) + h(x− z)].

Let us do some function research for g(x, z) seen as function of x in the by
us considered interval [z, 1− z]. We notice that

d

dx
g(x, z) = h′(x) − 1

2
[h′(x + z) + h′(x− z)],
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thus d
dxg(x, z)|x=1/2 = 0. Further d

dxg(x, z)|x=z = h′(z) − h′(2z)/2 = log((1 −
z)/z)−log((1−2z)/2z)=log((2−2z/(1−2z))>0 and similarly d

dxg(x, z)|x=1−z < 0.
For function d

dxg(x, z) we compute

ln 2
d2

dx2
g(x, z) =

−1
x(1 − x)

+
1
2

[
1

(x + z)(1− x− z)
+

1
(x− z)(1− x + z)

]

=
−1

x(1 − x)
+

x(1 − x) + z2

(x2 − z2)((1 − x)2 − z2)
.

This appears to be ≤ 0 iff 1/2−√
z2 − 3/4 ≤ x ≤ 1/2+

√
z2 − 3/4. We conclude

that d
dxg(x, z) > 0 if x < 1/2, d

dxg(x, z) = 0 if x = 1/2, and d
dxg(x, z) > 0 if

x > 1/2. Hence, we have that g(x, z) is maximal for x = 1/2.
We notice that

d

dz
g(1/2, z) = log

1/2 + z

1/2− z
> 0.

Hence, g(1/2, z) is increasing in z. We have that p((y2 − y1)/2) = 1/2 and
δp′(y) ≤ δp′((y2 − y1)/2) = δπ/(2(y2 − y1)). Hence, g(p(y), δp′(y)) is maximal
for y = (y2 − y1)/2 and we have that

g(p(y), δp′(y)) ≤ 1− h(1/2− δπ/(2(y2 − y1))).
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Abstract. Steganography is the art of passing information in a manner that the
very existence of the message is unknown. The goal of steganography is to
avoid drawing suspicion to the transmission of a hidden message. If suspicion
is raised, then this goal is defeated. Steganalysis is the art of discovering and
rendering useless such covert messages. In this paper, we identify characteris-
tics in current steganography software that direct the steganalyst to the exis-
tence of a hidden message and introduce the ground work of a tool for auto-
matically detecting the existence of hidden messages in images.

1 Introduction

Steganography encompasses methods of transmitting secret messages through in-
nocuous cover carriers in such a manner that the very existence of the embedded mes-
sages is undetectable. Creative methods have been devised in the hiding process to
reduce the visible detection of the embedded messages. An overview of current
steganography software and methods applied to digital images is examined in [14].

Hiding information, where electronic media are used as such carriers, requires al-
terations of the media properties which may introduce some form of degradation. If
applied to images that degradation, at times, may be visible to the human eye [17] and
point to signatures of the steganographic methods and tools used. These signatures
may actually broadcast the existence of the embedded message, thus defeating the
purpose of steganography, which is hiding the existence of a message.

Two aspects of attacks on steganography are detection and destruction of the em-
bedded message.1 Any image can be manipulated with the intent of destroying some

                                                          
1 The authors of [9] identify a watermark attack as an illicit watermark that forges or counter-

feits a valid watermark. This form of attack is not investigated in this paper. However,
counterfeited watermarks are vulnerable to the detection and destruction techniques identi-
fied in this paper.
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hidden information whether an embedded message exists or not.2  Detecting the exis-
tence of a hidden message will save time in the message elimination phase by proc-
essing only those images that contain hidden information. Detecting an embedded
message also defeats the primary goal of steganography, that of concealing the vary
existence of a hidden message. Our goal is not to advocate the removal or disabling of
valid copyright information from watermarked images, but to point out the vulner-
abilities of such approaches, as they are not as robust as is claimed.

In this paper we will look at steganography and watermarking techniques with
equal interest. The difference between invisible digital watermarking (or impercepti-
ble to the human eye) and digital steganography is based primarily on intent.
Steganography conceals a message where that hidden message is the object of the
communication. For example, sending a satellite photograph hidden in another image.
Digital watermarks extend some information that may be considered attributes of the
cover such as copyright. In the case of digital watermarks, the cover is the object of
communication. Sometimes the methods used to embed a watermark and steganogra-
phy messages are the same. Many digital watermarks are invisible to the human eye,
but they may also be known. Watermarking techniques are more robust to attacks
such as compression, cropping, and some image processing where the least significant
bits are changed. For this reason, digital watermarks are used to embed copyright,
ownership, and license information.

Invisible watermarking is treated as a subset of steganography though some as-
pects discussed are unique to tools identified as digital watermarking or steganogra-
phy tools. When analysis for detection and destruction are applied, the steganography
and watermarking tools are treated equally. The intent of this paper is to describe
some methods of detecting and destroying hidden messages within computer images.
Experimental results are presented to support these claims and identify characteristics
in existing steganography software. We will provide a review of various weaknesses
in some tools and illustrate how these may be exploited in steganalysis.

The rest of the paper is organized as follows. Section 2 introduces new terminol-
ogy for steganalysis. Section 3 briefly introduces various methods for embedding
information in images and categorizes tools used in this paper. Section 4 introduces
some detection methods and identifies unique signatures of steganography tools
which reveal the existence of hidden messages. Detection defeats the goal of
steganography which is to hide the existence of an embedded message. We will pro-
vide examples of some characteristics in a sample of tools and illustrate how these
may be vulnerable and exploited in steganalysis. Detection is but one part of stega-
nalysis. Section 5 reveals limitations in the survivability of hidden messages and
identifies methods for the destruction of such messages. Destruction methods and
examples will be identified. The paper concludes with comments on steganography,
steganalysis and related work. A list of additional readings, software, and resources
used in researching this topic and additional information on steganography is avail-
able at http://isse.gmu.edu/~njohnson/Steganography.

                                                          
2 In this paper destruction of watermarks includes rendering watermarks unreadable or dis-

abling the detection of a watermark.
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2 Terminology

Steganography literally means “covered writing” and is the art of hiding the very ex-
istence of a message. The possible cover carriers are innocent looking carriers (im-
ages, audio, video, text, or some other digitally representative code) which will hold
the hidden information.  A message is the information hidden and may be plaintext,
ciphertext, images, or anything that can be embedded into a bit stream. Together the
cover carrier and the embedded message create a stego-carrier. Hiding information
may require a stegokey which is additional secret information, such as a password,
required for embedding the information.3 For example, when a secret message is hid-
den within a cover image, the resulting product is a stego-image.  A possible formula
of the process may be represented as:

Cover medium + embedded message + stegokey = stego-medium (1)

New terminology with respect to attacks and breaking steganography schemes is
similar to cryptographic terminology; however, there are some significant differences.
Just as a cryptanalyst applies cryptanalysis in an attempt to decode or crack encrypted
messages, the steganalyst is one who applies steganalysis in an attempt to detect the
existence of hidden information. With cryptography, comparison is made between
portions of the plaintext (possibly none) and portions of the ciphertext. In steganogra-
phy, comparisons may be made between the cover-media, the stego-media, and pos-
sible portions of the message. The end result in cryptography is the ciphertext, while
the end result in steganography is the stego-media. The message in steganography
may or may not be encrypted. If it is encrypted, then if the message is extracted, the
cryptanalysis techniques may be applied.

In order to define attack techniques used for steganalysis, corresponding tech-
niques are considered in cryptanalysis. Attacks available to the cryptanalyst are ci-
phertext-only, known plaintext, chosen plaintext, and chosen ciphertext. In cipher-
text-only attacks, the cryptanalyst knows the ciphertext to be decoded. The cryptana-
lyst may have the encoded message and part of the decoded message which together
may be used for a known plaintext attack. The chosen plaintext attack is the most fa-
vorable case for the cryptanalyst. In this case, the cryptanalyst has some ciphertext
which corresponds to some selected plaintext. If the encryption algorithm and ci-
phertext are available, the cryptanalyst encrypts plaintext looking for matches in the
ciphertext. This chosen ciphertext attack is used to deduce the sender’s key. The
challenge with cryptography is not in detecting that something has been encrypted,
but decoding the encrypted message.

Somewhat parallel attacks are available to the steganalyst. These are stego-only,
known cover, known message, chosen stego, and chosen message. A stego-only attack
is similar to the ciphertext only attack where only the stego-medium is available for
                                                          
3 Terms used in this paper to describe the steganography process are those agreed upon at the

First International Workshop on Information Hiding [19]. The term ‘carrier’ is substituted
with the media-type of the cover. For example, if the cover is a text file, then it is referred to
as the cover text resulting in stego-text when hidden information is applied.
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analysis. If the “original” cover-media and stego-media are both available, then a
known cover attack is available. The steganalysis may use a known message attack
when the hidden message is revealed at some later date, an attacker may attempt to
analyze the stego-media for future attacks. Even with the message, this may be very
difficult and may even be considered equivalent to the stego-only attack. The chosen
stego attack is one where the steganography tool (algorithm) and stego-media are
known. A chosen message attack is one where the steganalyst generates stego-media
from some steganography tool or algorithm from a known message. The goal in this
attack is to determine corresponding patterns in the stego-media that may point to the
use of specific steganography tools or algorithms.

3 Steganographic Methods

The Internet is a vast channel for the dissemination of information that includes pub-
lications and images to convey ideas for mass communication. Images provide ex-
cellent carriers for hidden information and many different techniques have been in-
troduced [1, 4, 14]. A subset of steganography and digital watermarking tools is used
in this paper to test detection properties and robustness to manipulations in efforts to
destroy or disable the embedded message. These tools can be categorized into two
groups: those in the Image Domain and those in the Transform Domain.

Image Domain tools encompass bit-wise methods that apply least significant bit
(LSB) insertion and noise manipulation. These approaches are common to
steganography and are characterized as “simple systems” in [2]. The tools used in this
group include StegoDos [22], S-Tools [24], Mandelsteg [25], EzStego [26], Hide and
Seek (versions 4.1 through 1.0 for Windows 95) [27], Hide4PGP [28], Jpeg-Jsteg
[34], White Noise Storm [23], and Steganos [29]. The image formats typically used in
such steganography methods are lossless and the data can be directly manipulated and
recovered. Including additional components such as masks or image objects to wa-
termark an image is an image domain approach that is somewhat independent of im-
age format.

The transform domain grouping of tools include those that involve manipulation of
algorithms and image transforms such as discrete cosine transformation (DCT) [7, 16]
and wavelet transformation [21]. These methods hide messages in more significant
areas of the cover and may manipulate image properties such as luminance. Water-
marking tools typically fit this categorization and the subset used in this paper is Pic-
tureMarc [30], JK-PGS [31], SysCop4 [32], and SureSign [33].  These techniques are
typically far more robust than bit-wise techniques; however a tradeoff exists between
the about of information added to the image and the robustness obtained [14]. Many
transform domain methods are independent to image format and may survive conver-
sion between lossless and lossly formats.

                                                          
4 Though SysCop is a digital watermarking tool, some characteristics are similar to steganogra-

phy tools when marking 8-bit gray-scale images.
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JPEG images use the Discrete Cosine Transform (DCT) to achieve image com-
pression. The compressed data is stored as integers; however, the calculations for the
quantization process require floating point calculations which are rounded. Errors
introduced by rounding define the lossy characteristic of the JPEG compression
method [5]. The tool Jpeg-Jsteg [34] is a steganography tool that hides information by
manipulating the rounding values of the JPEG5 DCT coefficients. Information is hid-
den in the JPEG image by modulating the rounding choices either up or down in the
DCT coefficients. Detection of such an embedded message would seem to be quite
difficult. (An advantage DCT has over other transforms is the ability to minimize the
block-like appearance resulting when the boundaries between the 8· 8 sub-images
become visible (known as blocking artifact) [12].)

Some techniques share characteristics of both image and transform domain tools.
These may employ patchwork, pattern block encoding [4], spread spectrum meth-
ods [6] and masking [14] which add redundancy to the hidden information. These
approaches may help protect against some image processing such as cropping and
rotating. The patchwork approach uses a pseudo-random technique to select multiple
areas (or patches) of an image for marking. Each patch may contain the watermark,
so if one is destroyed or cropped, the others may survive. Masks may fall under the
image domain as being an added component or image object. However, a mask may
be added to an image by adjusting image properties or transform thus adopting char-
acteristics of transform domain tools.

4 Detecting Hidden Information

Steganography tools typically hide relatively large blocks of information where
watermarking tools place less information in an image, but the watermark is distrib-
uted redundantly throughout the entire image [16]. In any case, these methods insert
information and manipulate the images in ways as to remain invisible to the human
eye. However, any manipulation to the image introduces some amount of distortion
and degradation of some aspect in the “original” image’s properties.6 The tools vary
in their approaches for hiding information. Without knowing which tool is used and
which, if any, stegokey is used, detecting the hidden information may become quite
complex.  However, some of the tools produce stego-images with characteristics that
act as signatures for the steganography method or tool used.

To begin evaluating images for additional, hidden information, the concept of de-
fining a “normal” or average image was deemed desirable. Defining a normal image
is somewhat difficult when considering the possibilities of digital photographs,
paintings, drawings, and graphics. Only after evaluating many original images and

                                                          
5 Joint Photography Experts Group (JPG/JPEG) is a device-independent method for storing

images and supports 24-bit formats.
6 Note: some basic insertion techniques place information between headers or other “unused”

areas that are ignored by image viewers. This avoids degradation to the image, but are de-
tectable in bit analysis.
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stego-images as to color composition, luminance, and pixel7 relationship do anoma-
lies point to characteristics that are not “normal” in other images. Several patterns
became visible when evaluating many images used for applying steganography. The
chosen message and known cover attacks were quite useful in detecting these patterns.
In images that have color palettes or indexes, colors are typically ordered from the
most used colors to the least used colors to reduce table lookup time. The changes
between color values may change gradually but rarely, if ever, in one bit shifts. Gray-
scale image color indexes do shift in 1-bit increments, but all the RGB values are the
same. Applying a similar approach to monochromatic images other than gray-scale,
normally two of the RGB values are the same with the third generally being a much
stronger saturation of color. Some images such as hand drawings, fractals and clip art
may shift greatly in the color values of adjacent pixels. However, having occurrences
of single pixels outstanding may point to the existence of hidden information.

Added content to some images may be recognizable as exaggerated noise. This is a
common characteristic for many bit-wise tools as applied to 8-bit images. Using 8-bit
images without manipulating the palette will, in many cases, cause color shifts as the
raster pointers are changed from one palette entry to another. If the adjacent palette
colors are very similar, there may be little or no noticeable change. However, if adja-
cent palette entries are dissimilar, then the noise due to the manipulation of the LSBs
is obvious [10]. For this reason that many authors of steganography software and
some articles stress the use of gray-scale images (those with 256 shades of gray) [3].
Gray-scale images are special occurrences of 8-bit images and are very good covers
because the shades gradually change from color entry to color entry in the palette.

Using images with vastly contrasting adjacent palette entries to foil steganography
software so that small shifts to the LSBs of the raster data will cause radical color
changes in the image that advertise the existence of a hidden message [10]. Without
altering the 8-bit palette, changes to the LSBs in the raster data may show dramatic
changes in the stego-image:

 

Fig. 1. Original 8-bit cover image (left), and the 8-bit
stego-image (right) created with Hide and Seek.

Some of the bit-wise tools attempt to reduce this affect by ordering the palette [26,
28]. Even with a few numbers of distinct colors, sorting the palette is may not be suf-

                                                          
7 A pixel is an instance of color. The dimension of an image is usually expressed in the number

of pixels in width by the number of pixels in height. For example, a 10x10 image is one that
is 10 pixels wide by 10 pixels in height.
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ficient to keep from broadcasting the existence of an embedded message. Other bit-
wise tools and a transform tool take it a step farther and create new palettes [24, 288,
32]. Converting an 8-bit image to 24-bit provides direct access to the color values for
manipulation and any alteration will most likely be visually undetectable. The disad-
vantage is the resulting image is much larger in size and may be unsuitable for elec-
tronic transmission. A possible solution is to convert the image back to an 8-bit image
after the information is hidden in the LSBs. Even if the colors in the image palette
change radically, this method may still hide the fact that a message exists.

Word of caution: since 8-bit images are limited to 256 unique color entries in the
image palette, consideration of the number of unique colors used by the image must
be considered. For example, if an image contains 200 unique colors and steganogra-
phy is applied then the number of unique colors could easily jump to 300 (assuming
that LSB steganography alters on average 50% of the bits and the new colors are
added). Reducing the image to 8-bit again will force the image into 256 colors. There
is a high probability that some of the new colors created when modifying the LSBs
will be lost.

One method around this is to decrease the number of colors to a value that will
maintain good image quality and ensure that the number of colors will not increase
beyond 256. This novel approach applies techniques described in [13, 20] and re-
duces the number of colors to no less than 32 unique colors. These 32 colors are “ex-
panded” up to eight palette entries by adding adjacent colors in the palette that are
very close to the original color [24]. This method produces a stego-image that is so
close to the original cover image that virtually no visual differences are detected.
However, this approach also creates a unique pattern which will be explored further
in this paper.

4.1 Looking for Signatures

One method for detecting the existence of hidden messages in stego-images is to look
for obvious and repetitive patterns which may point to the identification or signature
of a steganography tool or hidden message. Distortions or patterns visible to the hu-
man eye are the easiest to detect. An approach used to identify such patterns is to
compare the original cover-images with the stego-images and note visible differences
(known-cover attack). Minute changes are readily noticeable when comparing the
cover and stego-images. These subtle distortions may go unnoticed without the bene-
fit of such a comparison. For example, distortion introduced into an image may re-
semble JPEG compression noise. This “noise” jumps out of the stego-images when
compared with the original cover images. Without the benefit of using the cover im-
age, such noise may pass for an integral part of the image and go unnoticed. In mak-
ing these comparisons with numerous images, patterns begin emerge as possible sig-
natures to steganography software. Some of these signatures may be exploited auto-
matically to identify the existence of hidden messages and even the tools used in em-

                                                          
8 Hide4PGP provides command line options which gives the user flexibility in determining

how image palettes are processed.
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bedding the messages. With this knowledge-base, if the cover images are not avail-
able for comparison, the derived known signatures are enough to imply the existence
of a message and identify the tool used to embed the message. However, in some
cases recurring, predictable patterns are not readily apparent even if distortion be-
tween the cover and stego-images is noticeable.

One type of distortion is obvious corruption, as seen in Fig. 1 and discussed in
[17]. A set of test images was created with contrasting adjacent palette entries as pre-
scribed in [10]. Some of the tools, specifically those in the bit-wise set, produced se-
verely distorted and noisy stego-images [26, 27, 29]. These distortions are severe
color shifts that advertise the existence of a hidden message. Detecting this charac-
teristic may be automated by investigating pixel “neighborhoods” and determining if
an outstanding pixel is common to the image, follows a pattern, or resembles noise.

Not all of the bit-wise tools produce this type of image distortion. Several bit-wise
programs and those in the transform set embedded information without visible distor-
tion of the stego-image. Even though these tools pass this test, other patterns emerged
that can be used to detect the possible existence of an embedded message.

8-bit color and gray-scale images which have color palettes or indexes are easier to
analyze visually. Tools that provide good results “on paper” may have digital char-
acteristics making the existence of a message detectable [22, 24, 25, 27, 32]. Unlike
the obvious distortions mentioned in [17] or predicted in [10], some tools maintained
remarkable image integrity and displayed almost no distortion when comparing the
cover and stego-images on the screen or in print [14, 15]. The detectable patterns are
exposed when the palettes of 8-bit and gray-scale images are investigated.

Detecting the existence of a hidden message is accomplished by creating an array
of unique pixel values within the image. Then, sort by luminance calculated as fol-
lows [5]:

L = (0.299 ·  Red) + (0.587 ·  Green) + (0.114 ·  Blue) (2)

Investigation of image properties provides promising message detection tech-
niques. Investigating known image characteristics for anomalies point out the possible
existence of hidden information. Distortions or patterns visible to the human eye are
the easiest to detect especially with the aid of comparing cover images with stego-
images. In doing so, a knowledge-base of repetitive, predictable patterns can be es-
tablished which identifies characteristics that assist in stego-only analysis. Such in-
formation assists in automating the detection processes. Such steganalysis tools can
identify the existence of hidden messages and even the tools used to embed the mes-
sages [36]. Many bit-wise tools use LSB and similar approaches to hide data. Some
times the data is encrypted and other times it is not.

4.2 Examples of Palette Signature

S-Tools
In an effort to keep the total number of unique colors less than 256, S-Tools re-

duces the number of colors of the cover image to a minimum of 32 colors. The new
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“base” colors are expanded over several palette entries. Sorting the palette by its lu-
minance, blocks of colors appear to be the same, but actually have variances of 1 bit
value. The approach is the same with 8-bit color and gray-scale images. When this
method is applied to gray-scale cover images, the stego-image is no longer gray-scale
as the RGB byte values within a pixel may vary by one bit. This is a good illustration
of the limits of the human eye. However, the manner in which the pallet entries vary
are uncommon except to a few steganographic techniques.

 

Fig. 2. Cover (left) and stego-image palette (right) after S-Tools.

Investigation of many images does not illustrate this pattern occurring “naturally.”
Gray-scale and other monochromatic images do not follow a similar pattern but the in
each step in the palette entry all the RGB values are incremented the same so the pat-
tern does not follow this example. Nor has it been found that images containing large
areas of similar colors produce this pattern. Such images contain similar colors but
the variance in colors is far greater than that represented by a stego-image produced
by S-Tools. Other bit-wise and transform tools share similar characteristics to S-Tools
[25, 28, 32].

SysCop
SysCop is the only transform tool that follows this pattern when manipulating 8-bit

images. For example, adjacent pallet entries may be 00 00 00, 01 01 00, 01 00 01, etc.
If an 8-bit cover image has near 256 colors, SysCop will reduce the number of colors,
but not to the degree applied in S-Tools. Detecting a signature through the color vari-
ances in the palette for near 256 colors is more difficult than detecting such a pattern
in S-Tools. SysCop does, however, typically buffer a number of pallet entries (32+)
with black (00 00 00) before the raster data begins. A 256 color approximation of a
photograph with black areas rarely has a large number of palette entries with values
of (00 00 00). It is far more common for black areas to actually be a number of dif-
ferent colors near black.
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Investigating SysCop’s manipulation of gray-scale GIF9 images requires a bit more
than casual observation of the palette. In processing gray-scale images, SysCop gen-
erates the GIF87a formatted image but with an abbreviated palette table. For example,
if the cover image is a GIF87a gray-scale image but only uses nine shades of gray, the
image file still has a 256 color index in the file between offset values 0x0D through
0x30C ranging in values from 0 through 255. When SysCop processes the gray-scale
files, the palette is reduced to the actual colors used in the stego-image. If nine colors
are used in the stego-image, then only nine unique RGB triples are in the stego-image
file’s palette instead of the expected 256 color index.

Mandelsteg
Viewing the palette also points to the identification of fractal images generated

using Mandelsteg. This tool is unique in that it does not manipulate any preexisting
cover images, but generates Mandelbrot fractal graphics as cover images for hidden
messages. If a file name is passed as a parameter to Mandelsteg, then the file is hid-
den in the Mandelbrot image. Depending upon the parameters, the image may vary in
color and size. All Mandelsteg generated images have 256 palette entries in the color
index and all have a detectable pattern in the image palette of 128 unique colors with
two palette entries for each color.

Hide and Seek
Hide and Seek creates stego-images with different properties depending upon the

version applied. Both versions 4.1 and 5.0 of Hide and Seek share a common charac-
teristic in the palette entries of stego-image. Investigating the palettes of 265 color
images, or viewing the histogram, shows that all the palette entries divisible by four
for all bit values. This is a very unusual occurrence. Gray-scale images processed by
version 4.1 and 5.0 have 256 triples as expected, but the range in sets of four triples
from 0 to 252, with incremental steps of 4 (i.e. 0, 4, 8, ..., 248, 252). A key to detect-
ing this when viewing images casually is that the “whitest” values in an image are
252 252 252. To date, this signature is unique to Hide and Seek.  A typical gray-scale
color index in a GIF image is from offset 0x0D through 0x30C ranges in triples (the
three RGB entries are the same value) from 0 to 255.

In addition to recognizable patterns in the palette, Hide and Seek versions 4.1 and
5.0 have produced characteristics that point to the possible existence of a hidden mes-
sage. In version 4.1 all files must be 320· 480 pixels and contain 256 colors. If the
image is smaller than the minimum, then the stego-image is padded with black space.
If the cover image is larger, the stego-image is cropped to fit.  Version 5.0 allows
more sizes to be used for cover images, but the images are forced to fit an exact size.
If the image is smaller than the minimum (320· 200), then the stego-image is padded
with black space. If any image is larger than the nearest allowable image size, then it
is padded with black space to the next larger size. If any image exceeds 1024 pixels in
width or 768 pixels in height, then an error message is returned. The padded areas are
added prior to embedding the message and are thus used in hiding the message. If the

                                                          
9 Graphic Interchange Format developed by Compuserve to be a device-independent method of

storing images.
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padded area is removed from an image, then the message cannot be recovered. Im-
ages are forced into sizes 320· 200, 320· 400, 320· 480, 640· 400, and 1024· 768.
StegoDos produces a similar effect as it only works with 256 color, 320· 200 images.
If images are not this exact size, they are cropped to fit or padded with black space.

In Hide and Seek 1.0 for Windows 95 the image size restrictions are no longer an
issue; however, the cover images are still limited to 256 colors or gray-scale. In pre-
vious version of Hide and Seek GIF images were used as covers. In the Windows 95
version, BMP10 images are used due to licensing issues with GIF image compression.
No longer do the stego-image palettes produce predictable patterns as in versions 4.1
and 5.0.

Hide4PGP
Hide4PGP uses 8-bit and 24-bit BMP images as cover images and provides a number
of options for selecting how the 8-bit palettes are handled or at what bit levels the
data is hidden. The default storage area for hidden information is in the LSB of 8-bit
images and in the fourth LSB (that is the fourth bit from the right) in 24-bit images.
BMP files have a 54 byte header. The raster data in 24-bit images follow this header.
Since, 8-bit images require a palette (or color index), the 1024 bytes following header
are used for the palette. Hiding plaintext and using the default settings in Hide4PGP,
extracting the fourth LSB starting at the 54th byte for 24-bit BMP files and extracting
the LSB starting at byte 1078 reveals the hidden plaintext message. If it so happens
that the embedded message is encrypted, then cryptanalysis techniques can be applied
in attempts to crack the encryption routine.

The options for selecting the bit level to hide information are: 1 for the LSB, 2 for
the second LSB, 4 for the fourth LSB, and 8 for the eighth bit. Any of these options
produce visible noise in many 8-bit images, so options to manipulate the image pal-
ette were added. These greatly improve the look of the resulting cover image but add
properties that are unique to steganography and point the viewer to the possibility of a
hidden message. Two options allow duplicating palette entries of colors that are more
often used and ordering the palette entries to like colors.  The number of duplicate
entries is always an even number. This is characteristic that can be employed as at
signature (similar to [24] and [32]).  By ordering the palette, Hide4PGP, pairs similar
colors together similar to the approach of [26].

Jsteg-Jpeg
In plotting the coefficients using the IDCT formula of JPEG images, the expected

result is a relatively smooth graph for values of not equal to zero. However, plotting
the coefficients of images created with Jpeg-Jsteg produce more erratic graphs and
show steps resulting from duplicate coefficient values due to exaggerated rounding
errors caused by storing the hidden information. This distortion is more noticeable for
coefficient values less than zero [8].

                                                          
10 Windows and OS/2 bitmap picture file.
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5 Destroying Steganography and Watermarks

Detecting the existence of hidden information defeats the goal of imperceptibility.
Tools in the transform set are far more difficult to detect without the original image
for comparison. Knowledge of an existing watermark may be knows so detecting it is
not always necessary. A successful attack on a watermark is to destroy or disable
it [2]. With each of the image and transform domain tools, there is a trade off between
the size of the payload (amount of hidden information) that can be embedded and the
survivability or robustness of that information to manipulation of the images.

The methods devised by the authors for destruction are not intended to advocate
the removal or disabling of valid copyright information from watermarked images, as
an illicit behavior, but to evaluate the claims of watermarks and study the robustness
of current methods.11 Some methods of disabling hidden messages may require con-
siderable alterations to the stego-image. Destruction of embedded messages is fairly
easy in cases where bit-wise methods are used since these methods employ the LSBs
of images which may be changed with compression of small image processes. More
effort is required with transform set of data hiding tools since the hidden message is
integrated more fully into the cover. A goal for many transform methods is to make
the hidden information (the watermark) such an integral part of the image that the
only way to remove or disable it is to destroy the stego-image. Doing so will render
the image useless to the attacker.

We will illustrate techniques for testing digital watermarks which provide similar
functionality to watermarking test tools [35, 37]. Such tools and techniques should be
used by those considering making the investment of watermarking to provide a sense
of security of copyright and licensing just as password cracking tools are used by
system administrators to test the strength of user and system passwords. If the pass-
word fails, the administrator should notify the password owner that the password is
not secure.

Bit-wise methods are vulnerable to small amounts of image processing. A quick
way to destroy many messages hidden with these techniques is to convert the image
to a lossy compression format such as JPEG. Recompressing JPEG images processed
with Jpeg-Jsteg will destroy the message embedded in the DCT coefficients as they
are recalculated. The transform set of techniques that may apply transformations, re-
dundancy, and masking merge the hidden information with integral properties of the
images. These methods are more robust than the bit-wise methods, but are still vul-
nerable to destruction.

Consider this simple formula. Assume a measurement of the threshold of human
imperceptibility in an image (t) and the portion above this threshold as image part that
contains visible distortion if altered (v). The equation of image (I) is:

I = v + t (3)

The size of t is available to both the owner watermark and to the attacker.  As long
as t remains in the imperceptible region, there exists some t’ use by the attacker where

                                                          
11 The authors of the watermark testing tools share this view [18, 35, 37].
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I’ = v + t’ and there is no perceptible difference between I and I’. This attack may be
used to remove or replace the t region. A variation of this attack is explored in [9] to
the aspect of counterfeiting watermarks. If information is added to some media such
that the added information cannot be detected, then there exists some amount of addi-
tional information that may be added or removed within the same threshold which
will overwrite or remove the embedded covert information.

A series of image processing tests were devised to evaluate the robustness thresh-
old of the bit-wise and transform tools. These tests will eventually alter the hidden
information to the point that it cannot be retrieved. This fact may be viewed as a
weakness of the “reader” instead of the “writer” in some of these tools. The motiva-
tion behind these tests is to illustrate what the techniques will withstand and what are
some common vulnerabilities. The method of testing and measuring each tool con-
sisted of using existing images and creating new images for testing. The images in-
clude digital photographs, clip art, and digital art. The digital photographs are typi-
cally 24-bit with thousands of colors or 8-bit grayscale. JPEG and 24-bit BMP files
make up the majority of the digital photographs. Clip art images have relatively few
colors and are typically 8-bit GIF images in our experiment. Digital art images are not
photographs, but may have thousands of colors. These images may be 24-bit (BMP or
JPEG) or 8bit images (BMP or GIF). Where necessary, images were converted to
other formats as specified by the steganography or watermarking tool requirements.

A number of images from each type were embedded with known messages or wa-
termarks and the resulting stego-images were verified for the message contents. In the
robustness testing, the stego-images are manipulated with a number of image proc-
essing techniques and checked for the message contents. The tests include: converting
between lossless and lossy formats, converting between bit densities (24-bit, 8-bit,
grayscale), blurring, smoothing, adding noise, removing noise, sharpening, edge en-
hancement, masking, rotating, scaling, resampling, warping, converting from digital
to analog and back (printing and scanning), mirroring, flipping, adding bit-wise mes-
sages, adding transform messages, and applying the unZign and StirMark tools to test
the robustness of watermarking software. A series of tests were also performed to
determine the smallest images that can be used successfully to hide data for each tool.

Minor image processing or conversion to JPEG compressed images was sufficient
to disable the bit-wise tools. The transform methods survived a few of the image
processing tests. Many images were used for each test as results varied between the
use of 8-bit, 24-bit, lossless and lossy image formats. All tests were conducted using
Paint Shop Pro by JASC and the results were recorded on whether the hidden infor-
mation was detected and recovered with each steganography and watermarking tool.
PictureMarc was added to images via Adobe Photoshop®.  SureSign was added to im-
ages using both Paint Shop Pro and Photoshop.

With any one of the tests, tools that rely on bit-wise methods to hide data failed to
recover any messages. The transform tools such as survived many of these tests, but
failed with combinations of these image processes. Existing tools were also applied to
the stego-images to test robustness [35, 37]. The observed success in making the wa-
termark unreadable is in introducing small geometric distortions to the image then
resampling and smoothing. This combines the effects of slight blurring, edge en-
hancement, and asymmetric resizing (warping). These combinations are very effec-
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tive in reducing the ability for watermarking tools to identify the embedded water-
mark. Companies such as Digimarc and Signum Technologies maintain that even
with severe image manipulation, the watermark may be recovered if both the altered
watermarked image and the original image can be used together to extract the par-
tially destroyed watermark.

An attractive feature in the use of watermarking technology in the Internet is the
ability to use a software robot (softbot or spider) that searches through web pages for
watermarked images. If watermarks are found, the information can be used to identify
copyright infringement [30]. An attack that illustrates the limitation of such a softbot
takes advantage of the image size limitations of a readable watermark by splitting the
watermarked image into sufficiently small pieces so the watermark reader cannot de-
tect the watermark [18]. This method does not attack the processing of an image to
embed or remove a mark, but illustrates a way to bypass detection.

6 Related Work

This paper provided an introduction to steganalysis and identified weaknesses and
visible signs of steganography. This work is but a fraction of the steganalysis ap-
proach. To date a general detection technique as applied to digital image steganogra-
phy has not been devised and methods beyond visual analysis are being explored.
Too many images exist to be reviewed manually for hidden messages. We have intro-
duced some weaknesses of steganographic software that point to the possible exis-
tence of hidden messages. Detection of these “signatures” can be automated into tools
for detecting steganography [36]. Stegodetect takes advantage of palette patterns and
the characteristics, and analyzes pixel “neighborhoods.” Tools for detecting hidden
information are promising for future work in steganalysis and for verifying water-
marks.

Steganography pertains not only to digital images but also to other media, includ-
ing voice, text and binary files, and communication channels. The ease in use and
abundant availability of steganography tools has law enforcement concerned in traf-
ficking of illicit material via web page images, audio, and other files being transmit-
ted through the Internet. Methods of message detection and understanding the thresh-
olds of current technology are necessary to uncover such activities. Ongoing work in
the area of Internet steganography [11] investigates embedding, recovering, and de-
tecting information in TCP/IP packet headers and other network transmissions.

Development in the area of covert communications and steganography will con-
tinue. Research in building more robust digital watermarks that can survive image
manipulation and attacks continues to grow. The more information is placed in the
public’s reach on the Internet, the more owners of such information need to protect
themselves from theft and false representation. Success in steganographic secrecy
results from selecting the proper mechanisms. However, a stego-image which seems
innocent enough may, upon further investigation, actually broadcast the existence of
embedded information.
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7 Comments and Conclusion

Steganography transmits secrets through apparently innocuous covers in an effort to
conceal the existence of a secret. Digital image steganography and its derivatives are
growing in use and application. In areas where cryptography and strong encryption
are being outlawed, citizens are looking at steganography to circumvent such policies
and pass messages covertly. Commercial applications of steganography in the form of
digital watermarks and digital fingerprinting are currently being used to track the
copyright and ownership of electronic media. Understanding and investigating the
limitations of these applications helps to direct researchers to better, more robust so-
lutions. Efforts in devising more robust watermarks are essential to ensure the surviv-
ability of embedded information such as copyright and licensing information. Tools
that test the survivability of watermarks are essential for the evolution of stronger
watermarking techniques. Using these tools and methods described in this paper, po-
tential consumers of digital watermarking tools, can see how much (or how little)
effort is required to make the watermark unreadable by the watermarking tools.

Perhaps an inherent weakness in many watermark approaches, is the advertisement
that an invisible watermark exists in a file. With steganography, if the embedded mes-
sage is not advertised, casual users will not know it even exists and therefore will not
attempt to remove the mark. However, advertising the fact that some hidden informa-
tion exists, is only an invitation to “crackers” as a challenge. Some watermarking
tools are distributed with over-the-shelf software, such as Adobe Photoshop® [30]. A
method was recently advertised over the Internet that such a tool has been “cracked”
and showed how to watermark any image with the ID of someone else. Almost any
information can be added which can even be used to overwrite valid watermarks with
“forged” ones. If humanly imperceptible information is embedded within a cover,
then humanly imperceptible alterations can be made to the cover which destroys the
embedded information.
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Abstract. In this paper we present an attack to fixed depth image wa-
termarks. The attack is based on histogram analysis of a watermarked
image. With this attack, the watermark can often be reconstructed from
just a few images, without using the detector.

1 Introduction

Digital watermarking is a research area which aims at hiding secret information
in digital multimedia content including images, audio, or video. It is mostly
used to embed copyright information in such a way that it is imperceptible by
humans, but easily detected by a computer. Watermarks should be difficult to
remove, and robust to for instance image compression, noise, scaling, etc.

Many presently used techniques for watermarking of digital images boil down
to adding a pseudo-noise pattern to the images. The detection of the watermark
is then done by correlating the possibly watermarked image with the pseudo-
noise sequence, which is generated by a secret key.

This paper deals with an attack to these watermark methods. In particular,
it will be shown that if the added noise sequence does not depend on the original
image, that is if it is a so-called ‘fixed depth’ watermark, then it is easily hacked
by a malicious attacker. Fixed depth watermarks are for instance proposed in
Bender et al. (1996) and Pitas et al. (1995-1996). The concepts of our attacks
also apply to image dependent, ‘variable depth’ watermarks.

The contents of this paper is as follows. In Section 2, we present a convenient
framework in which we define images and operations on images. Watermarks are
being introduced in section 2.1. We discuss the basic requirements of watermarks,
and the embedding and detection details of so-called ‘fixed depth’ watermarks.
Section 3 discusses a method to remove the watermark from an image when
only an (unknown) part of the watermark is estimated correctly. Section 4 then
describes our method to obtain a good estimate from an analysis of the histogram
of a watermarked image.

2 Definitions

In this paper, images are rectangular arrays of pixels. Pixels are seen as points,
rather than squares, so they can be seen as a subset of ZZ2. A digital image is
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obtained by assigning colors or gray values to pixels. Usually these colors or gray
values are represented by bounded integers. For watermark patterns, negative
values are also allowed, and even though in this case the ‘image’ has no meaning
in a visual context, such a pattern will also be called an image.

Let m and n be positive integers, representing the width and height of an
image. The total number of pixels will be denoted by N , so N = mn. Consider
the lattice P ⊂ ZZ2, defined by

P := {pij = (i, j) ∈ ZZ2 | 1 ≤ i ≤ m, 1 ≤ j ≤ n}. (1)

The elements pij of P will be called pixels.
Let k be a positive integer, representing the dimension of the color space.

Usually, k = 1 (for gray value images) or k = 3 (for color images like YUV or
RGB). An image I is defined as a mapping

I : P→ IRk. (2)

We will write Iij = I(pij), and Iij represents the color of pixel pij .
Linear combinations and inproducts of two images are defined in a straight-

forward way.

2.1 Watermarks

A watermark method consists of

1. a watermark embedding algorithm, which assigns to each image I an image
IW , and

2. a watermark detection algorithm, which assigns to each image J a probability
p that J is of the form IW for some image I.

If an image J is of the form IW for some image I, with probability p, we
will say that in J , the watermark is present with probability p. The detection
algorithm often simply returns 1 or 0, meaning whether the watermark is present
or not. For the watermark embedding algorithm, an important requirement is
that the watermark is invisible. For the detection algorithm, important require-
ments include the following. The detection should not need the original image:
to decide whether J is of the form IW , no a priori knowledge about possible
candidates for I should be required. Furthermore, probabilities of false alarms
and missed detections should be small, while the method should be robust with
respect to several sorts of operations on images that in a specific application are
likely to occur. Examples of such operations are data compression, noise, format
conversions, geometric transformations or dedicated transformations applied by
attackers.

2.2 Fixed Depth Watermarks

The Embedding Method. A commonly used watermark embedding technique is
that of adding a pseudo-noise pattern to a digital image. This pattern may or
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Fig. 1. An example of a watermark pattern

may not depend on the original image. A fixed depth watermark embedding
method is a mapping which assigns to each image I an image IW of the form

IW = I + W, (3)

where the watermark pattern W does not depend on I. The image W is said to
be of uniform depth d if |Wij | = d for all i, j. The image W is called is called
DC-free if

∑
i,j Wij = 0.

For gray scale images, the watermark patterns of uniform depth d that we
consider are of the form

Wgray(pij) = ±d (4)

for all i, j. The ‘+’ or ‘−’ sign is determined according to some 2-dimensional
pseudo-random noise pattern. An example of such a pattern is shown in Fig. 1.

In this figure of size m = n = 128, white blocks correspond to pixels pij for
which Wgray(pij) = d, and black blocks correspond to pixels with Wgray(pij) =
−d. To actually watermark images that are not exactly 128 by 128 pixels, the
basic pattern is tiled so as to obtain the correct dimensions.

For YUV images, the watermark pattern Wyuv is commonly defined such
that it effects the luminance value y only:

Wyuv(pij) = (±d, 0, 0). (5)

When the then obtained watermarked image is converted to an RGB image by
the well-known rule

(r, g, b) = (y + v, y − 1
6
u− 1

2
v, y + u), (6)

then the watermarking effect is equivalent to adding the pattern

Wrgb(pij) = ±(d, d, d) (7)

directly to the RGB image.
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The Detection Method. The detection method in its basic form consists of taking
the inner product of the image J with the pattern W , and this inner product is
compared with some threshold value to decide whether J is watermarked or not.
Consider the gray scale watermark embedding method described above. Let J
be a gray scale image. Then we define the correlation yW (J) to be

yW (J) = W.J. (8)

This value yW (J) is then compared with a threshold value ythr(J), which de-
pends on J , to decide whether J is watermarked or not. To see why this works,
note that an ‘arbitrary’ image I is not correlated with W , so W.I is small. Now
if I is watermarked and we consider J = IW , then the inner product becomes

yW (J) = W.J = W.(I + W ) = W.I + W.W = W.I + d2N.

Now d2N will generally be large compared to W.I, and this enables detection of
the watermark W . Of course, statistical analysis supports detection decisions.

3 Misleading the Detector

The purpose of a malicious attacker may be to obtain full knowledge of the wa-
termark method, or just to remove the watermark from an image by misleading
the detector.

When discussing vulnerability to malicious attackers, one should always have
in mind the specific circumstances of an application. The attacker may have some
knowledge of the watermark method. For instance, he may know or suspect that
it is a fixed depth method. The attacker may or may not have the disposal of a
detector. If he does, we assume the detector is a ‘black box’ to the attacker: it
just says ‘yes’ or ‘no’, and no quantitative info is given. The attacker may have
one or many watermarked images (with the same watermark) at his disposal.

In section 4, we will see that incautious application of fixed depth water-
marks in some cases can enable an attacker to obtain complete knowledge of the
method, using just a few watermarked images! For this he doesn’t even need the
detector.

However, when he is not that successful, he can still exploit a partial guess
by misleading the detector: he can ‘remove’ the watermark by subtracting an
estimated watermark from the watermarked image. To illustrate this, let us
assume that detection is done as described in section 2.2. So we have

yW (J) = W.I + W.W,

where, in general, we will have W.I � ythr(J) and W.W > ythr(J). Now suppose
that an attacker has in some way estimated the watermark to be an image W̃ .
Let ρ > 0 be defined by

ρ =
W.W̃

W.W
. (9)
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In that case we will say that the attacker has estimated ρ·100% of the watermark.
Now the watermark can be ‘removed’ from J , by subtracting ρ−1W̃ from J . Let

J̃ = J − ρ−1W̃ . (10)

Then we have

yW (J̃) = yW (J − ρ−1W̃ )
= W.(I + W − ρ−1W̃ )
= W.I + W.W − ρ−1W.W̃

= W.I,

and this will generally be less than the threshold, so the watermark will not be
detected in J̃ . Let us consider the example of a uniform depth watermark.

Example 1. Suppose we have a watermark W of uniform depth d = 1. So W.W =
N . Now suppose an attacker has estimated the sign of the watermark correctly
for 75% of the pixels, while he has estimated it falsely for 25% of the pixels. Let
W̃ be the estimated watermark, where W̃ ij = ±1 for all i and j. Then we have

W.W̃ =
3
4
N − 1

4
N =

1
2
N,

so ρ = 1
2 , and we say that the attacker has estimated 50% of the watermark.

From the above discussion, it follows that from a watermarked image J , the
watermark can be removed by subtracting 2W̃ . Then, in pixels pij where the
sign was estimated falsely, we have |J̃ ij − Iij | = 3.

More generally, if p% of the pixels is estimated correctly, with p > 50, then

ρ =
p− 50

50
,

so in a falsely estimated pixel, we have a maximum possible difference

|J̃ ij − Iij | = 1 +
⌈

50
p− 50

⌉
.

Here dxe denotes the smallest integer larger than or equal to x. Note that if
ρ−1 is not an integer, then we cannot simply subtract ρ−1W̃ , because projection
onto the color map then includes rounding for many pixels, and that can not be
ignored. To circumvent this, we apply a dithering technique. Write ρ−1 = k + r
for k ∈ IN and r ∈ [0, 1). Then we ‘randomly’ divide the pixels into two disjoint
sets P1 and P2 of approximate sizes (1− r)N and rN , respectively. Then we let

J̃ ij =
{

Jij − kW̃ ij if pij ∈ P1,

Jij − (k + 1)W̃ ij if pij ∈ P2.

Note that k(1 − r) + (k + 1)r = k + r = ρ−1, so the average difference between
pixels values in J̃ and J is ρ−1.
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The above example shows that the quality of the image J̃ depends on how well
the watermark is estimated. It also illustrates how to subtract ρ−1W̃ in the case
that ρ−1 is not an integer. The remaining question is how to determine ρ. An
attacker can find out how good his estimate is, by replacing given percentages
of the estimated watermark by random noise, and checking if the watermark is
still detected. The same can be done for a watermarked image, and the noise
percentages needed to remove the watermark in both the estimated watermark
and the watermarked image can be compared.

4 Twin Peaks: The Histogram Attack

The histogram attack estimates a watermark by using only the histogram of
an image. We first present some simple examples that illustrate this attack. We
then introduce an operation called ‘flattening’ which may be applied to images to
enhance the histogram attack. Next we present some experimental results, and
then we discuss the method in some more detail. We conclude with a scenario
how an attacker can exploit multiple images with the same watermark to come
to a better estimate.

4.1 Examples

For the moment, let us assume we have gray scale images, and a uniform depth
DC-free watermark of depth 1. Because the watermark pattern is DC-free, we
know that 50% of the pixels will have their color decreased by 1, and 50% of the
pixels will have their color increased by 1 (we ignore clipping at the values 0 and
255). Now suppose we have an original image in which an isolated color occurs.
The histogram may for instance look like:

10 11 12 13 14 15 16

0 0 0 1200 0 0 0

So we have 1200 pixels with gray value 13 and neighboring colors do not oc-
cur. When this image I is watermarked, the histogram of J may look like:

10 11 12 13 14 15 16

0 0 573 00 627 0 0

For an attacker who suspects that the watermark is of depth 1 and DC-free,
it is easily concluded that the 573 pixels having gray value 12, should all be
pixels in which the watermark is −1. (If the watermark would have been +1,
then the original gray value would have been 11, but in that case one would also
expect pixels with gray value 11− 1 = 10 in the histogram of J). Similarly, the
pixels with gray value 14 will all correspond to +1 watermark pixels with very
high probability.

Isolated colors occur in images for instance when bits are suppressed or when
the colors of an RGB are mapped to a limited smaller set of colors. The histogram
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attack is not limited to isolated colors however, but can also be applied to his-
tograms with a ‘peaky’ look, or to histograms in which many short non-zero
sequences, mutually separated by 3 or more zeros, occur. This will be illustrated
in the following example, in which we examine part of the histogram of a wa-
termarked image J , from which we reconstruct the histogram of the original
image I. After we have done that, probabilities can be given for groups of pixels,
depending on their gray value, whether they correspond to +1 or −1 watermark
pixels. (In the remainder we will say that ‘a pixel is a +1 or −1 pixel’.)

Example 2. The table below shows part of the histogram of the watermarked
image J , and we will try to reconstruct the histogram of the original image I.
We write Ik for the number of pixels in i with gray value k, and likewise for J .

86 87 88 89 90 91 92 93 94 95 96 97 98

I ? ? ? ? ? ? ? ? ? ? ? ? ?

J 0 0 1320 1510 3756 2187 6824 4073 6234 3364 2074 0 0

Now note that the 1320 pixels with gray value 88 can only be −1 pixels, otherwise
in I they would have had value 87, but then in the histogram of J , there would
have been pixels with value 86 (all this, as well as the rest of the arguments
in this example, is based on probabilities). So in I, there should have been a
number of pixels with gray value 89, of which about 50% (the 1320 pixels) were
−1 pixels. Also, about 50% would have been +1 pixels, so the total estimate
of I89 is 2 · 1320 = 2640. A similar argument can be applied to the tail of the
non-zero sequence, and we then obtain the following preliminary estimate for
the histogram of I, where from the histogram of J , the 2640 + 4148 pixels that
have been reconstructed, are removed (so e.g. J90 = 3756 − 1320 = 2436). We
obtain:

86 87 88 89 90 91 92 93 94 95 96 97 98

I 0 0 0 2640 ? ? ? ? ? 4148 0 0 0

J 0 0 0 1510 2436 2187 6824 4073 4160 3364 0 0 0

where the added 0’s in the estimate for I are obvious. We can now repeat the
above step to the extreme values in the remaining non-zero sequence in the his-
togram of J , and obtain

86 87 88 89 90 91 92 93 94 95 96 97 98

I 0 0 0 2640 3020 ? ? ? 6728 4148 0 0 0

J 0 0 0 0 2436 677 6824 709 4160 0 0 0 0

and next

86 87 88 89 90 91 92 93 94 95 96 97 98

I 0 0 0 2640 3020 4872 ? 8320 6728 4148 0 0 0

J 0 0 0 0 0 677 228 709 0 0 0 0 0
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Finally, we add 677 + 677 to obtain the estimate for I92, and we get

86 87 88 89 90 91 92 93 94 95 96 97 98

I 0 0 0 2640 3020 4872 1354 8320 6728 4148 0 0 0

J 0 0 0 0 0 0 228 32 0 0 0 0 0

We do not bother about the remaining 228 + 32 = 260 pixels which are less
than 1% of all the pixels. It should be noted that the above method of recon-
structing the histogram of I is certainly not the theoretically optimal way to
reconstruct it. We will return to the reconstruction method later. Now, given
the estimated histogram of I, we can compute for groups of pixels in J the prob-
abilities that they are −1 or +1 pixels. This is illustrated in the following table:

86 87 88 89 90 91 92 93 94 95 96 97 98

I est 0 0 0 2640 3020 4872 1354 8320 6728 4148 0 0 0

p(−1) 0 0 1 1 0.65 0.31 0.63 0.83 0.33 0 0 0 1

p(+1) 1 0 0 0 0.35 0.69 0.37 0.17 0.67 1 1 0 0

To explain these probabilities, note that, given the above estimate for (the his-
togram of) I, a pixel in J with gray value 88 can only be a −1 pixel, since in
the estimate for I, there are no pixels with gray value 87. A pixel in J with gray
value 91, can originate from the 3020 pixels in I with gray value 90 if it is a +1
pixel, or it can originate from the 1354 pixels with gray value 92 if it is a −1
pixel. The probabilities of either of these being the case are

3020
3020 + 1354

= 0.69 and
1354

3020 + 1354
= 0.31,

respectively. All other probabilities are computed similarly.

For gray scale images, the eventual estimate for the watermark can be based
on the above probabilities. The best we can do is guess that for instance all
pixels in J with gray value 91 are +1 pixels, because p(+1) > p(−1) for these
pixels. Note that the exact probabilities tell us how good our estimate is! Indeed,
31% of the 2187 pixels with gray value 91 in J will be estimated falsely!

For RGB images, a similar analysis as above can be applied to all color
components, so for each pixel, the eventual estimate can be based on 3 computed
probabilities.

4.2 Flattening

In this section we will introduce ‘flattened’ images. For the histogram attack it
is often advantageous to first filter the image J , e.g. with the filter

F =


−1/9 −1/9 −1/9
−1/9 8/9 −1/9
−1/9 −1/9 −1/9


 .

For more detailed information on filtering we refer to e.g. Van Den Enden and
Verhoeckx (1989). The filtered image J̄ = FJ will be called the flattened image.



298 Maurice Maes

Fig. 2. The flattened image of lenna. Apart from some edge locations, the flat-
tened image looks like a flat grey image.

Fig. 2 illustrates the flattened image of lenna, where the gray value 127 is added
to FJ to visualize the result. The flattening filter is chosen such that if J contains
a watermark, then J̄ also contains the watermark ‘just as hard’, but the color
range of the flattened image is much smaller than that of the original.

4.3 Practical Results

Before we discuss the histogram attack any further, let us consider some results
obtained with this attack. We applied the attack to 10 RGB test images shown
in Fig. 6. Table 1 shows the estimated percentages of the watermark, where the
images are all watermarked with uniform depth 1. The first column lists the
results when the attack is directly applied to the images. The second column
lists the results when it is applied to the flattened images.

It is obvious from this table that the results of this attack very much depend
on the particular image. Images with smooth histograms are not very vulnerable,
while images with a peaky histogram can be extremely vulnerable to this attack.
We also see that flattening increases the result in most cases. Fig. 3 shows the
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image % for J % for J̄

airplane 5.4 30.4
baboon 1.0 7.1
clown 5.6 20.0
cornfield 3.8 17.4
lenna 1.0 26.2
mobcal 5.2 17.5
monarch 22.9 36.7
peppers 5.9 25.8
sail 20.5 10.3
tiffany 54.4 27.9

Table 1. The correctly estimated percentages for 10 test images watermarked
with depth 1, when the histogram attack is applied to the original watermarked
images, as well as to the flattened images.

histograms of the original and watermarked images of baboon and monarch. The
histogram of monarch contains many isolated peaks, which after watermarking
are replaced by twin peaks. The very smooth histogram of baboon is almost
uneffected by watermarking.
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Fig. 3. The histograms of baboon (upper) and monarch (lower), of the original
(left) and watermarked (right) images, respectively. All 3 color components are
plotted within the same figure.
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Histograms of flattened images usually consist of only one peak (ignoring
small peaks at 0 and 255 caused by clipping). The width of the peak is related
to the vulnerability to the histogram attack. Fig. 4 shows the histograms of the
flattened watermarked images of baboon and monarch images. The narrower
peak of monarch leads to a better estimate.
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Fig. 4. The histograms of the flattened images of the watermarked baboon (left)
and monarch (right). All 3 color components are plotted within the same figure.

4.4 Non-zero Length Sequences

As was illustrated by the influence of the width of the peaks of the flattened
images, and as also illustrated by Example 2, the length of non-zero sequences
in the histograms have an impact on the achieved estimate of the watermark.
Short non-zero sequences yield high estimates. Note that ‘non-zero’ need not be
taken literally: when large numbers are surrounded by relatively small numbers,
our analysis applies as well. To illustrate the effect of the length of non-zero
sequences, we consider images consisting of uniform noise within a given limited
range. So each pixel in the image has any of colors within the range with equal
probability. We say we have an image of non-zero length l. We can now compute
the result of the histogram attack when it is applied to such an image.

Proposition 1. Let l be an integer with l ≥ 3 and let I be an image consisting of
uniform noise of non-zero length l. Then the histogram attack applied to J = IW

gives an expected estimate of
2
l
· 100%. (11)

if I is a gray scale image. If I is an RGB image and the noise in all color
components are independent, then the expected estimate is[

1−
(

l − 2
l

)3
]
· 100%. (12)
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Proof. Let x := N/l. Consider the gray scale image first. Assume for convenience
that the noise is in the range {101, 102, . . . , 100 + l}. The expected numbers in
the histograms of I and J are as follows. We have

99 100 101 102 . . . 100 + l − 1 100 + l 100 + l + 1 100 + l + 2

I 0 0 x x . . . x x 0 0

J 0 x/2 x/2 x . . . x x/2 x/2 0

From the histogram of J , we see that J100 + J101 + J100+l + J100+l+1 = 2x
pixels are estimated correctly (either p(−1) = 1 or p(+1) = 1), while for the
other pixels, no reasonable estimate can be done because p(−1) = p(1) = 1

2 .
For the latter pixels, the expected contribution to the inner product W.W̃ is 0.
The correctly estimated pixels contribute 2x, which corresponds to a fraction
2x/N = 2/l of the total inner product. This proves (11).

To prove (12), note that a pixel is correctly estimated when it is among the
2x correctly estimated pixels in either of the 3 colors. The probability that a
pixel is among the N − 2x remaining pixels (that is the probability that it can
not be estimated correctly) equals

(
N − 2x

N

)3

=
(

l − 2
l

)3

.

So the fraction of correctly estimated pixels equals 1− (
l−2

l

)3
.

4.5 The Algorithm

We will now sketch the basic algorithm of the histogram attack. We assume we
have a fixed depth watermark applied to a gray scale image. Recall that for a DC-
free uniform depth d = 1 watermark, a randomly chosen pixel is a +1 or −1 pixel,
each with probability p = 1/2. We now consider more general watermarks, with
possible depths d1 < d2 < . . . < dk occurring with probabilities p1, p2, . . . , pk,
where 0 < pi < 1 for all i, and where

∑k
i=1 pi = 1. We will say that we have a

{(d1, p1), (d2, p2), . . . , (dk, pk)} (13)

watermark. So a DC-free uniform depth d = 1 watermark is a {(−1, 1/2), (1, 1/2)}
watermark, and the sum of two such statistically independent watermarks gives a
{(−2, 1/4), (0, 1/2), (2, 1/4)} watermark. Now consider what happens to the his-
togram of an image when it is watermarked with a watermark as given in (13).
If a pixel in I has gray value h, then after watermarking it has value h+ di with
probability pi (we then say that the pixel is a di pixel). So, if Ih denotes the
number of pixels with histogram value h, we find that the expected contribution
of these pixels to Jh+di equals piI

h.
Note that in all this we ignore clipping effects at the values 0 and 255. Taking

care of clipping in this model is not really difficult, but cumbersome to describe
in detail. Let us now have a closer look at the steps in the main algorithm.
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Step 1. From the histogram of the watermarked image J , a most likely histogram
of an original, unwatermarked image I is computed.

In principle, from the statistics of the watermark model, the most likely
histograms of I (it need not be unique!) can be determined. This however leads to
very involved computations, and heuristic approaches as described in Example 2
seem to work well enough. In a greedy way, we determine a best approximation
of the histogram of J , by ‘building it up’ from basic patterns that represent the
distribution of the various depths in the watermark. The basic pattern should
be proportional to

{p1d1, p2d2, . . . pkdk}.
This pattern is fitted (e.g. from left to right) at the positions in the histogram
of J . When it fits a number of times, then at the corresponding position in I,
we get the estimate for the histogram of I. The histogram of J is adapted, and
we proceed at the next position.

Step 2. From the histogram of I as computed in Step 1, probabilities of being
dk pixels are assigned to the values in the histogram of J .

Given a pixel in the histogram of J with gray value h, this pixel is a di pixel
with probability

P (h, di) =
piI

h−di∑k
j=1 pjIh−dj

. (14)

Step 3. For each pixel in J , the watermark is estimated based on the probabilities
computed in Step 2. If all probabilities pi are equal to some probability p, then we
simply estimate a pixel with gray value h to be a di pixel if P (h, di) is maximum
for this i. If J is really a watermarked image, then all estimated depths are
equally likely to occur.

If however the probabilities pi are not all equal, things are a bit more subtle.
If pmax is the maximum of all pi with corresponding depth dmax, we should
prevent that all pixels are estimated to be dmax pixels. This can be done by
enforcing that the correct fraction of about piN pixels, are estimated to be di

pixels. One way to achieve this which works in practice is to use

P̃ (h, di) =
Ih−di∑k

j=1 pjIh−dj

(15)

instead of (14. We have divided the right-hand side of (14) by pi, and the proba-
bilities in (15) should be normalized to speak of probabilities in a correct sense.

4.6 Attacks Using Many Images

The more watermarked images an attacker has at his disposal, the easier it
will be to extract the watermark, provided that all images contain the same
watermark. Assume we have k watermarked images J1, J2, . . . , Jk, all of the
same format and containing the same watermark. We then compute k watermark
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estimates W̃ 1, W̃ 2, . . . , W̃ k, and we combine these to obtain a final estimate W̃ .
To illustrate this, consider the example of a uniform depth d = 1 watermark
for which estimating the watermark boils down to determining the sign of the
watermark in all images. So for each of the estimated watermarks W̃ j with
1 ≤ j ≤ k, pixels are estimated to be +1 or −1 pixels. A straightforward way of
estimating W̃ is by doing a majority vote: a pixel in W̃ is estimated to be +1 if
it is estimated +1 more often in W̃ 1, W̃ 2, . . . , W̃ k than it was estimated −1.

We can statistically analyse the effect of combining the estimates, provided
that the probabilities of a pixel being estimated correctly in the k images are
independent of each other. Suppose for convenience that k is odd, and that in
each image, each pixel is estimated correctly with probability p. Then a pixel is
estimated correctly in W̃ if it is correctly estimated in at least (k +1)/2 images.
The probability P (p, k) that this is the case equals

P (p, k) =
k∑

j=(k+1)/2

pj(1− p)k−j

(
k
j

)
. (16)

In Fig. 5, we have used (16) to compute the estimated percentages of W̃ as a
function of k.
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Fig. 5. The estimated percentages of W̃ when the watermark is estimated on
the basis of k estimated watermarks with correctly estimated percentages of
5, 10, 15, . . . , 50%. The horizontal axis represents the number k.

5 Conclusions

We have shown that fixed depth watermarks are easily hacked by attackers.
Based on only a few images, and without the use of the detector, almost complete
knowledge of the watermark can be obtained by the histogram attack. We have
also shown how the detector can be misled in the case that only partial knowledge
of the watermark can be obtained.
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Fig. 6. The images: airplane, baboon, clown, cornfield, lenna, mobcal, monarch,
peppers, sail and tiffany. The original sizes of these images are 512 × 512 or
720× 576 pixels.
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Variable, image dependent depth embedding is absolutely necessary to be
more robust against hackers. Even then, some of the principles of the attack
described here can be applied, and with enough watermarked images at the
disposal of an attacker, good estimates can be obtained.

Histogram analysis may be required before embedding, in order to prevent
the histogram attack. In the case of peaky histograms, noise should be added
before or after embedding the watermark, or the histograms should be smoothed
in other ways.

Some watermark methods are based on changes in the DCT coefficients of an
image. Again, if these changes are not image-dependent, an analogous histogram
attack in the DCT domain can be applied.

As a final remark, note that histogram analysis may also be used for wa-
termark detection. There may exist applications in which one is not so much
worried about malicious attackers, but where the watermark has to survive ge-
ometric transformations or cropping. Detection becomes a difficult task under
these circumstances, and a layered approach seems to be a good option. His-
togram analysis may then well be applied to give a first indication of whether
a uniform depth watermark is present in such a transformed image. If the his-
togram indication is negative, further exhaustive searching is not needed. If the
histogram indication is positive, then the analysis can be continued to search for
the actual watermark.
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Abstract. An information-theoretic model for steganography with pas-
sive adversaries is proposed. The adversary’s task of distinguishing be-
tween an innocent cover message C and a modified message S containing
a secret part is interpreted as a hypothesis testing problem. The security
of a steganographic system is quantified in terms of the relative entropy
(or discrimination) between PC and PS . Several secure steganographic
schemes are presented in this model; one of them is a universal informa-
tion hiding scheme based on universal data compression techniques that
requires no knowledge of the covertext statistics.

1 Introduction

Steganography is the art and science of hiding information such that its pres-
ence cannot be detected. Motivated by growing concern about the protection of
intellectual property on the Internet and by the threat of a ban for encryption
technology, the interest in techniques for information hiding has been increasing
over the recent years [1]. Two general directions can be distinguished within in-
formation hiding scenarios: protection only against the detection of a message by
a passive adversary and hiding a message such that not even an active adversary
can remove it. A survey of current steganography can be found in [2].

Steganography with a passive adversary is perhaps best illustrated by Sim-
mons’ “Prisoners’ Problem” [19]. Alice and Bob are in jail and wish to devise an
escape plan. All their communication is observed by the adversary (the warden),
who will thwart their plan by transferring them to a high-security prison as soon
as he detects any sign of a hidden message. Alice and Bob succeed if Alice can
send information to Bob such that Eve does not become suspicious.

Hiding information from active adversaries is a different problem since the
existence of a hidden message is publicly known, such as in copyright protec-
tion schemes. Steganography with active adversaries can be divided into wa-
termarking and fingerprinting. Watermarking supplies digital objects with an
identification of origin; all objects are marked in the same way. Fingerprint-
ing, conversely, attempts to identify individual copies of an object by means of
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embedding a unique marker in every copy that is distributed. If later an illegal
copy is found, the copyright owner can identify the buyer by decoding the hidden
information (“traitor tracing”) [13,16,17].

Since most objects to be protected by watermarking or fingerprinting consist
of audio or image data, these data types have received most attention so far. A
number of generic hiding techniques have been developed whose effects are barely
perceptible for humans but can withstand tampering by data transformations
that essentially conserve its contents [4,8].

A common model and terminology for information hiding has been estab-
lished at the 1996 Information Hiding Workshop [15]. An original, unaltered
message is called covertext; the sender Alice tries to hide an embedded mes-
sage by transforming the covertext using a secret key. The resulting message is
called the stegotext and is sent to the receiver Bob. Similar to cryptography, it
is assumed that the adversary Eve has complete information about the system
except for a secret key shared by Alice and Bob that guarantees the security.
However, the model does not include a formal notion of security.

In this paper, we introduce an information-theoretic model for steganogra-
phy with a passive adversary. We propose a security notion that is based on
hypothesis testing: Upon observing a message sent by Alice, the adversary has
to decide whether it is an original covertext C or contains an embedded mes-
sage and is a stegotext S. This is the problem of distinguishing two different
explanations for the observed data that is investigated in statistics and in in-
formation theory as “hypothesis testing.” We follow the information-theoretic
(non-Bayesian) approach as presented by Blahut [6] using the relative entropy
function as the basic measure of the information contained in an observation.
Thus, we use the relative entropy D(PC‖PS) between PC and PS to quantify the
security of a steganographic system (or stegosystem for short) against passive at-
tacks. If the covertext and stegotext distributions are equal and D(PC‖PS) = 0,
the stegosystem is perfectly secure and the adversary can have no advantage
over merely guessing without even observing a message.

However, some caution has to be exerted using this model: On the one hand,
information-theoretic methods have been applied with great success to the prob-
lems of information encoding and transmission, starting with Shannon’s pioneer-
ing work [18]. Messages to be transmitted are modeled as random processes and
the systems developed in this model perform well in practice. For information
hiding on the other hand, the relation between the model and its validity is
more involved. A message encrypted under a one-time pad, for example, is in-
distinguishable from uniformly random bits and this method is perfectly secure
according to our notion of security. But no warden would allow the prisoners to
exchange random-looking messages! Thus, the crucial issue for the validity of a
formal treatment of steganography is the accuracy of the model for real data.

Nevertheless, we believe that our model provides insight in steganography.
We hope that it can serve also as a starting point for further work to formalize
active adversaries or computational security. (A game-theoretic approach to in-
formation hiding with active adversaries is presented by Ettinger [10].) A first
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extension would be to model the covertext source as a stochastic process and
consider statistical estimation and decision techniques. Another idea would be to
value the possible decisions and use the methods of statistical decision theory [5].

Related to this work is a paper by Maurer [12] on unconditionally secure
authentication [11,21]. It shows how Simmons’ bound [20] and many other lower
bounds in authentication theory can be derived and generalized using the hy-
pothesis testing approach. Another information-theoretic approach to steganog-
raphy is [24].

The paper is organized as follows. Hypothesis testing is presented in section 2
from an information-theoretic viewpoint. section 3 contains the formal descrip-
tion of the model and the security definition. In section 4, we provide some
examples of unconditionally secure stegosystems and discuss the effects of data
compression. A universal information hiding scheme that requires no knowledge
of the covertext statistics is presented in section 5. It is based on a universal
data compression algorithm, which is similar to the well-known Lempel-Ziv al-
gorithms [3,23]. Some extensions and conclusions are given in section 6.

2 Review of Hypothesis Testing

We give a brief introduction to hypothesis testing and to information-theoretic
notions (see [6,7]). Logarithms are to the base 2. The cardinality of a set S is
denoted by |S|. The entropy of a random variable X with probability distribution
PX and alphabet X is defined as

H(X) = −
∑
x∈X

PX(x) log PX(x).

The conditional entropy of X conditioned on a random variable Y is

H(X |Y ) =
∑
y∈Y

PY (y)H(X |Y = y)

where H(X |Y = y) denotes the entropy of the conditional probability distribu-
tion PX|Y =y.

Hypothesis testing is the task of deciding which one of two hypotheses H0 or
H1 is the true explanation for an observed measurement Q [6]. In other words,
there are two possible probability distributions, denoted by PQ0 and PQ1 , over
the space Q of possible measurements. If H0 is true, then Q was generated
according to PQ0 , and if H1 is true, then Q was generated according to PQ1 . A
decision rule is a binary partition of Q that assigns one of the two hypotheses to
each possible measurement q ∈ Q. The two possible errors that can be made in a
decision are called a type I error for accepting hypothesis H1 when H0 is actually
true and a type II error for accepting H0 when H1 is true. The probability of a
type I error is denoted by α, the probability of a type II error by β.

A method for finding the optimum decision rule is given by the Neyman-
Pearson theorem. The decision rule is specified in terms of a threshold parameter
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T ; α and β are then functions of T . The theorem states that for any given
threshold T ∈ R and a given maximal tolerable probability β of type II error, α
can be minimized by assuming hypothesis H0 for an observation q ∈ Q if and
only if

log
PQ0(q)
PQ1(q)

≥ T. (1)

In general, many values of T must be examined to find the optimal decision rule.
The term on the left hand side in (1) is called the log-likelihood ratio.

The basic information measure of hypothesis testing is the relative entropy
or discrimination between two probability distributions PQ0 and PQ1 , defined
as

D(PQ0‖PQ1) =
∑
q∈Q

PQ0(q) log
PQ0 (q)
PQ1 (q)

. (2)

The relative entropy between two distributions is always nonnegative and is 0 if
and only if the distributions are equal. Although relative entropy is not a true
distance measure in the mathematical sense because it is not symmetric and does
not satisfy the triangle inequality, it can be useful to think of it as a distance.
The binary relative entropy d(α, β) is defined as

d(α, β) = α log
α

1− β
+ (1− α) log

1− α

β
.

The following relation connects entropy, relative entropy, and the size of the
alphabet for any random variable X ∈ X : If PU is the uniform distribution over
X , then

H(X) + D(PX‖PU ) = log |X |. (3)

Relative entropy and hypothesis testing are linked through the Neyman-
Pearson theorem above: The expected value of the log-likelihood ratio in (1) with
respect to PQ0 is equal to the relative entropy D(PQ0‖PQ1) between PQ0 and
PQ1 . The following standard result shows that deterministic processing cannot
increase the relative entropy between two distributions.

Lemma 1. Let PQ0 and PQ1 be probability distributions over Q. For any func-
tion f : Q → T , let T0 = f(Q0) and T1 = f(Q1). Then

D(PT0‖PT1) ≤ D(PQ0‖PQ1).

Because deciding between H0 and H1 is a special form of processing, the
type I and type II error probabilities α and β satisfy

d(α, β) ≤ D(PQ0‖PQ1). (4)
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This bound is typically used as follows: Suppose that δ is an upper bound on
D(PQ0‖PQ1) and that there is a given upper bound on the type I error proba-
bility α. Then (4) yields a lower bound on the type II error probability β. For
example, α = 0 implies that β ≥ 2−δ.

A similar result holds for a generalized hypothesis testing scenario where the
distributions PQ0 and PQ1 depend on knowledge of an additional random variable
V . The probability distributions, the decision rule, and the error probabilities
are now parameterized by V . In other words, the probability distributions are
PQ0|V =v and PQ1|V =v for all v ∈ V , the decision rule may depend on the value v
of V , and the error probabilities are α(v) and β(v) for each v ∈ V . Let the average
type I and type II errors be α =

∑
v∈V PV (v)α(v) and β =

∑
v∈V PV (v)β(v).

The conditional relative entropy between PX and PY (over the same alphabet
X ) conditioned on a random variable Z is defined as

D(PX|Z‖PY |Z) =
∑
z∈Z

PZ(z)
∑
x∈X

PX|Z=z(x) log
PX|Z=z(x)
PY |Z=z(x)

. (5)

It follows from the Jensen inequality and from (4) that

d(α, β) ≤ D(PQ0|Z‖PQ1|Z). (6)

3 Model and Definition of Security

Fig. 1 shows our model of a stegosystem. Eve observes a message that is sent
from Alice to Bob. She does not know whether Alice sends legitimate covertext C
or stegotext S containing hidden information for Bob. We model this by letting
Alice operate strictly in one of two modes: either she is active (and her output
is S) or inactive (sending covertext C).

If Alice is active, she transforms C to contain an embedded message E using
a secret key K. (Alternatively, Alice could also generate C herself.) Alice may
use a private random source R for embedding. The output of the hiding process
is the stegotext S. Bob must be able to recover E from his knowledge of the
stegotext S and from the key K. Expressed in terms of entropy, the system
satisfies:

1. H(S|CEKR) = 0. The stegotext is determined uniquely by Alice’s inputs.
2. H(E) > 0. There is uncertainty about the embedded message.
3. H(E|SK) = 0. Bob must be able to decode the embedded message uniquely.

If Alice is inactive, she sends covertext C and no embedding takes place. The
embedding mechanism, E, K, and R can be thought of as absent.

Repetition is not considered in this model; it encompasses everything sent
from Alice to Bob. For example, if Alice sends multiple messages to Bob and at
least one of them contains hidden information, she is considered active and S
consists of the concatenation of all her messages.

The probability distributions are assumed to be known to all parties if not
stated otherwise. In addition, Bob knows whether Alice is active or not.
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Fig. 1. The model of a secret-key stegosystem with passive adversary. It shows
the embedded text E, the covertext C, the stegotext S, Alice’s private random
source R, and the secret key K shared by Alice and Bob. Alice is either sending
covertext C or stegotext S.

Eve, upon observing the message sent by Alice, has to decide whether it was
generated according to the distribution of the innocent covertext C or according
to the modified distribution of the stegotext S, i.e., whether Alice is active.
Since this task is a hypothesis testing problem, we quantify the security of a
stegosystem in terms of the relative entropy distance between PC and PS .

Definition 1. A stegosystem as defined above with covertext C and stegotext S
is called ε-secure against passive adversaries if

D(PC‖PS) ≤ ε.

If ε = 0, the stegosystem is called perfectly secure.

Consider Eve’s decision process for a particular decision rule, given by a
binary partition (C0, C1) of the set C of possible covertexts. She decides that
Alice is active if and only if the observed message c is contained in C1. Ideally,
she would always detect a hidden message. (But this occurs only if Alice chooses
an encoding such that valid covertexts and stegotexts are disjoint.) If Eve fails to
detect that she observed stegotext S, she makes a type II error. Its probability
is denoted by β.

The opposite error, which usually receives less attention, is the type I error:
Eve decides that Alice sent stegotext although it was a legitimate cover message
C; this probability is denoted by α. As a special case, one can assume that Eve
never makes a type I error and accuses Alice of sending hidden information when
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she is inactive (α = 0). Such a restriction could be imposed on Eve by external
mechanisms.

Lemma 1 imposes a bound on the achievable error probabilities by Eve.
From (4) we obtain the following theorem.

Theorem 1. In a stegosystem that is ε-secure against passive adversaries, the
probability β that the adversary does not detect a hidden message and the prob-
ability α that the adversary falsely detects a hidden message satisfy

d(α, β) ≤ ε.

In particular, if α = 0, then

β ≥ 2−ε.

In a perfectly secure system we have D(PC‖PS) = 0 and therefore PC = PS ;
thus, Eve can obtain no information about whether Alice is active by observing
the message.

As an example, suppose Alice is given a digital image m that she is permit-
ted to send to Bob. Using a perceptional model, she has determined a set M
of equivalent images that are visually indistinguishable from m. Regardless of
whether Alice is active or not, she will send a randomly chosen element of M
and this defines the probability space underlying C. Note that in our model, the
adversary knows at leastM and possibly also m. Alice can use the techniques de-
scribed below for embedding information; however, to achieve robustness against
active adversaries who modify the image, more sophisticated coding methods are
necessary (see e.g. [8]).

It may be the case that external events influence the covertext distribution;
for example, news reports or the local weather if we think of the prisoners’
problem. This external information is denoted by Y and known all participants.
Our model and the security definition above can be modified accordingly. The
quantities involved will be conditioned on knowledge of Y and we consider the
average error probabilities α =

∑
y∈Y PY (y)α(y) for the type I error and β =∑

y∈Y PY (y)β(y) for the type II error, where α(y) and β(y) denote the type I
and type II error probabilities for Y = y, respectively.

The modified stegosystem with external information Y , covertext C, and
stegotext S is called ε-secure against passive adversaries if

D(PC|Y ‖PS|Y ) ≤ ε.

It follows from (6) that the average error probabilities satisfy d(α, β) ≤ ε, similar
to Theorem 1.

In the next section, we show that perfectly secure stegosystems exist for
particular sources of covertext. We start with especially simple (or unrealistic)
covertext distributions and then consider arbitrary covertext statistics and the
effects of data compression. A universal stegosystem that includes data compres-
sion and does not rely on knowledge of the covertext distribution is presented in
section 5.
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4 Unconditionally Secure Stegosystems

The above model tells us that we obtain a secure stegosystem whenever the
stegotext distribution is close to the covertext distribution without knowledge
of the key. The embedding function depends crucially on knowledge about the
covertext source. We assume first that the covertext distribution is known and
design corresponding embedding functions.

If the covertext consists of independent and uniformly random bits, then
the one-time pad provides a perfectly secure stegosystem. For completeness, we
briefly describe this system formally.

Assume the covertext C is a uniformly distributed n-bit string for some
positive n. The key generator chooses the n-bit key K with uniform distribution
and sends it to Alice and Bob. The embedding function (if Alice is active) consists
of the bitwise XOR of the particular n-bit message e and K, thus S = e ⊕K,
and Bob can decode by computing e = S ⊕ K. The resulting stegotext S is
uniformly distributed in the set of n-bit strings and therefore D(PC‖PS) = 0.
Thus, the one-time pad provides perfect steganographic security if the covertext
is uniformly random.

As a side remark, we note that this one-time pad system is equivalent to the
basic scheme of visual cryptography [14]. This technique hides a monochrome
picture by splitting it into two random layers of dots. When these are superim-
posed, the picture appears. It is also possible to produce two innocent looking
pictures such that both of them together reveal an embedded message.

For general covertext distributions, we now describe a system that embeds
a one-bit message in the stegotext. The extension to larger message spaces is
straightforward. Let the covertext C with alphabet C have an arbitrary distri-
bution PC . Alice constructs the embedding function from a partition of C into
two parts such that both parts are assigned approximately the same probability
mass under C. In other words, let

C0 = min
C′⊆C

∣∣∣∣∑
c∈C′

PC(c)−
∑
c 6∈C′

PC(c)
∣∣∣∣ and C1 = C \ C0.

Alice and Bob share a one-bit key K ∈ {0, 1}. Define C0 to be the random vari-
able with alphabet C0 and distribution PC0 equal to the conditional distribution
PC|C∈C0 and define C1 similarly over C1. Then Alice computes the stegotext to
embed a message e ∈ {0, 1} as

S = Ce⊕K .

Bob can decode the message because he knows that e = 0 if and only if S ∈ CK .

Theorem 2. The one-bit message stegosystem described above is

1
ln 2

(
P[C ∈ C0]− P[C ∈ C1]

)2

secure against passive adversaries.
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Proof. Let δ = P[C ∈ C0] − P[C ∈ C1]. We show only the case δ > 0. It is
straightforward to verify that

PS(c) =

{
PC(c)/(1 + δ) if c ∈ C0,
PC(c)/(1− δ) if c ∈ C1.

It follows that

D(PC‖PS) =
∑
c∈C

PC(c) log
PC(c)
PS(c)

=
∑
c∈C0

PC(c) log(1 + δ) +
∑
c∈C1

PC(c) log(1 − δ)

=
1 + δ

2
· log(1 + δ) +

1− δ

2
· log(1− δ)

≤ 1 + δ

2
· δ

ln 2
+

1− δ

2
· −δ

ln 2
= δ2/ ln 2

using the fact that log(1 + x) ≤ x/ ln 2.

A word on data compression techniques. Suppose the embedding as described
above takes place before compression is applied to S (or C). Data compression is
a deterministic process. Therefore, Lemma 1 applies and shows that if we start
with an ε-secure stegosystem, the security of the compressed system is also at
most ε. To put it another way, data compression can never hurt the security of
a stegosystem and make detection easier for the adversary.

5 Steganography with Universal Data Compression

The stegosystems described in section 4 assume that the covertext distribution
is known to all parties. This seems not realistic for many applications. However,
if we extend the model of a stegosystem to stochastic processes and consider the
covertext as an ergodic source, its distribution can be estimated by observing
the source output. This is precisely what universal data compression algorithms
do for the purpose of source coding. We now show how they can be modified for
information hiding.

Traditional data compression techniques, such as Huffman coding, require a
priori knowledge about the distribution of the data to be compressed. Universal
data compression algorithms treat the problem of source coding for applications
where the source statistics are unknown a priori or vary with time. A universal
data compression universal algorithm achieves asymptotically optimal perfor-
mance on every source in some large class of possible sources. Essentially, this is
accomplished by learning the statistics of the data during operation as more and
more data is observed. The best known examples of universal data compression
are the algorithms by Lempel and Ziv [3,23].
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We describe a universal data compression algorithm based on the concept of
repetition times due to Willems [22], which is related to Elias’ interval length
coding [9]. Then we modify the algorithm to illustrate that a stegosystem can be
constructed without knowledge of the covertext distribution. The performance
of Willems’ algorithm is inferior to the Lempel-Ziv algorithms for most practical
data but it is simpler to describe and to analyze. We assume that covertext and
stegotext in the model according to ection 3 are stationary stochastic processes.
This corresponds to the ergodicity assumptions that are made for many data
compression algorithms.

The Repetition Times Compression Algorithm: The algorithm is described for
binary sources but can easily be generalized to arbitrary alphabets. The pa-
rameters of the algorithm are the blocklength L and the delay D. Consider a
stationary binary source X producing {Xt} = X1, X2, . . . with values in {0, 1}.
The source output is divided into blocks Y1, Y2, . . . of length L bits each. En-
coding of a block Yt operates by considering its repetition time, the length of the
interval since its last occurrence. Formally, the repetition time ∆ty of the block
Yt = y satisfies Yj 6= Yt for 1 ≤ j < ∆ty and Yt−∆ty = Yt. If ∆ty < 2D, the
encoder outputs C(∆ty), using a particular variable-length encoding C of ∆ty
described below. If ∆ty ≥ 2D, however, the block y is retransmitted literally.
The distinction between repetition time encoding and literal data is marked by
a single bit in the output stream.

Repetition time is encoded using the following code for integers between 1
and 2D−1. Let Bl(k) denote binary representation of the integer k using l digits
and let d = dlog De. The encoding C is

C(t) = Bd(blog tc) ‖ Bblog tc
(
t− 2blog tc

)
,

where ‖ denotes the concatenation of the bit strings. Thus, C(t) contains first
the binary length of t encoded using fixed length d and then the remaining bits
of t except for the most significant bit. For initialization, a block y that occurs
for the first time is encoded as if it had occurred at time t = −y.

The encoder and decoder maintain a buffer of the last 2D blocks of the
source. In addition, the encoder maintains an array indexed by L-bit blocks y
that contains the position ty (modulo 2D) where y last occurred (the time buffer).
Encoding and decoding therefore take only a constant number of operations per
block. The formal analysis of the scheme [22] using D = L shows that for L→∞,
the encoding rate (the average number of code bits per source word) converges
to the entropy rate of the source X .

The Modification for Information Hiding: The stegosystem based on Willems’
algorithm exploits the fact that the average repetition time of a block Yt = y
yields an estimate of its probability since it will converge to PY (y)−1. If the
block y is replaced with another block y′ close to y in average repetition time
(and therefore in probability), the source statistics are only slightly altered.
Information is only hidden in blocks with low probability, as determined by a
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stego rate parameter ρ > 2−D. Alice and Bob share an m-bit secret key K and
Alice wants to hide an m-bit message E.

Here, both the encoder and decoder maintain a time buffer indexed by blocks.
In addition to the index t of the last occurrence of block y, each entry contains
also its average repetition time ∆ty and the number of its occurrences so far,
ny. For each encoded block y with repetition time ∆ty, the average repetition
time ∆ty is replaced by (ny∆ty + ∆ty)/(ny + 1). In addition, ny is increased,
but never beyond 2D. Let r(y) denote the rank function of blocks that associates
with a block y the rank of ∆ty, considering the current values of the average
repetition times.

Information hiding takes place if the encoder or the decoder encounters a
block y such that ∆ty ≥ 1

ρ (before updating buffers). If this is the case, bit j of
the message m is embedded in y′ according to

y′ = r−1
(
r(y) + (mj ⊕Kj)

)
and encoding proceeds as before with y′ replacing y. In other words, y′ is either
equal to y or to the block immediately following y in the average repetition time
ranking, depending on the embedded bit. The decoder computes the average
repetition times in the same way and can thus detect the symbols containing
hidden information and decode E similarly.

Compared to data compression, the storage complexity of the encoding and
decoding algorithms is increased by a constant factor, but their computational
complexity grows by a factor of about L due to the maintenance of the ranking.

The resulting stegosystem achieves asymptotically perfect security since the
distance between the probabilities of the exchanged blocks vanishes. The formal
statement of this will be given in the full version of the paper.

6 Extensions

The presented information-theoretic model for steganography can be considered
as one particular example of a statistical model. We propose to consider also
other approaches from statistical decision theory. As noted before, an immediate
extension would be to model the covertext source as a stochastic process.

Simmons’ original scenario of the prisoners’ problem includes authentication,
that is, the secret key K shared by Alice and Bob can partially be used for
authenticating Alice’s messages. The reason for this is that Alice and Bob want
to protect themselves (and are allowed to do so) from a malicious warden that
tries to fool Bob into accepting fraudulent messages as originating from Alice.
This implies some changes to the model. Denote the part of the key used for
authentication by Z. Then, for every value z of Z, there is a different covertext
distribution PC|Z=z induced by the authentication scheme in use. However, since
the adversary Eve does not know Z, the covertext distribution to consider for
detection is PC , the marginal distribution of PCZ . We note that this model
differs from the general scenario with an active adversary; there, the adversary
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succeeds if she can destroy the embedded hidden information (as is the case
in copyright protection applications, for example). Here, the prisoners are only
concerned about hiding information in messages that may be authenticated to
detect tampering.

As already mentioned in the Introduction, the assumption of a fixed covertext
distribution seems to render our model somewhat unrealistic for the practical
purposes of steganography. But what are the alternatives? Should we rather
study the perception and detection capabilities of human cognition since most
cover data (text, sound, images) is ultimately intended for human receivers?
Viewed this way, steganography could fall entirely into the realms of image,
audio, and speech processing or artificial intelligence. However, it seems that
the information-theoretic model and other statistical approaches will ultimately
be more useful for deriving statements about the security of information hiding
schemes – and a formal security notion is one of the main reasons for introducing
a mathematical model of steganography.
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Abstract. Steganography is the study of methods of concealing data
in the noise of another data set. Steganalysis is the field of discovering
hidden data and disrupting covert channels. We introduce a two-player,
zero-sum, matrix game for the purpose of modeling the contest between
a data-hider and a data-attacker. We then solve the game for equilibria,
demonstrating that the form of the solution depends on whether the
permitted distortion is less than or greater than dc, the critical distortion.
This critical point is a simple function of several parameters which define
the game. We then solve two example cases to demonstrate the ideas
presented in the general solution. The value of the game is the amount
of information that may be reliably stored in the data set.
Keywords. Steganalysis, Cryptanalysis, Equilibria, Shannon Entropy,
Binary Symmetric Channel, Active Warden Attack.

1 Introduction

Recently techniques in steganography have received a great deal of attention [1,6],
mostly from members of the signal processing and cryptological communities.
Steganography concerns techniques for concealing data in the noise of other
data. Primary applications include digital watermarking for copyright protec-
tion of digital data and covert communications. Many methods for hiding data
have been proposed [2,3,7] but to this point there have been no quantitative
methods developed for assessing the security of any of these methods.

Steganography is related to, though distinct from, cryptography. The goal
of a secure cryptographic method is to prevent an interceptor from gaining any
information about the plaintext from the intercepted ciphertext. The goal of a
secure steganographic method is to prevent an observant intermediary from even
obtaining knowledge of the mere presence of the secret data. In most applications
the embedded message will be encrypted before hiding. Otherwise the natural
language structure in the message will be statistically detectable. Also, we are
primarily interested in the case where digital data is hidden in a digital data set.
Therefore we assume that the hidden message is a pseudorandom bit sequence.

In cryptology, the complementary endeavor to finding secure encryption meth-
ods is called cryptanalysis and is concerned with discovering techniques for
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breaking cryptographic schemes. To this point in time the analogous field of
steganalysis remains almost completely mathematically undeveloped. In order
to begin to remedy this it is important to utilize the proper notion of break-
ing a steganographic system. The purpose of steganography is to hide data and
therefore the primary counterobjectives are to discover the presence of hidden
data (perhaps in a probabilistic setting) and/or to reduce the channel capacity
of the covert channels. The first type of attack is sometimes called a passive
warden attack and the second type an active warden attack. Notice that we do
not demand that the hidden message is recovered for a steganalytic attack to
be successful, though the question of to what degree this may be accomplished
is certainly of interest. The question of then decrypting the recovered message
is a classical cryptanalytic question and lies outside the interests of steganalysis
proper.

Cryptology has emerged over the years from a collection of ad hoc techniques
into a sophisticated discipline utilizing ideas from many areas of mathematics
and contributing to the development of mathematics. We believe that steganol-
ogy holds a similar promise of deep connections with and potential contributions
to various branches of mathematics and applied mathematics, especially pattern
recognition. With the hope of leveraging some of the success of cryptanalysis,
in this paper we borrow several operating assumptions on our way to a math-
ematical assessment of the security of steganographic algorithms. In particular,
we assume that all algorithms are public knowledge and that the security of the
system resides in a secret key. This assumption, basic to cryptology, will manifest
in the formulation of the matrix games that we use to model covert channels.

As we mentioned, there are two different types of attacks on steganographic
systems. The first of the two attacks is detecting the presence of the hidden
information and the second is interruption of communication by overwriting the
hidden information. In this paper we introduce a game-theoretic model of the
second type of attack. The data Hider chooses a distribution of locations to
hide data in the data set subject to a limit on the amount of distortion he may
introduce into the data set. This distortion parameter is thus an measure of the
noise in the data set. The Attacker also chooses a distribution of locations to hide
pseudorandom noise in an attempt to overwrite the hidden data. In this paper
the Attacker is subject to the same distortion limit as the Hider. Associated to
any pair of strategies there is an associated payoff which measures the amount of
data that is communicated. The Hider desires a strategy which maximizes this
payoff whereas the Attacker desires to minimize this payoff. We therefore have a
two-player, zero-sum game and we then proceed to solve this game for optimal
strategies and payoffs.

This paper is organized as follows. In the next section we review the basic
concepts of game theory that we require for our analysis. In section 3 we define
the particular game that models the steganographic scenario. In section 4 we
solve the game for optimal strategies and associated payoffs. In section 5 we give
two examples of the solutions deduced in section 4 and we conclude in section 6
with a brief discussion of future research directions.
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2 Review of Matrix Games

We now briefly summarize the main ideas and results we will need from the clas-
sical theory of games. For further explanation, consult the excellent reference [5].
A real-valued, two-player, zero-sum game consists of two sets of pure strategies
S1, S2 and two payoff functions P 1 : S1 × S2 → R, P 2 : S1 × S2 → R such
that P 1(s, t) = −P 2(s, t) where s ∈ S1 and t ∈ S2. We will refer to player 1’s
payoff simply as the payoff function and denote it by P with the understand-
ing that the game under consideration is zero-sum. Without loss of generality
assume that Player 1 is trying to maximize the payoff and Player 2 is trying to
minimize the payoff. In all of the games studied here the sets of pure strategies
will be finite. A mixed strategy is a probability distribution over the set of pure
strategies. A pure strategy is therefore a mixed strategy with a point mass as
the distribution. When the pure strategy sets are finite a mixed strategy may
be written as a vector x = (x1, . . . , xj) where Prob(S = si) = xi. The payoff P ′

for a pair of mixed strategies extends the payoff function P and is defined to be
the expected payoff:

P ′(x,y) =
∑
i,j

xiyjP (si, tj). (1)

Since P ′ = P for pure strategies we will simply write P for both functions.
An equilibrium for a game G is a pair of mixed strategies, x∗ for Player 1 and
y∗ for Player 2, such that for all mixed strategies x,y we have

P (x,y∗) ≤ P (x∗,y∗) ≤ P (x∗,y). (2)

Equilibria strategies are the only correct strategies to play because they
have the property that neither player may benefit by deviating from an equi-
librium strategy. Equilibria strategies therefore represent the solution to the
game-theoretic situation. The fundamental theorem of game theory (originally
proved by Von Neumann and Morgenstern, [8]) states that every finite, zero-sum
game has at least one equilibrium in mixed strategies and that the payoffs at
each equilibria are the same. This number is called the value of the game.

3 A Steganological Game

Consider the following scenario. An individual wishes to covertly communicate
by hiding messages in the noise of some data files. Suppose all data files sent by
this individual, say Player 1, pass through some gateway, perhaps a computer
server, which is under the control of Player 2. Player 2 wants to automatically
introduce noise into all data files passing through the gateway in order to disrupt
any such covert communication. Player 2 does not examine the files individually
to try to find hidden information. Rather, the disruption is completely automatic.

We now introduce a game to model this steganographic scenario and in the
next section we solve for the optimal mixed strategies. The scenario is as follows
and utilizes the assumptions discussed above. The data is a pseudorandom se-
quence of bits and is to be hidden in an N -pixel, 2l-level greyscale image. Both
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players will modify the values of bits throughout the image under the constraint
that the total amount of distortion must remain less than some known constant,
say d. The game could easily be modified to permit different levels of distortion
for the Hider and Attacker. We use the most simple model of distortion possi-
ble in that changing the value of a least significant bit is 1 unit of distortion,
modifying a next-to-least significant bit is 2 units of distortion, etc., until finally
modifying a most significant bit is 2l−1 units of distortion. We emphasize that
by using different distortion measures, more sophisticated models of the effects
of modifying an image may be accommodated in this game-theoretic framework.
See the section on further work for a discussion of variations on this measure.

Player 1 is the data Hider and seeks to maximize the amount of hidden data
whereas Player 2 is the Attacker and seeks to minimize the amount of hidden
data communicated by introducing noise. A pure strategy for Player 1 is an
l-tuple of nonnegative real numbers x = (x0, x1, . . . , xl−1) such that

l−1∑
i=0

xi2i−1 ≤ d. (3)

Given a strategy x, xi is the number of bits that the Hider will store in the set
of ith lowest order bits in the image. Note that xi is allowed to be a noninteger,
whereas in actual fact one must store an integer number of bits. We will see that
in general we require nonintegers in order to obtain equilibria but that utilizing
integer valued vectors in practical situations is an acceptable approximation.
The locations of the hidden bits within a set are chosen pseudorandomly and
are therefore uniformly distributed over all N bits in position i. Because half
of the original bits will, on average, agree with the bits to be hidden, hiding x0

bits in the low order bits will on average result in x0/2 units of distortion. This
observation gives rise to the distortion inequality. Similarly, a pure strategy for
Player 2 is an l-tuple of nonnegative real numbers (y0, y1, . . . , yl−1) such that

l−1∑
j=0

yj2j ≤ d. (4)

The distortion here is different since Player 2 will flip all y0 of the low order
bits. Again the locations are chosen pseudorandomly and are uniformly dis-
tributed throughout all N possible choices. Conceptually what we now have are
l independent binary symmetric channels [4] where the probability for a hidden
bit to be flipped in channel Ci is yi/N. Notice that both pure strategy sets are
finite and therefore mixed strategies may be written as vectors, X,Y.

Let us now consider the construction of the payoff function for this game.
Suppose Z is a discrete random variable that takes the value zi with probability
pi, i.e. P (Z = zi) = pi. The Shannon entropy [4] of Z is given by:

H(Z) =
∑

i

pi log
(

1
pi

)
. (5)
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If the log is taken base 2 than H has units of bits. If Z takes on only two
possible values with probabilities p1 and 1− p1 then we abbreviate the entropy
by writing

H(p1) = −p1 log(p1)− (1− p1) log(1− p1). (6)

The channel capacity for a binary symmetric channel with bit error proba-
bility p is 1−H(p) [4]. The channel capacity is the asymptotic average number
of bits communicated through the channel per bit sent through the channel and
this limit is approached by using error-correcting codes. For each channel Ci,
0 ≤ i ≤ l − 1, the Hider sends xi bits and the probability for a bit error due to
the noise introduction by the Attacker is yi/N. Therefore the payoff function for
the game is given by:

P (x,y) =
l−1∑
i=0

xi

[
1−H

( yi

N

)]
. (7)

This represents the total number of bits that are communicated on average
utilizing error correcting codes to compensate for the distortion introduced by
the Attacker.

4 Equilibria for the Game

We now wish to solve the above game for equilibria. Recall that these are strate-
gies such that assuming the other Player is playing his optimal strategy, the
given strategy is optimal, i.e. no improvement is possible by deviating. Since a
pure strategy is a tuple, x = (x0, . . . , xl−1), we will write mixed strategies, i.e.
probability distributions over the set of pure strategies, as vectors with capital
Latin letters, X, and P (X = x) = X(x). It turns out that this game has an equi-
librium in pure strategies. Therefore in the following derivation we proceed by
assuming the equilibrium we seek consists of pure strategies and our subsequent
calculations validate this assumption.

To solve for an equilibrium, recall the payoff function:

P (x,y) =
l−1∑
i=0

xi

[
1−H

( yi

N

)]
. (8)

Let
Mi = 1−H

( yi

N

)
(9)

be the channel capacity for the ith channel. Using the fact that neither player
desires to deviate from an equilibrium strategy let us solve for an optimal strat-
egy for the Attacker, y = (y0, y1, . . . , yl−1). Fix all components of x except for
xj and xk where 0 ≤ j < k ≤ l − 1 and consider distributing the remaining
distortion

djk = d−
∑
i6=j,k

2i−1xi (10)
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between these two components. We may now consider the partial payoff function
Pjk which is the portion of the payoff function, Equation 8, concerning only the
two channels Cj and Ck. Consider the following equation for the partial payoff
function as a function of xj :

Pjk(xj) = xjMj + xkMk = xjMj +
djk − 2j−1xj

2k−1
Mk. (11)

In order to find an equilibrium we must insure that the Hider does not profit
from readjusting xj and xk for a fixed y. Therefore we have

dPjk

dxj
(x∗j ) = Mj − 2j−kMk = 0 (12)

for an equilibrium x∗k and thus

Mj = 2j−kMk. (13)

If there is enough total available distortion, and this point will become more
clear below, then this equation must hold for all 0 ≤ j < k ≤ l − 1 and so for
any equilibrium strategy y we have

2k−j
[
1−H

(yj

N

)]
= 1−H

(yk

N

)
. (14)

In particular if k = j + 1 then we have 2Mj = Mj+1. For fixed d and
N Equations 4 and 14 determine the equilibrium strategy y∗ and this can be
solved numerically.

We now sketch the form of these solutions. Notice that in order to satisfy
2Mk = Mk+1 for all 0 ≤ k ≤ l − 2 requires a critical amount of allowable
distortion dc(l, N). For suppose that Ml−1 = 1, i.e. the Attacker introduces no
noise in channel Cl−1, the most expensive channel in which to introduce noise.
Then the above channel capacity constraints reduce to Ml−2 = 1/2, Ml−3 =
1/4, . . ., and in general

Mi = 2−(l−1−i). (15)

Define a pseudoinverse to the binary symmetric channel capacity function
Cap(p) = 1 − H(p) as Cap−1(M) = unique p such that Cap(p) = M and
0 ≤ p ≤ 1/2. Then Cap−1 : [0, 1]→ [0, 1/2] and we have

dc(l, N) =
l−1∑
i=0

2iNCap−1
(
2−(l−1−i)

)
. (16)

This is the minimal amount of distortion necessary in order for the At-
tacker to simultaneously satisfy Equation 14 for each i. If d ≥ dc(l, N) then
the Attacker’s strategy is to distribute d among all channels subject to these
constraints. As mentioned previously, these constraints determine the noise al-
location subject to the distortion limitation. Notice also that

dtotal =
l−1∑
i=0

2iN/2 (17)
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is the amount of distortion necessary to reduce all channels to zero capacity.
This is equivalent to flipping each bit of each pixel with probability 1/2, i.e.
randomizing the image. Of course in a practical situation such extreme distortion
would be prohibited.

Now what is the proper strategy if d < dc? Since it costs twice as much for
the Hider to place data in Ci+1 as it does in Ci, there is an implicit reduction in
the channel capacity of the higher order channels. Define a quantity called the
effective channel capacity

M ′
i = 2−iMi. (18)

which is the reciprocal of the number of units of distortion required on average
to communicate one logical bit of information in channel Ci. Notice that if yi = 0
then M ′

i = 2−i. Also note that Equation 14 is equivalent to

M ′
i = M ′

j (19)

for all i, j. If d < dc then the Attacker’s optimal strategy consists of equalizing as
many of the lowest order effective channel capacities as allowed by the distortion
limit. In other words, the Attacker first introduces noise into C0, reducing M ′

0

until reaching the point M ′
0 = M ′

1 = 1
2 . If he has not reached the distortion limit

then he continues to introduce noise into C0 and now also C1, maintaining the
relation M ′

0 = M ′
1 until he reaches the point M ′

0 = M ′
1 = M ′

2 = 1
4 and so on

until the limit d is reached.
Let us now solve for the Hider’s optimal strategy. For a fixed x consider the

partial payoff functions as functions of yj:

Pjk(yj) = xj

[
1−H

(yj

N

)]
+ xk

[
1−H

(
djk−2jyj

2k

N

)]
(20)

for 0 ≤ j < k ≤ l − 1 where

djk = d−
∑
i6=j,k

2iyi (21)

is again a constant of remaining distortion. In order for y∗ to be an equilib-
rium strategy it is necessary the Attacker does not profit from readjusting and
therefore we have

dPjk

dyj
(y∗j ) = 0. (22)

Taking the derivative and carrying through the calculation yields:

xj

xk
=

2j−k log p∗k
1−p∗

k

log
p∗

j

1−p∗
j

(23)

where p∗i = y∗i /N. For fixed N , d and from y∗ derived above we can also solve
this numerically. This process yields pure strategies x∗ and y∗ with nonnegative,
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possibly noninteger coordinates. The total number of logical bits communicated
is given by

P (x∗,y∗) =
l−1∑
i=0

x∗i

[
1−H

(
y∗i
N

)]
. (24)

The fact that the components may not be integers requires comment. Recall
that a pure strategy is an l-tuple of nonnegative real numbers, representing the
number of bits to be stored in a particular channel. However a noninteger coor-
dinate in a tuple would evidently have no practical interpretation. For example,
for the strategy (5, 10.5, . . . , π) we have no way of actually storing 10.5 bits in
the N next-to-least significant bits or π bits in the N most significant bits. In
practice this issue is insignificant as the channel capacities are continuous func-
tions of the strategy components. Therefore neither player can profit significantly
from the other player’s need to approximate a noninteger strategy with integer
components. Asymptotically as N goes to infinity the difference in the payoffs
resulting from using the exact equilibrium and an integer approximation goes to
zero.

5 Two Numerical Examples

Let us consider two concrete examples of the preceding game. Numerical so-
lutions to all sets of nonlinear equations were obtained by the use of simple
Mathematica programs. In the first example we will have d < dc and in the sec-
ond example we have d > dc. Consider an 8-bit, 256 level greyscale image with
106 pixels. For the first example suppose we set the distortion to be equivalent
to freely replacing the two least significant bits in each pixel. Then d = 3× 106.
Solving Equation 16 yields dc(8, 106) ≈ 2.4 × 107. Solving Equations 14 and
4 numerically yields the following solutions for the optimal Attacker strategy
and is presented in Table 1. Solving Equations 23 and 4 numerically yields the
following solutions for the optimal Hider strategy and is presented in Table 2.
These solutions and Equation 24 give

P (x∗,y∗) = 346264. (25)

Table 1. Optimal Strategy for Attacker (d = 3× 106, N = 106)

Channel 0 1 2 3 4 5 6 7

yi 359526 302710 224980 123138 9376 0 0 0

pi .359 .303 .225 .123 .01 0 0 0

Mi 0.058 0.115 .231 .462 .923 1 1 1

M ′
i .058 .058 .058 .058 .058 2−5 = .031 2−6 2−7
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Table 2. Optimal Strategy for Hider (d = 3× 106, N = 106)

Channel 0 1 2 3 4 5 6 7

xi 97114 134406 181347 228526 192530 0 0 0

For the second example let d = 5×107. This level of distortion corresponds to
treating between 5 and 6 of the lowest bits in each byte as replaceable. Solving
Equations 14 and 4 numerically yields the following solutions for the optimal
Attacker strategy and is presented in Table 3. Solving Equations 23 and 4 nu-
merically yields the solutions for the optimal Hider strategy and is presented in
Table 4. These solutions and Equation 24 give

P (x∗,y∗) = 381120. (26)

Table 3. Optimal Strategy for Attacker (d = 5× 107,N = 106)

Channel 0 1 2 3 4 5 6 7

yi 463672 448647 427440 397568 355659 297361 217774 114101

pi .463 .449 .427 .398 .356 .297 .218 .114

Mi .004 .008 .015 .030 .061 .122 .244 .488

M ′
i .004 .004 .004 .004 .004 .004 .004 .004

Table 4. Optimal Strategy for Hider (d = 5× 107,N = 106)

Channel 0 1 2 3 4 5 6 7

xi 52624 74324 104830 147456 206254 285075 383418 478426

We now make a final interesting observation. Consider P (x∗, y∗), the total
amount of information communicated as a function of d. If d = 0 then clearly P =
0 because the Hider cannot alter any bits and if d = dtotal then P = 0 because
the Attacker can randomize the data set. Numerical analysis suggests that P
is concave, achieves a maximum at dmax ≈ 37N = 3.7 × 107 and P (dmax) ≈
.405N = 405000.

6 Further Work

One may imagine many variations on the game formulation studied here. For
a more general formulation of the problem see [6]. The game presented in the
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present work is a simultaneous move game and models the situation whereby
the Attacker does not have the privilege of witnessing the Hider’s move before
deciding on a strategy. In a practical situation this may occur if, for example,
the Attacker is in control of a server through which a large number of files with
potential hidden data pass. The Attacker may set up an automated system to
intentionally introduce noise into all data files to disrupt the covert channels.
Another scenario occurs if the Attacker examines files individually and then
introduces noise based on this analysis. Presumably this would decrease the
channel capacity of the covert channels. This latter scenario would be modeled
by a game in which the Attacker moves after the hider.

Another area which needs further consideration is the distortion measure.
In fact, the actual distortion introduced by changing bits is a difficult problem,
probably requiring consideration of the details of human vision. Large areas of
uniform color are especially sensitive to even small local changes. Therefore our
analysis is probably more relevant to images without these large uniformities.
Quantitative analysis of these problems will be an important advance in ste-
ganalysis.
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Abstract. Theoretical modeling of watermarks allow prediction of the
detector reliability and facilitates the development of more reliable sys-
tems. In particular, mathematical evaluation is relevant to estimate the
rate at which “false alarms” occur. In this paper, the probability of in-
correct detection (missed detection or false alarm) is expressed in terms
of the watermark-energy-to-image-luminance-variance ratio. We present
some counterintuitive results which show for instance that the reliability
of detection significantly depends on spatial correlation in watermark.
Moreover we find that a small but uncompensated random DC compo-
nent in the watermark can have a significant effect on the reliability.

1 Background

New multi-media networks and services facilitate the dissemination of audio and
video content, but at the same time make illegal copying and copyright piracy
simple. This has created a need to embed copyright data in the content in an
indelible way. Particularly if watermark detection is part of an active copy control
concept on Consumer Electronics (CE) and PC platforms, typical requirements
include [1,2,3,4,5,6].

1. Erasing or altering the watermark should be difficult.
2. The watermarking scheme should be robust against typical transmission and

storage imperfections (such as lossy compression, noise addition, format con-
version, bit errors) and signal processing artefacts (noise reduction, filtering),
even if such operations are intended to erase the watermark.

3. It should be robust against typical attacks, e.g. those described in [5].
4. False alarms, i.e., positive responses for content that does not contain a

watermark should not occur (orders of magnitude) more often than electronic
or mechanical product failures. CE devices or PC-s should not fail to work
due to an erroneously triggered watermark detector.

5. The watermark should be unobtrusive, and not be annoying to bona-fide
users.

The “low false alarm” requirement appears to be too stringent to determine
the error rates only by experiments. This has been our motivation to develop a
mathematical model for the reliability of watermark detectors.

David Aucsmith (Ed.): Information Hiding 1998, LNCS 1525, pp. 329–343, 1998.
c© Springer-Verlag Berlin Heidelberg 1998
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The aim of this paper is to contribute to the understanding and modelling
of the reliability of watermark detectors. This involves the development of a
mathematical framework and verification of critical assumptions.

The organization of the paper is as follows. Section 2 models the image
(Sect. 2.1) and the watermark (Sect. 2.2–2.4). The analysis presented in this
paper requires a detailed definition of the DC-component and the spatial corre-
lation of the watermark, which we include in section 2.3 and 2.4, respectively.
Section 3 discusses the detector. The reliability of a generic correlator is derived,
and special cases are dealt with. A few counterintuitive results are obtained,
discussed and verified. Numerical results are plotted in section 4, and verified by
experiments. Section 5 concludes this paper.

2 Formulation of the Model

Our model extends previous work, such as [1,2,3,6] to regard the image as noise
or interference during the detection of a weak wanted signal (namely the wat-
ermark). However, we consider spatial correlation properties of the image to be
known to a large extent and we address (pseudo-) randomness in the watermark
generation.

2.1 Image Model

We consider a rectangular image of size N = N1N2 pixels. The (gray level or)
luminance of the pixel with coordinates n = (n1, n2), (0 ≤ n1 ≤ N1−1, 0 ≤ n2 ≤
N2 − 1) is denoted as p(n). We denote 0 = (0, 0), e1 = (1, 0) and e2 = (0, 1), so
n = n1e1 + n2e2. The set of all pixel coordinates is denoted as AN , where

AN = {n : 0 ≤ n1 ≤ N1 − 1, 0 ≤ n2 ≤ N2 − 1}.
In color pictures, p(n) is a YUV or RGB vector, but for the sake of simplicity

we restrict our discussion to the luminance of the image, in which p(n) takes on
real or integer values in a certain interval.

The k-th sample moment of the gray level of each pixel is denoted as µk =
A[pk(n)] = 1

N

∑
n∈AN

pk(n), where A is a spatial averaging operator over area
AN . In particular, µ1 represents the average value or “DC-component” in a pixel
and µ2 = A[p2] represents the average power in a pixel and Ep = Nµ2 is the
total energy in an image. The sample variance is σ2 = A[p(n)− µ1]2 = µ2 − µ2

1.
We assume that the image has homogeneous statistical properties (wide-sense

spatial stationarity), so the spatial correlation only depends on the difference
vector ∆. We define

Γp,p(∆) =
1
N

∑
n∈AN

p(n)p(n + ∆),

In order to make the evaluation of our examples tractable, we simplify the image
model assuming the first-order separable autocorrelation function (acf) [10,7,8]

Γp,p(∆) = µ2
1 + σ2α|∆|
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where we defined |∆| = |∆1| + |∆2|. Here α can be interpreted as a measure
of the correlation between adjacent pixels in the image. Experiments, e.g. in [6]
reveal that typically α ≈ 0.9 . . . 0.99. We denote p̃(n) as the non-DC components
of the image, i.e., p(n) = µ1 + p̃(n), so Γp̃,p̃ = σ2α|∆|.

Some of the above assumptions seem a crude approximation of the typical
properties of images. From experiments such as those to be reported in section
5, it will appear that estimates based on this simplification are nonetheless rea-
sonably accurate for our purpose. The accuracy of the model will be verified
by measuring µ, σ and α from images and using these parameters in a theo-
retical evaluation, which we compare with purely experimental results. These
assumptions, however, exclude certain images, such as binary images, line art or
computer-generated graphics with a limited number of grey levels.

2.2 Watermark Model

The watermark is represented by w(n) which takes on real values in all pixels
n ∈ AN . A watermark detector has to operate on the observed (marked or
unmarked) image q(n). We aim at detecting whether a particular watermark is
present or not, based only on the knowledge of w(n). In copy control applications,
the unmarked original p(n) is not available at the detector. Watermarked images
have similar properties as unmarked images, except that perceptually invisible
modifications have been made. We assume q(n) to provide sufficiently reliable
estimates of the properties (µk and Γp,p) of p(n).

The watermark w(n) is embedded in the image. Typically, q(n) = p(n) +
θ(n)w(n), where we do not yet specify the embedding depth θ(n). In the analysis
we will focus on detection, thus simplify the embedding process by taking θ(n) ≡
1 for all n ∈ AN .

Our model implicitly assumes that no spatial transformation of the image
(resizing, cropping, rotation, etc.) is conducted. Such transformation may require
a search during detection, which is outside the scope of this analysis.

In the following, we will not consider a particular, fully described watermark
but a class of watermarks having specific spatial properties. In practice, this
could be the set of all watermarks that are generated by a certain algorithm,
but with different seeds for the pseudo-random generator.

For two watermarks w1 and w2 out of such class, the (deterministic) spatial
inner product is

Γw1,w2(∆) =
1
N

∑
n∈AN

w1(n)w2(n + ∆),

where we assume for simplicity that n + ∆ wraps around when it formally falls
outside the set AN . The total energy in the watermark equals

Ew =
∑
n∈AN

w2(n) = NΓw,w(0).
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If we consider an ensemble of many watermarks generated by a particular wat-
ermark generation algorithm, the statistical correlation is defined as

Rw1,w2(∆) = E[w1(n)w2(n + ∆)]

For virtually all watermark generators that we are aware of, the expected value
of a measured Γw,w equals Rw,w with negligible small deviations if the size of
the watermark set AN is sufficiently large.

Such a property does not hold for images, where due to the lack of ergodicity,
it is unlikely that the spatial correlation Γp,p of a particular image converges
in mean-square to the statistical correlation Rp,p over acollection of different
images.

2.3 DC Components

The DC content of the watermark is defined as D0 = A[w(n)] = 1
N

∑
n∈AN

w(n).
An individual watermark is DC-free iff D0 = 0. This cases has been addressed
extensively by Pitas [1] and others.

For an arbitrary value of D0, we observe that

N2D2
0 =

∑
n∈AN

∑
k∈AN

w(n)w(k) = Ew +
∑

n∈AN

∑
k∈AN ,k6=n w(n)w(k)

= Ew +
∑

n∈AN

∑
�6=0 w(n)w(n + ∆) = Ew + N

∑
�6=0 Γw,w(∆)

(1)

This implies that a designer who desires to choose D0 and Ew must face restric-
tions on the spatial correlation Γw,w.

In practice, a watermark can for instance be created by randomly generating
a +k or −k pixel value independently for each pixel n. Then, D0 is a random
variable with zero-mean (ED0 = 0) and positive variance. Thus, each individual
watermark does not necessarily have a zero DC component. We call a watermark
generation process or a set of watermarks to be “statistically DC-free” or “DC-
free in the mean” iff ED0 = 0. This is a necessary, but not a sufficient condition
for all individual watermarks to be DC-free. When the generation process is
DC-free with probability one, we call it absolutely DC-free, or adopting a term
used in probability theory [15], we write “(almost) surely” (a.s.) DC-free.

2.4 Watermark Spectrum

Quasi-White Watermarks For a watermark with a given D0, one can consider
the class of (quasi-) white watermarks, which satisfy Γw,w(∆1) = Γw,w(∆2) = η
for ∆1, ∆2 6= 0, where η is some constant (|η| << Ew/N). In such case the
spatial autocorrelation resembles a δ-function with a peak of amplitude Ew/N
at ∆ = 0. For ∆ 6= 0,

Γw,w(∆) = η = (N2D2
0 − Ew)/(N(N − 1)) < 0.
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It can be shown that the corresponding spectral energy density is flat, except
for a DC-component.

In particular, we see that for a DC-free watermark (D0 = 0) with non-zero
energy (Ew > 0), the watermark values w(ni) and w(nj), ni 6= nj cannot be
statistically uncorrelated, because η < 0. ?

We will call a watermark generation process “quasi white and DC-free a.s.”
if D0 = 0 a.s. and its autocorrelation function is

Γw,w(∆) =

{
Ew/N if ∆ = 0
N2D2

0−Ew

N(N−1) if ∆ 6= 0

In the performance analysis, we will mainly use the statistical correlation
Rw,w over the ensemble of watermarks rather than the deterministic Γw,w. The
behavior of R can be shown to be similar to that of Γ .

Let’s consider some pixel n0 with a non-zero watermark value w(n0) = k0.
This implies that the N − 1 other pixels in the image must compensate for this
through ∑

ni∈AN\n0

w(ni) = ND0 − k0

For a quasi-white watermark generation process, we define Rw,w(∆1)=Rw,w(∆2)
= ηR for ∆1, ∆2 6= 0. We find

E[w(ni)|w(n0) = k0] = (ND0 − k0)/(N − 1),

so, for ∆ 6= 0,

Rw,w(∆) = E[E[w(n0)w(n0 + ∆)|[w(n0)]] = E
[
w(n0)[

ND0 − w(n0)
N − 1

]
]

We get

Rw,w(∆) =

{
Ew

N if ∆ = 0
N

D2
0

N−1 − Ew

N(N−1) if ∆ 6= 0
.

A “purely white” watermark generation process requires that the correlation
equals exactly zero except at ∆ = 0, where Rw,w(0) = Ew/N . We have seen that
purely white watermarks cannot be absolutely DC free, but have D0 =

√
Ew/N

Low Pass Watermark As an other example, we will treat the case that the
watermark has a low-pass spatial spectrum. This method has been advocated for
instance by Cox et al. [4]. In such situation, a potential attacker can less easily
tamper with the watermark by low-pass filtering. Moreover, JPEG compression

? A similar small negative correlation outside the origin (� 6= 0) is often ascribed to a
peculiarity of maximum-length pseudo-random sequences, as generated by a Linear
Feedback Shift Registers (LFSR). However, the above argument reveals that it is
fundamentally related to the requirement of the DC value. See also [13,14].



334 Jean-Paul Linnartz, Ton Kalker, and Geert Depovere

typically removes or distorts high-frequency components. A low-pass watermark
can be generated by spatially filtering a (quasi-)white watermark. Perceptually
this appears as a smoothing. A first-order two dimensional IIR spatial smoothing
filter computes [11]

w2(n) = (1− β2)2
[
w1(n) + βw2(n− e1) + βw2(n− e2)− β2w2(n− e2 − e2)

]
from an original w1. It can be shown that in case of a purely white watermark
w1 at the input, such a first-order filter generates a new watermark w2 with
correlation function [11]

Rw2,w2 =
Ew

N
β|∆|

Another method of generating a low pass watermark is to use a pseudo random
{−k, k} generator which gives a statistically dependent output for neighboring
pixels.

3 Correlator Detector

Correlation detectors are interesting to study, for several reasons. They are a
mathematical generalization of the simple but nonetheless important scheme in
which w ∈ {−1, 0, +1}. To discuss this subclass of correlators first, let’s denote
A− = {n : w(n) = −1} and A+ = {n : w(n) = +1}. Watermarks are detected
by computing the sum of all pixel luminances at locations where the watermark
is negative, i.e., s− =

∑
n∈A− q(n) and the sum of all luminances where the

watermark is positive, i.e., s+ =
∑

n∈A+
q(n). Then, an expression such as

y = (s+− s−)/N is used as a decision variable. See for instance [1,2] for schemes
that are related or can be shown to be equivalent. From our more general results
to follow it can be concluded that that two aspects have a significant effect on
performance.

[Spatial Correlation] Spatial correlation occurs if the probability that ni ∈ A−
statistically depends on whether nj ∈ A− for some pair of differing pixel
locations ni 6= nj . We will see that high spatial correlation substantially
reduces reliability.

[Compensation of DC components in the watermark] If the number of pixels in
sets A− and A+ are generated as binomial random variables such that the
expected value of the number of elements in both sets is identical (ED0 = 0,
but the variance of D0 = O(N−1)), the performance is significantly worse
than when the number of elements is always precisely the same (D0 = 0
a.s.). This is in contrast to our intuition that if pixels are put in A− and A+

with probability 1/2 and independently of each other, the statistical effect of
a differing number of elements in each class would become negligibly small
for increasing image sizes. Our theoretical and experimental results refute
this belief.
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Fig. 1. Watermark Embedder and Correlation Detector

Another reason to address correlators (sometimes called “matchedfilters ” [12])
is that these are known to be the optimum detector for a typical situation often
encountered in radio communications, namely the Linear Time-Invariant (LTI),
frequency non-dispersive, Additive Gaussian Noise (AWGN) channel, when the
receiver has full knowledge about the alphabet of waveforms used to transmit a
message. Less ideal situations often are addressed with appropriate modifications
of the matched filter.

In a correlator detector, a decision variable y is extracted from the suspect
image q(n) according to correlation with a locally stored copy of the watermark
ŵ(n) typically with ŵ(n) = Cdw(n), where w.l.o.g. we assume the constant Cd

to be unity. The decision variable is y = Γŵ,q(0), with

Γŵ,q(∆) =
1
N

∑
n∈AN

ŵ(n)q(n + ∆)

Fig. 1 illustrates this correlation detector. The model covers all detectors in
which the decision variable is a linear combination of pixel luminance values in
the image. Hence, it is a generalization of many detectors proposed previously. It
covers a broader class of watermarks then the binary (w(n) ∈ {−k, k}) or ternary
(w(n) ∈ {−k, 0, k}) watermarks. In particular, it also includes methods in which
the detection in conducted by correlation in the domain of DCT coefficients.

For our analysis, we separate y into a deterministic contribution yw from the
watermark, plus filtered “noise” from the image yp.

yw =
1
N

∑
n∈AN

ŵ(n)θ(n)w(n)

Taking a uniform embedding depth θ(n) ≡ 1, we get yw = Γw,w(0) = Ew

N
Moreover,

yp =
1
N

∑
n∈AN

ŵ(n)p(n)

Regarding yp, the mean value is found as the product of the DC component in
the watermark and the image, namely

Eyp =
1
N

E
∑
n∈AN

ŵ(n)p(n) =
1
N

[Eŵ(n)]
∑
n∈AN

p(n) = µ1ED̂0
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Note that for a particular watermark with known DC-component, Eyp|D0 =
µ1D̂0. Up to this point, results are irrespective of the correlation in pixels.

The second moment is found as

Ey2
p = E

[
1
N

∑
n∈AN

ŵ(n)p(n)

]2

= (2)

1
N2

E


 ∑
ni∈AN

∑
nj∈AN

ŵ(ni)p(ni)ŵ(nj)p(nj)




In the above expression it is tempting to assume that cross terms with ni 6= nj

all become zero or negligibly small for sufficiently large images. However, a DC
component may be present. Furthermore, in the following sections we will show
that for correlated pixels (α > 0) and spectrally non-white watermarks (e.g.,
β > 0) , non-zero cross terms substantially affect the results, even if D0 = 0.
Therefore we will not make this assumption here.

Because of the Central Limit Theorem, yp has a Gaussian distribution if N is
sufficiently large and if the contributions in the sums are sufficiently independent.
The Gaussian behaviour will be verified experimentally in section 4. If we apply a
threshold ythr to decide that the watermark is present if y > ythr, the probability
of a missed detection (the watermark is present in q(n), but the detector thinks
it is not; false negative) is

Pmd =
1
2
erfc

yw − ythr + Eyp√
2σyp

where σyp is the standard deviation of yp, with σ2
yp

= Ey2
p − [Eyp]

2. We find

Pmd =
1
2
erfc

Ew + µ1NED̂0 −N1N2ythr√
2Nσyp

The presence of D0 and µ1 in this expression suggest that either the DC-terms
must be appropriately compensated in selecting ythr or that the suspect image
q(n) must be preprocessed to subtract the DC-term µ1.

Given that no watermark is embedded, a false alarm (false positive) occurs
with probability

Pfa =
1
2
erfc

ythr − Eyp√
2σyp

3.1 Example 1: (Quasi-)White and DC-Free Watermark

The quasi-white and DC-free watermark reasonably models most of the early
proposals for increasing and decreasing the pixel luminance according to a pseudo
random process. Using p(n) = µ1 + p̃(n), one can write

Ey2
p = µ2

1D
2
0 + 1

N2

∑
n∈AN

∑
�:n+�∈AN

E [ŵ(n)ŵ(n + ∆)p̃(n)p̃(n + ∆)]
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For an a.s. DC-free watermark, the first term is zero. In the forthcoming
evaluation, the image size N is considered to be large enough and α is assumed
to be sufficiently smaller than unity to justify ignoring of boundary effects. To
be more precise, we consider Rw,w(∆)Γp̃,p̃(∆) to vanish rapidly enough with
increasing ∆ to allow the following approximation: we consider the sum over ∆
to cover the entire plane R2 even though the size of the image is finite. This
allows us to write

σ2
yp

= Ey2
p =

1
N

∑
�∈R2

Rw,w(∆)Γp̃,p̃(∆)

Thus

Ey2
p =

Ewσ2

N2
−

∑
�6=0

[
D2

0

N − 1
− Ew

N2(N − 1)

]
[σ2α|∆|]

We use
∑

�6=0 α|∆| = [(1 + α)/(1− α)]2 − 1 to express

Ey2
p =

Ewσ2

N(N − 1)
+ σ2

[
N2D2

0 − Ew

N2(N − 1)

] [
1 + α

1− α

]2

The second term becomes negligible for large N . We see that the effect of pixel
correlations is significant only if α is close to unity (little luminance changes) in a
small-size image. If the image is large enough, that is, if N >> [(1+α)/(1−α)]2,
we may approximate

Ey2
p ≈

Ewσ2

N2

Experiments of section 4 confirm that in practical situations this is a reason-
able approximation, provided that the watermark is white. Inserting the value
obtained for the standard deviation σyp , the error probability becomes

Pfa =
1
2
erfc

Nythr√
2Ewσ

In Fig. 2, we consider a DC-free watermark and ythr = Ew

2N which provides
Pfa = Pmd. In practice one would presumably like to improve Pfa at the cost of
Pmd, but this corresponds to a simple horizontal shift of the curve. We plot

Pfa = Pmd =
1
2
erfc

√
Ew

8σ2

versus the watermark-energy-to-image-luminance-variance Ew/σ2, expressed in
dB i.e., 10 log10 (Ew/σ2).

Defining the watermark-energy-to-image-luminance-variance as Ew/σ2, thus
as a signal-to-noise ratio, ensures that the curves and mathematical expressions
become independent of the image size, its average luminance and sample vari-
ance. Moreover it matches common practice in statistical communication theory
where one uses Eb/N0, where Eb is the average energy per bit, and N0 is the
spectral power density of the noise.
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Fig. 2. Watermark detection error rates Pfa and Pmd versus signal-to-noise ratio
Ew/σ2 for correlation detector. Experiments on “Lenna”: “×”: D0 = 0 “+”:
random watermark, independent pixels, DC-free i.m. Solid lines: corresponding
theoretical curves.

For reliable detection Ew/σ2 is much larger than unity, but this does not
imply that the watermark w(ni) in a particular pixel exceeds the luminance
variance. This is similar to spread-spectrum radio where Eb/N0 >> 1 despite
the fact that spectrally spoken the signal power is below the broadband noise [12].

It appears to be less relevant over how many pixels the watermark energy is
spread as long as the total energy Ew and the image properties (σ in particular)
are fixed. However, example 3.2.2 will show that if the watermark energy is not
embedded by a spectrally white watermark, as assumed here, the results are
different and do depend on the watermark “waveform” used. This is in contrast
to spread-spectrum radio over AWGN channels.

3.2 Example 2: The Effect of a Non-zero DC Component

This section evaluates the method mentioned in sections 2.3, 2.4 and 3 to gen-
erate a watermark by randomly choosing w(n) ∈ {−k, +k} with probability 1/2
independently for every pixel. The resulting w may or may not be filtered by a
two-dimensional first-order filter to created suitable low-pass spatial properties.
Before any such filtering the number of elements in A+ equals N(1 + D0)/2,
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which is a binomial random variable with mean N/2 and variance N/4. Thus
D0 is zero-mean with variance 1/N .

Intuitively one may believe that if N is large enough, setting a fixed detection
threshold but without specifically compensating for a small random D0 will not
affect the performance of the detector significantly. Here we will prove different
and show that the standard deviation of D0 remains significant for large N and
does not vanish rapidly enough to be negligible. ??

We address the ensemble-mean behavior. Averaging over all possible water-
marks generated this way, we get

Ey2
p =

1
N2

∑
n∈AN

∑
�:n+�∈AN

[Ew(n)w(n + ∆)p(n)p(n + ∆)]

If we ignore boundary effects, i.e., summing over ∆ ∈ R2, we get

Ey2
p =

1
N1N2

∑
�∈R2

Rw,w(∆)Γp,p(∆)

Inserting the previously discussed correlation functions of a low-pass image and
a low-pass watermark, one sees that

Ey2
p =

∑
�∈R2

Ew

N2
β|∆|[µ2

1 + σ2α|∆|]

Ey2
p =

Ewσ2

N2

[
1 + αβ

1− αβ

]2

+
Ewµ2

1

N2

[
1 + β

1− β

]2

and, as we saw before Eyp = µ1ED0, so

Eσ2
yp

=
Ewσ2

N2

[
1 + αβ

1− αβ

]2

+
Ewµ2

1

N2

[
1 + β

1− β

]2

− µ2
1 [ED0]

2

The two first terms are order O(N−2). For large N , the second term (which
accounts for variations in the DC offset) does not vanish compared to the first
term. This result is somewhat counterintuitive as it shows that the effect of
statistical fluctuations in D0 does not vanish fast enough if the watermark is
laid over more pixels.

In the special case of white watermarks, i.e., for β → 0, one would expect
σ2

yp
= Ewσ2/N2. However, it tends to Ewµ2/N

2 where µ2 = σ2+µ2
1. To illustrate

the consequences of this result, we discuss two different watermark detectors.

3.2.1 The first system is designed around the observation that E(yp|watermark)
= Ew/N and E(yp|no watermark) = 0, where the expectation includes all

?? A similar (but less significant) effect of random DC components occurs if a watermark
is built by spatially repeating the same basic small pattern in a large size image and
cutting the watermark near the image boundaries.
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watermarks in the class. For a threshold half-way, i.e., ythr = Ew/(2N), the
error rate goes into

Pfa = Pmd =
1
2
erfc

√√√√√ Ew

8
[
σ2

[
1+αβ
1−αβ

]2

+ µ2
1

[
1+β
1−β

]2
]

3.2.2 Alternatively, in the second system, the detection threshold is based on
precise knowledge of the watermark including it DC component D0. E(yp|
watermark, D0) = Ew/N +µ1D0 and µ1D0 otherwise. That is, the threshold
is ythr = µ1D0 + Ew/(2N).

Pfa = Pmd =
1
2
erfc

√
Ew

8σ2

[
1− αβ

1 + αβ

]2

The same performance can be achieved by q̃ = p − µ1 instead of with q as
input to the detector. This result reduces to the case of section 3.1 for white
watermarks (β = 0).

We see that the second system outperforms the first one, In experiments, we
found that typically µ2 is about four times larger than σ2. Hence, performance
is better by about 5 to 10 dB. In Fig. 2 we took β = 0. For low-pass watermarks,
the differences would be more pronounced.

4 Computational and Experimental Results

The use of randomly generated sequences provides watermarks that on the av-
erage may have the desired properties, but without a guarantee that individual
watermarks also accurately possess the desired properties. This would lead to
different results in our analysis and our experiments.

Therefore, in our experiments, we created quasi white and absolutely DC-
free watermarks through appropriate pseudo-random sequences. An appropri-
ate choice appeared to be binary watermarks, w(n) ∈ {−k, k} with β = 0
generated by a 2-dimensional LFSR maximal length sequence [13,14] of length
214 − 1 = (27 − 1)(27 + 1) = 127 · 129, with 127 and 129 being relatively prime.
Such sequences have a negligibly small DC component: since

∑
n w(n) = −1,

we get D0 = 1/(214 − 1). Their spatial correlation function has the appropri-
ate δ-function shape. Repetition of the 127 by 129 basic pattern leads to a
periodic correlation function, but maintains virtually zero correlation outside
the peaks. Experiments revealed that effects of cutting off this pattern at non-
integer repetition numbers had negligible effect for the large images that we used
N1 = 720, N2 = 480.

Fig. 2 compares the above theoretical results with measurements of the
“Lenna” image. In the figure, we combined the results from one image and
many watermarks. We computed the components of the decision variable and
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Fig. 3. Probability density of decision variable yp for white and low-pass water-
mark on “Lenna”. Theory: solid lines. Experiments: “×” white (β = 0) and “+”
low-pass (β = 0.5) watermark.

estimated which signal-to-noise ratio would be needed to achieve detection just
above the threshold. Any particular image with a particular watermark gives a
step-wise transition in the performance plot, at yw = 2yp. Combination of this
step for many (more than 104) watermarks created the smooth curve.

We computed yp by correlating with a normalized reference copy of the wat-
ermark ŵ ∈ {−1, +1}. In such case yw = k, where k is the embedding depth
of the watermark. We measured yp from the image. To ensure correct detection
for a particular watermark and image, the embedder must choose k ≥ 2yp, so
Ew = k2N1N2 ≥ 4y2

pN1N2. The shape of the curve confirms the (approximately)
Gaussian behaviour of yp. Other images produced the same curve.

To get consistent results, we had to generate a large set of watermarks fully
independently. If one simply shifts the same watermark to create the set of
test watermarks, correlation of pixels in the image leads to correlated decision
variables. Moreover, shifting a single watermark can not simulate the effect of
a random DC component. This would lead to a significant deviation from the
theoretical curve and to a more stepwise (non-Gaussian) decrease of errors rates
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with increasing SNR. We noted that images with higher correlation are more
sensitive to correlations among different watermarks during the experiments.

Fig. 3 compares white and low-pass watermarks. Both watermarks have been
generated using a pseudo-random generator to create a white watermark. For
the low-pass watermark, this was then filtered. The experiments confirm the
Gaussian distribution. This result clearly shows that if the watermark is confined
to low-pass components of the image, this significantly affects the reliability of
detection. The standard deviation of the decision variable is larger. In this case,
the random +/- terms in yp, which are due to multiplying the image p with
the locally stored copy of the watermark ŵ, do not cancel as rapidly as these
would vanish for a white watermark. If the watermark contains relatively strong
low-frequency components (large β), the variance of yp is stronger and the error
rate is larger.

If the watermark contains relatively strong high-frequency components β ≈ 0,
the variance is weaker, so the watermark sees less interference from the image
itself. However, such high-frequency watermark is more vulnerable to erasure by
image processing, such as low-pass filtering (smoothing).

5 Conclusions

In this paper, we presented a mathematical framework to model the detection
of electronic watermarks embedded in digital images, in particular for correlator
detectors or matched filters. Several essential differences appear with the theory
of (radio) transmission over a linear time-invariant channel with AWGN. Our
model predicts reliability performance (missed detection and false alarms). In
some special cases, particularly that of a white watermark, the signal-to-noise
ratio (watermark-to-content-energy) appears the only factor to influence the
reliability of detection. This leads to expressions for error probabilities similar
to those experienced in radio communication (e.g. error function of square root
of signal-to-noise ratio) However, the spectral properties of the watermark have
a significant influence.

If a watermark detector is part of a standardized active copy control system,
false alarms are a critical performance parameter. We believe that the analysis
of this paper has provided enhanced insight in the rate at which these errors
occur.
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Abstract. We present a model of steganographic systems which allows to
evaluate their security. We especially want to establish an analogy to the
known-plaintext-attack which is commonly used to rate cryptographic systems.
This model’s main statement is that the embedding operation of a
steganographic system should work indeterministic from the attacker’s point of
view. This is proved by means of information theory.
Key words. Security and modeling of steganography, entropy, indeterminism,
secret communication, hidden communication

1 A Short Introduction to Steganography

Bruce Schneier characterizes steganography in the following way [1]: “Steganography
serves to hide secret messages in other messages, such that the secret’s very existence
is concealed.” He also states some historic examples, such as “…invisible inks, tiny
pin punctures on selected characters, minute differences between handwritten charac-
ters, pencil marks on typewritten characters, …”.

These examples show that steganography itself is not a new technique. However, it
experiences a renaissance due to the ubiquitious use of computers and multimedia;
especially when graphical and audio data are involved. Consequently, most available
implementations of steganographic algorithms work on graphics or sound.

In Fig. 1 we illustrate the use of steganography on images.

                                                          
§ The work was sponsored by the German Ministry of Education, Science, Research and Tech-

nology and the Gottlieb-Daimler- and Karl-Benz-Foundation Ladenburg (Germany).



                                                  Modeling the Security of Steganographic Systems           345

~~~~~~~
~~~~~~~
~~~~~~~

~~~~~~~
~~~~~~~
~~~~~~~

Attacker

?

modified
image

modified
image

modified
image

Sender Recipient

original

message
message

modified
image

interception

transmission of modified image

Fig. 1. Steganography with graphical data

On the left you can see the sender, who embeds the secret message into a graphic
file (the “original”). She then transmits this modified file (here named “modified im-
age”) to the recipient shown on the right side. The attacker (at the bottom) intercepts
this transmission. Only the recipient should be able to extract the message in the cor-
rect way. Of course this is possible only if there is a shared secret between the sender
and the recipient. This could be for instance the algorithm for extraction itself or spe-
cial parameters of the algorithm, e.g. keys.

2 Steganography vs. Cryptography

How do steganography and cryptography compare? The purpose of both is to provide
secret communication. Cryptography hides the contents of a secret message from an
attacker, whereas steganography even conceals the existence of this message. There-
fore the definition of breaking the system is different. In cryptography, the system is
broken when the attacker can read the secret message (for the point under discussion it
does not matter how he does this).

Breaking a steganographic system has two stages:
1. The attacker can detect that steganography has been used.
2. Additionally, he is able to read the embedded message.

In our definition a steganographic system is insecure already if the detection of
steganography is possible (first stage).
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3 Related Work

3.1 The Basic Model of a Steganographic System

The model in Fig. 2 is based on the results of the discussions at the Information Hid-
ing Workshop in Cambridge [2], which were continued in [3, 4]. We will call this
model the Embedding Model.

fE

cover

emb

ke
y

s tego

ke
y

fE
-1

Sender Recipient

cover*

emb*

fE: steganographic function “embedding”
fE

-1: steganographic function “extracting”
cover: coverdata in which emb will be hidden
emb: message to be embedded
key: parameter of fE

stego: coverdata with embedded message

Fig. 2. The Embedding Model

The input cover represents the untreated original data, emb the ones which will be
embedded into cover by the function fE. The resulting data called stego contain the
message emb. The operation fE

-1 extracts the embedded data to emb* and also pro-
duces an output cover*. Naturally, emb* should be equal to emb and in most cases
cover* is the same as stego. For concelation systems, cover* is not of much interest
anyway.

This model was not meant to be a model for evaluating the security of
steganographic systems (or stegosystems for short) by the participants of the work-
shop. They merely tried – for a beginning – to put the ad-hoc knowledge of
steganography into a more abstract form, for which purpose the figure shown serves
quite well.

Therefore the above model is not of much use if you want to evaluate the security
of a steganographic system. You can see the acting entities, the processing functions
and their in- and output, as described in section 1. But there are no comments on the
behavior of the function fE and the knowledge and capabilities of possible attackers.
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3.2 Information Theoretic Setting

In the following we will evaluate the model from section 3.1 by means of information
theory. In “On the limits of steganography” [5] there is a section which addresses this
approach. The authors argue with the entropy of cover, emb and stego, just like we
will do, but don’t go further into detail. They had a different goal with their paper:
while we would like to present a commonly valid model for steganographic systems
(and prove its validity by means of information theory), they do concentrate on the
practical issues of steganography. Consequently the mentioned section is rather short
and does not contain an actual proof for the (of course reasonable) statements which
are made.

Another interesting approach to information theoretic evaluation of steganography
can be found in [6].

4 Using Information Theory to Evaluate the Security of
Steganographic Systems

Borrowing from cryptology, we introduce two forms of attacks on steganographic
systems:
1. stego-only-attack: The attacker knows only stego.
2. stego-cover-attack: The attacker knows both stego and cover.

We will concentrate on the second attack in analogy to the known-plaintext-attack
on cryptographic systems where the attacker is allowed to know every in- and output
except the key and still should not be able to break the system. In addition, the first
attack is a special case of the second and thus included in our further considerations.

It seems obvious that the attacker can detect differences between cover and stego if
he gets to know both of them. If the differences are caused only by fE he can break the
system easily. To avoid this, the first solution is: The attacker must not know cover.
This can be proved by means of information theory:

The embedding process can be described as the function
stego = fE(cover, emb, key).

We assume a cover of m bits in which we want to “hide” n bits and the following
notation:

C the set of all bitstrings
cover actual bitstring of length m (cover ˛  C)
E the set of all bitstrings
emb actual bitstring of length n (emb ˛  E)
K the set of all keys
key actual key (key ˛  K)
S the set of all bitstrings (S = C)
stego actual stego, i.e. bitstring that contains emb (stego ˛  S)
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For a given alphabet X the entropy H(X) describes the “uncertainty about X”. That
actually means the uncertainty about the occurrence of a certain element x˛ X 1. The
conditional entropy H(X|Y) is the remaining uncertainty about X when knowing Y. The
joint entropy H(X,Y) = H(X) + H(Y|X) is the “union” of both entropies. The mutual
information I(X;Y) describes the amount of information about X you get if you know
Y; I(X;Y) = H(X) – H(X|Y) [7].

The attacker does
-  suppose that some emb is hidden in stego,
-  know the steganographic functions,
-  have the knowledge and abilities to perform an attack on the stegosystem,
-  have unlimited time and resources.

 If in spite of all his efforts the attacker can not confirm his hypothesis that emb is
hidden we will call the system “information theoretically secure”.

 4.1 Why Deterministic Steganography Can’t Be Secure

 The stegosystem is information theoretically secure if the attacker cannot gain any
information about emb or E by examining stego and cover (or S and C, respectively).
Thus, the mutual information is zero:

 I(E;(S,C)) = H(E) – H(E|(S,C)) = 0.  (1)

 That gives the fundamental security condition:

 H(E|(S,C)) = H(E).  (2)

 That means that the uncertainty about E – the entropy H(E) – must not be decreased
by the knowledge of S and C. Conclusion: E has to be independent from S and C.

 Is it possible to meet this condition? It seems logical that – with the given as-
sumptions – an attacker gains knowledge about a hidden emb just by comparing the
corresponding cover and stego. We can assume that not only the alphabets S and C but
also their entropies H(S) and H© are equal. There are differences in the conditional
entropies, however:
-  without embedded information: H(S|C) = H(C|S) = 0,
-  with embedded information: H(S|C) = H(C|S) > 0.

The connection of uncertainty and information allows us to say: the uncertainty
about S, if we know C (or vice versa) corresponds to the information about E that you
can get by looking at S and C. Therefore, by embedding emb˛ E into cover˛ C we
have a mutual information

I(E;(S,C)) = H(E) – H(E|(S,C)) > 0. (3)

                                                          
1 Keep this relationship in mind when we partly look on only the alphabets in the following.
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It follows:

H(E|(S,C)) < H(E). (4)

This means that the security condition is not fulfilled. Therefore, the necessary and
sufficient condition for secure steganography is:

H(S|C) = H(C|S) = 0. (5)

This condition can be met only when
 " i˛N , stegoi˛ S, coveri˛ C : stegoi = coveri.

Thus the steganography is reduced to a practically irrelevant special case2. If we
exclude this case, it follows:

The security condition (2) can not be fulfilled under the given assumptions. This
basically means that secure steganography is impossible when both cover and stego
are known to the attacker.

4.2 Indeterminism and Steganography

An advanced solution to this problem is to have an indeterministic embedding opera-
tion. An indeterministic operation or process gives different results (within a certain
range) every time it is computed. In other words, it contains randomness. Information
theory supports this approach:

As stated above, it is impossible to provide information theoretically secure
steganography if the attacker knows cover and stego (respectively C and S). Therefore
we establish the following condition: When the attacker knows S, there remains an
uncertainty about C, so that H(C|S) > 0. For that we introduce a new alphabet from
which the actual cover is selected. We call this alphabet CS or Source.

The effect of introducing CS into the Embedding Model is shown in Fig. 3. We as-
sume that fE, CS and S (or stego) are publicly known, whereas K and C (respectively
key and cover) are unknown to attackers.

Since the actual cover is selected from CS, we assume C ˝  CS. In addtion, we as-
sume H(CS) ‡  H©, which is both plausible for any selection and neccesary to achieve
the intended indeterminism. It says that the uncertainty about the realisation of an
actual cover from CS must be greater than or equal to that about a realisation from C.

                                                          
2 This case is cover ”  stego: You have to find a cover that already contains emb.
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fE
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C S=Source

emb

Selection: (random) selection of an actual cover from the source CS

Fig. 3. Selection of covers from a source

The necessary uncertainty about C is then achieved by selecting every cover in a
truly random process and keeping it secret afterwards. One example for such a process
is the sampling of analog input, e.g. speech or images. The inaccuracy of the quanti-
zation provides the needed uncertainty. If the changes of cover during the embedding
process remain within this range, the manipulations cannot be detected.

In analogy to the proof given before the fundamental security condition is:

H(E|(S,CS)) = H(E), (6)

what means that the uncertainty about E – the entropy H(E) – must not be decreased
by the knowledge of S and CS, in other words: E has to be independent from S and CS.

How can this condition be fulfilled? The attacker should not be able to detect
changes in cover which are due to the embedding process by examining stego. There-
fore we need a certain amount of uncertainty about cover, what means H(C|S) > 0. The
necessary amount results from the relation between conditional entropy and mutual
information:

H(C|S) ‡  I(E;(S,C)) = H(E) – H(E|(S,C)). (7)

If we assume the worst case that the attacker can determine E completely from S
and C, we get:

H(E|(S,C)) = 0.
It follows that

H(C|S) ‡  H(E). (8)

This can be interpreted in the following way: Because the mutual information can
be at most the size of H(E), the necessary uncertainty about C must be at least the
same size to make an attack on S impossible.

The same applies of course to attacks on CS. Therefore we assume

H(C|CS) = H(C|S) (9)
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and

H(C|CS) ‡  H(E). (10)

With these conditions we need a joint entropy

HO = H(C,CS) = H© + H(CS|C). (11)

Because C ˝  CS and H(CS) ‡  H©, it follows
H(CS|C) ‡  H(C|CS).

When considering these relations we get a lower bound for the necessary joint en-
tropy:

HO ‡  H© + H(C|CS).
Using (10), we get

HO ‡  H© + H(E). (12)

Since H(CS) ‡  H©, we assume H(CS,S) ‡  H(C,S). From this follows:

H(CS|S) ‡  H(C|S). (13)

According to Equation (8) it follows that the security-relevant bound

H(CS|S) ‡  H(E) (14)

can be met. We may draw the following conclusion: When you observe the lower
bounds for H(C|S) (Equation (8)) and H(C|CS) (Equation (9)), attacks with knowledge
of S and CS (stego-source-attack) to prove the existence of E in S are not successful:
The fundamental security condition (6) can be fulfilled.

Additionally we look at the conditions under which the stegosystem is secure when
it is attacked via K. Therefore we require that an attacker (who knows S and CS) can
not obtain any information about (K, E)3. This can be expressed as follows:

I((K,E);(S,CS)) = H(K,E) – H((K,E)|(S,CS)) = 0

= H(K,E) – H(K|(S,CS)) – H(E|(S,CS,K)) = 0.

(15)

When taking into account that H(E|(S,CS,K)) = 0, we get:
H(K|(S,CS)) = H(K,E) 

or

H(K|(S,CS)) = H(E) + H(K|E) ‡  H(E), (16)

respectively.
We can conclude from the proof above that cover must contain an uncertainty for

the attacker to allow secure steganography between sender and recipient.
Furthermore the proof shows that information theoretically secure steganography is

possible, if two conditions are met:
1. Knowledge of CS and S must not decrease the uncertainty of an attacker about E

and emb (see Equation (6)):
H(E|(S,CS)) = H(E|S) = H(E).

                                                          
3 Although this requirement is actually too strong, it can be chosen for the theoretic approach,

because we weaken it in the result (see Equation (14)).
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To achieve this, the following constraints (compare Equations (12), (8) and (14))
apply:
HO = H(C,CS) ‡  H© + H(E),
H(C|S) ‡  H(E),
H(CS|S) ‡  H(E).

2. The conditional entropy of the key must be greater or equal to H(E) to prevent an
attack via K (see Equation (16)):
H(K|(S,CS)) ‡  H(E).
A third condition can be established (receiver condition): For the receiver (who

knows key ˛  K) there must not be any uncertainty about emb ˛  E:
H(E|(S,CS,K)) = H(E|(S,K)) = 0.

5 Introducing Indeterminism into the Steganographic Function

As we have seen in the previous section, the embedding has to be indeterministic to
provide security against attackers who get to know the in- and output of the system.

The solution is to split the steganographic process “embedding” into an indeter-
ministic and a deterministic part. These parts must not be distinguishable by the at-
tacker and therefore have to take place in a trusted domain of the sender.

When, for example, the sender takes a digital image with an electronic camera, an
attacker may know the scene which is depicted and the camera exactly. But the at-
tacker – and even the sender – does not know the position of the camera and the di-
rection it was pointed in a sufficiently exact manner (turning the camera even by a
fraction of a degree results in a different image [8]). Thus, if the attacker gets hold of a
digital image he is unable to decide whether the picture is an original one or has been
treated by a steganographic system.

Another example is the sampling of analog data we already mentioned in section 4.
When the sender takes samples of one analog waveform several times, he is extremely
unlikely to get exactly the same digital data each time. This phenomenon is due to the
inaccuracy of analog-digital-converters and the characteristics of quantization. If the
function fE mimics the process of sampling in a sufficiently exact manner, nobody
without the key is able to decide whether a given digital sample contains
steganographic data or not.

In both cases the preprocessing fP (e.g. camera positioning, sampling) introduces
randomness into the cover data. fP can even be a product of multiple operations. The
first of the above cases gives an example: It contains a sampling step, too.

The considerations so far lead us to a refined model of steganography which fea-
tures a preprocessing fP in addition to the embedding function fE:
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fP: preprocessing
r: random part of cover introduced by fP (may be parameter of fP, but does not

have to)

Fig. 4. Model with preprocessing

The difference to the Embedding Model shown in Fig. 2 is the enhanced view on
steganography. We no longer concentrate on only the steganographic core function fE

but look at the whole steganographic system. In the Embedding Model the attacker
simply must not know cover for secure steganography. This is true for the model
above as well, but with the parameter Source we model the uncertainty of the attacker
about cover. This allows a more exact evaluation of steganographic systems.

The gray area in Fig. 4 marks a trusted domain which the attacker cannot intrude.
You can see that he may know Source and emb and still should be unable to detect the
steganography if he does not know key.

We would like to illustrate the concept of the trusted domain with an example: the
ISDN telephony network. ISDN gives bit-transparent transport of digital data, which
is crucial for secret communication with steganography. Imagine an ISDN telephone
with analog-digital conversion and steganography integrated into one chip: Naturally
the analog sound is Source, the digitized speech is cover and the voice-sampling is the
preprocessing fP. Whether the output of the integrated chip is stego or cover cannot be
determined from the outside. An attacker may know Source, emb and even the char-
acteristics of the sampling chip, but it does not help him to decide whether the output
contains emb or not.

Now imagine the sampling and the steganography on different chips. If the attacker
is able to eavesdrop the in- and output of the steganography chip alone, he is of course
able to detect the use of steganography because he knows the actually used cover.
Therefore, both chips have to be inside a trusted domain of the sender. In the first case
the integrated chip serves as this trusted domain.

It seems obvious that the embedding function fE should be implemented according
to the characteristics of the preprocessing. If, for instance, fP introduces white noise
into the least significant bits of cover (as most analog-digital-converters do), then the
embedding should spread emb over these bits of cover in a way that resembles white
noise. Other processes may require completely different embedding techniques.
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6 Conclusions

We can name two necessary conditions for secure steganography:
1. Key remains unknown to the attacker.
2. The attacker does not know the actual cover.

How can we guarantee this? The concealment of key corresponds to the one of
symmetric cryptosystems. The second point is at first sight simply a condition to be
met. As an alternative we can assume a set of input data named Source, from which
the stegosystem chooses the actual cover. The attacker knows only Source. This
model is well suited for the implementation of actual steganographic systems because
the embedding can be tuned to fP. The embedding exploits the randomness introduced
by fP and thus provides secure steganography. To implement a good steganographic
function you naturally have to have as much knowledge about the preprocessing as
possible.
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Abstract. The so-called prisoners’ problem, in which two individuals
attempt to communicate covertly without alerting a “warden” who con-
trols the communications channel, has taken a number of forms, adorned
with various assumptions or requirements which make the problem more
or less difficult. One assumption which makes the problem considerably
more managable is that the participants are allowed to share some secret
information (such as an encryption key) prior to imprisonment. Another
assumption, which makes the problem much more difficult, is that the
warden be allowed to modify messages sent between the prisoners as well
as read them. This paper describes techniques for pure steganography,
in which no secret information needs to be shared before imprisonment.
First, a modification of an existing protocol will be shown to admit pure
steganography if the warden is not allowed to modify the contents of the
channel. Then, a technique will be described that allows pure steganog-
raphy between two prisoners in the presence in the presence of an active
(content-modifying) warden.
This technique is possible through the use of two distinct channels rather
than one: the subliminal channel for steganographic communication is
augmented by a supraliminal channel, one in which information is not
hidden from the warden but cannot be modified.

1 The Prisoners’ Problem

The prisoners’ problem was first posed by G.J. Simmons in 1983, and is generally
considered to be the de facto model of covert communication. In this problem,
two people, usually named Alice and Bob1, are thrown in prison and intend
to co-author an escape plan. The problem is that all communication between

1 In the field of Cryptography, communications protocols usually involve two fictional
characters named Alice and Bob. The standard convention is to name the partici-
pants in a protocol either alphabetically (Carol and Dave often succeed Alice and
Bob in multi-person protocols), or with a name whose first letter matches the first
letter of their role, such as Wendy the Warden, above.

David Aucsmith (Ed.): Information Hiding 1998, LNCS 1525, pp. 355–368, 1998.
c© Springer-Verlag Berlin Heidelberg 1998
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them is arbitrated by a warden, here named Wendy, who will place both parties
in solitary confinement at the first sign of any suspicious communication. Alice
and Bob must trade inconspicuous-seeming transmissions which contain hidden
information that, they hope, Wendy will not notice.

Using terminology agreed upon in [6], the inconspicuous data that is used
to hide the real message is usually referred to as cover-data or cover-objects: a
letter is often called a cover-text, for instance, while an image may be called
a cover-image. The hidden or embedded message is placed therein, turning the
cover-object into a stego-object. Alice’s and Bob’s goal, then, is to trade stego-
objects without Wendy realizing that they are in fact stego-objects.

Wendy

BobAlice

object

Cover-object

Embedded

Fig. 1. The prisoners’ problem, illustrated

Further complications may hinder Alice’s and Bob’s escape. Wendy the war-
den may, in certain situations, be allowed to slightly modify messages as they
are passed between the prisoners, to foil any hidden codes depending on the ex-
act wording of the communication between them. In this case we call Wendy an
active warden; without this ability she is considered a passive warden. One real-
world example of an active warden is the censoring of telegrams by the United
States government during World War II: the semantic content of telegrams could
not be changed, but censors would slightly alter their exact wording, replacing
words with close synonyms to foil possible secret codes [1].

It may be beneficial at this point to describe some common variations of the
prisoners’ problem. First, the warden’s power to alter the transmissions between
the prisoners affects the difficulty of the problem:

– A passive warden can do nothing but spy on the communications channel
between the prisoners.

– An active warden is allowed to modify (slightly) the data being sent be-
tween the prisoners. Mild modification of text which does not alter its se-
mantic content (say, replacing words with close synonyms) is an example of
an active warden being active. The active warden must not modify data so
much that innocent communication would be foiled.

– The case of a malicious warden is not often addressed. A malicious warden
would be one who may alter the prisoners’ messages with impunity, perhaps
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composing entire messages for one prisoner while pretending to be the other.
In this environment the prisoners can not hope to do much of anything!
Fortunately, real-world situations prevent a warden from grossly altering the
content of messages. Imagine the confusion if a large number of telegrams
sent during World War II were altered in meaning, suppressed, or entirely
fabricated by crafty censors on the lookout for spies!

As for the prisoners themselves, it should be pointed out that in the best case,
they would not have to communicate prior to imprisonment, so as to (say) trade
an encryption key. This best-case scenario, here called pure steganography,
is very difficult to engineer. Current steganographic protocols generally assume
that some information is shared between the prisoners prior to imprisonment.
If this assumption was not allowed, little progress in information hiding could
have been made to date.

The remainder of this paper is organized in the following fashion. In sec-
tion 2 it will be shown how steganographers have managed to send information
covertly in the presence of an active (and in some cases malicious) warden, pro-
vided that information such as secret and public keys can be traded beforehand.
In section 3, we will see how a protocol, described by Ross Anderson in [1], al-
lows steganography in the presence of a passive warden with only one prisoner
knowing the other’s public key. A modification of this protocol will be shown
to admit pure steganography in the presence of a passive warden. Finally, sec-
tion 4 will describe what are here called supraliminal channels, which allow pure
steganography in the presence of an active warden. The paper will close with a
discussion of the feasibility of supraliminal channels.

2 Private-Key Steganography

Let us assume that Alice and Bob are allowed to share a secret key prior to
imprisonment, or even to trade public keys. This gives them the opportunity
not only to communicate covertly, but to defeat an active warden. In the former
case, steganography consists merely of encrypting a message in such a way that
the ciphertext appears statistically random, and embedding the bits of the text
in a known subliminal channel. The embedded information, of course, must be
made to have the same distribution as the channel noise in order to foil statistical
tests.

In the presence of an active warden, it is not enough to embed a message
in a known place. If Alice can subtly alter the bits in an image, it follows that
Wendy could scramble those same bits with as little impact, erasing whatever
was being sent via the subliminal channel. In this case it is possible to use what
is referred to in [1] as a “selection channel.” Essentially, the secret information
shared between Alice and Bob is used to determine where the message is hidden.
A cryptographically secure pseudo-random generator, seeded by a secret key, can
be used to pick a subset of pixels in an image, for instance, to be used to conceal
the data. If Wendy attempts to make subtle changes to the image, she may
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only be able to scramble a small percentage of the actual channel bits, since she
doesn’t know exactly where they are. This scrambling can then be fixed using
an error-correcting code.

The sharing of keys before imprisonment, however, is a requirement that we
would ultimately like to see removed. It allows a great deal of freedom on the
part of Alice and Bob – indeed, if they share public keys before imprisonment,
they can even defeat a malicious warden by signing their secret messages to
prevent impersonation – but it is not reassuring to think that if two people ever
need to communicate covertly, they must know so far in advance that they can
trade secret keys before a real-world “warden” starts listening in.

3 Public-Key Steganography

3.1 Boiling Out the Impurities

In public-key cryptography, it is not necessary for two people to share a secret
key to establish a secure channel. One only needs to know the the other’s public
key. This suggests a possible approach to steganography in which a secret key
does not have to be agreed upon by Alice and Bob prior to imprisonment. Some
information must still be known a priori – one prisoner must know the other’s
public key – but from a practical perspective this is a much more reasonable
requirement.

A protocol which allows public-key steganography in the presence of a pas-
sive warden is described by Ross Anderson in [1]. It relies on the fact that an
encrypted message can be random enough to hide “in plain sight:”

1. Alice, knowing Bob’s public key, encrypts her message with it to obtain an
apparently meaningless ciphertext C.

2. Alice embeds C in a channel known to Bob (and, hence, to Wendy). The
resulting stego-object is sent to Bob.

3. Bob has no idea if any message is hidden in the channel or not, but we can
assume that the technique is standard enough that if he suspects a message,
he will look for it. He retrieves a random-seeming string, attempts to decrypt
it with his private key, and out pops Alice’s message.

One problem with this approach is that Bob has no idea if anything is being
sent: he may not even know Alice, and certainly does not know if she intends to
use a steganographic channel. If the two traded a private key before imprison-
ment, at least Bob would know that some secret transmission was pending. In
this case, Bob will just have to suspect that a hidden message might be present
in any cover object he receives.

This is not too serious a problem, however: it is already assumed (as it usually
is in cryptography) that the information-hiding technique used by Alice is known
to all, and standard enough that Wendy would suspect its use. Certainly Bob
can, too. As long as hidden content is suspected and can be easily extracted
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by a known method if it does exist, it is not unfair to assume that it will be
discovered.

A more practical, related problem is that in a large group of possible recip-
ients every single recipient must suspect hidden content in each object. Only
the intended recipient will find it, of course; but in an environment such as a
USENET newsgroup, where a large number of people may send stego-objects,
each of which may be targeted toward an unspecified recipient, all the parties
involved may spend the better part of each day looking inside every object. This
is related to the previous problem, since it is the result of the message sender not
being able to give the intended recipient any warning that a message is being
sent.

3.2 Pure Steganography Using the Anderson Protocol

The assumption made above is not to be taken lightly, for it suggests that the
protocol described in [1] is actually more powerful than may initially be sus-
pected. If we can assume that Bob will attempt to decode what might or might
not be a hidden message, then we can also assume (at least in the two-prisoner
case) that Bob may attempt to participate in what might or might not be an
ongoing steganography protocol. For example, suppose that Alice and Bob are
astronomers residing on separate planets, each searching for signs of intelligent
life in the universe. Bob receives from Alice’s planet what might be a message,
or what might be noise. He may decide to treat the signal as if it were a message,
send one back in the same “language,” and wait for a second signal to confirm
his suspicion.

In the context of steganography, the situation is complicated by the fact that
the signals being traded must be meaningless to everyone but Alice and Bob.
We can imagine that if the search for extra-terrestrial Alice ends up beaming
a meaningful signal to the nearby warlike Wendy, Bob may give away that his
planet is inhabitable and ripe for colonization. On the other hand, the situation is
made less complicated by the cryptologic assumption that whatever data-hiding
or encryption algorithm is used is known to all.

In any case, the possibility that Bob may participate in a protocol on suspi-
cion of a steganographic message suggests a method by which Alice may send
Bob her public key while they are both imprisoned, entirely eliminating the need
for prior communication. A passive warden is still required for this to happen,
but this too can be relaxed, as will be demonstrated in the next section.

Protocol 1 A modification of the protocol described in [1]

This is essentially Anderson’s protocol with an extra step at the beginning.
It is assumed that a method of information-hiding is known to all, as well as a
public-key encryption algorithm. Wendy is assumed to be passive.

1. Alice generates a random public key/private key pair.If she is using RSA,
for instance, she could generate the large prime numbers used for the key by



360 Scott Craver

picking cryptographically pseudo-random strings and testing for primality
until one is found. She then selects another pseudo-random string for the
public key. This is usually the way RSA keys are created.

2. Alice embeds the key in the subliminal channel, viewable by both Bob and
Wendy, and sends the resultant stego-object to Bob. Neither Bob nor Wendy
can determine if the channel contains noise or a key. If Wendy can only snoop,
then Bob can attempt to communicate:

3. Bob suspects that the data in question is a public key, uses it to encrypt
a short note of acknowledgement with a randomly chosen secret key for
future covert transmissions, and sends this back to Alice embedded in a
stego-object.

4. Alice suspects that the returned data is an encrypted key, decrypts it with her
private key, and out pops a message from Bob. Now the two can communicate
by an appropriate secret-key protocol.

At no point in the protocol does Wendy have any idea that the randomness
means anything: Alice alone can deduce content from Bob’s reply. As long as she
is not allowed to insert her own information (and thus either foil the transmission
or maliciously insert her own key to catch the two in the act), she can not
conclude that communication has taken place. ut

If Wendy is capable of writing to the channel, then there is no way commu-
nication can take place: if Wendy does not utterly destroy the “in plain sight”
bits, she can attempt a man-in-the-middle attack by overwriting Alice’s key with
her own. A more malicious warden could entirely spoof either Alice’s or Bob’s
response. In that case, however, the original protocol would not work either,
since in neither case would Bob have any way of identifying the author of the
original message.

4 Public-Key Steganography in the Presence of an Active
Warden

4.1 Cover-Plots and Supraliminal Channels

If we assume that the Warden can only make minor modifications to the possible
stego-objects sent between Alice and Bob, then we can assume that there is some
amount of perceptually significant information that the warden cannot change
whatsoever. For instance, if Alice sends Bob a picture of a cow and Wendy can
only modify 1 bit in every 100, we can assume that Wendy will not be able
to turn the cow into a pig. In a novel, there could be explicit states of affairs
or descriptions of characters so relevant to the plot that no information about
those states can be changed without a significant rewrite of a number of portions
of the book. If we develop some formal encoding of object and state-of-affairs
descriptions, we have the makings for a channel through which Alice can send
a small amount of information to Bob out in the open, but with high integrity.
What we are describing here is a supraliminal channel rather than a subliminal



On Public-Key Steganography in the Presence of an Active Warden 361

one: information is hidden in plain sight, so obviously, in fact, that it is impossible
to modify without gross modifications to the transmitted object.

Formally, we can define a cover-plot function f : S→ {0, 1}N , where S is a set
of possible encodings of state-of-affairs descriptions, or “cover-plots” – so called
because they can be considered the plot, or content, of a cover-object. A cover-
plot S is simply a formal description of content appropriate to the medium of the
cover-object. Such a description could be used by an author or content-creator to
compose a covertext C containing an embedding of S, and hence an embedding of
the bit-string f(S). The cover-plot function would have the following properties:

– The function would be known to both Bob and Alice (and hence we must
assume that it is also known to Wendy).

– A member of the inverse image under f of any particular bitstring is feasible
to compute, as is f itself.

– f is onto. It is not necessary for f to be one-to-one – indeed, if f is many-to-
one Alice’s job will be significantly easier, since she will have more freedom
in choosing a cover-object which embeds a particular bit-string.

– A cover-object C can be created to contain a state-of-affairs description
S such that an active warden cannot significantly change the encoding of S
(that is, she cannot change S to S′ such that f(S) 6= f(S′) ) without making
unreasonable, wide-sweeping changes to the entire cover-object.

– A human being (or, ideally, a computer program) can deduce the exact state-
of-affairs description embedded within a cover-object. The composer of the
covertext can facilitate this deduction by making the embedding very clear,
but this should not be so necessary that an object with an easy-to-interpret
embedding is conspicuous.

– Clarifying the last property, an innocent cover-object without an explicitly
embedded state-of-affairs description S can yet be interpreted as having
one. That is, innocent cover-objects should have clearly deducible cover-plot
descriptions (which map under f to random garbage) so that the presence
of a clearly deducible cover-plot description is not indicative of a hidden
message, unless the bit string f(S) possesses some meaning.

This can be summarized as a channel that is robust, blatant and incon-
spicuous. Here, a robust channel is one whose content cannot be altered
without making unreasonably drastic changes to the stego-object (i.e., requir-
ing a malicious, instead of an active, warden). A blatant channel is one whose
content is publicly accessible, a necessity if Alice is to send Bob information
when no key is shared between them prior to transmission. For a channel to
be inconspicuous as well as blatant may sound like a contradiction, but it is
not: an inconspicuous channel is one whose existence alone is not indicative of a
hidden message. A perfectly innocent image, containing no covert information,
will seem to the warden to contain random cover-plot bits. If Alice sends Bob a
cover-object with an obvious message in this supraliminal channel (“Bob: here
is the secret plan to break of out of jail. Love, Alice”) then Wendy can throw the
two into solitary confinement. However, if Alice sends Bob apparently random
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cover-plot bits, perhaps a random session key to be used later, Wendy cannot
conclude that the message is anything other than innocent, since innocent mes-
sages also contain random cover-plot bits. Only when that key is later used can
Wendy know that covert communication is taking place.

One cannot help but notice the connection to digital watermarking, a form of
information hiding in which the hidden data is required to be robust to signifi-
cant modification of an image. In particular, a recent approach to watermarking,
advocated by Ingemar Cox, et al in [3], has resulted in robust watermarking
schemes using what largely resembles a subliminal channel with supraliminal as-
pirations. Cox, et al emphasize the importance of hiding a watermark in percep-
tually significant components of an image, such as high-magnitude DCT matrix
coefficients, so that an ownership label can survive a significant amount of abuse
by a forger. Further, the watermark can still be made invisible, as the technique
presented in [3] demonstrates. One may wonder if a similar scheme would allow
the embedding of a supraliminal channel invisibly in an existing image, so that
Alice and Bob need not compose a new image for each message for the explicit
purpose of embedding a particular string of cover-plot bits.

Unfortunately, conceptual differences between robust watermarking and em-
bedding bits in a supraliminal channel prevent the application of one to the
other. In the former case, some sort of secret key is often used to embed a water-
mark, so that only those who know the key can detect or remove the watermark.
A cover-plot, on the other hand, must be readable by all but removable by
none. Also, the purpose of a supraliminal channel (and, indeed, steganography
in general) is to hide a specific message of some meaning to the recipient; In the
case of invisible watermarking, the embedded labels need not have any semantic
content at all, or may be a function of the image. The scheme described in [3],
for instance, embeds a vector of pseudo-random numbers picked from a normal
distribution. In [4], it is discovered that in order for this scheme to become se-
cure it may be necessary for the vector to be a function of a one-way hash of
the image itself. In short, we have a difference of priorities: in watermarking, an
ownership label can be meaningless, or picked to fit the cover-object, while the
cover-object’s content is given beforehand and is important. In steganography,
the image can be meaningless, or picked to fit the embedded message, while the
hidden message’s content is given beforehand and is important.

Finally, if it was possible to embed a supraliminal channel in an existing
image (for example) without significantly altering it, it would be equally possible
for a warden to scramble the channel without significantly altering the image,
since everybody knows where the information is and how to bury cover-plot
bits inside. Hence the content of the cover-object should itself be a function of
the information embedded within it. It may be hasty to declare it impossible
for a supraliminal channel to be subliminal, but the two concepts seem to have
irreconcilable differences.

Example 1. A rudimentary supraliminal channel for audio/video clips

In this example, the cover-object may be an audio-video clip in which people
are speaking. The noise within the clip could be used to embed a subliminal
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channel. The set S of cover-plots is the set of all texts which can be spoken by
Alice and unambiguously understood by Bob. The cover-plot function f : S→ N

is computed by hashing the text of each sufficiently long word, assigning each a
numeric value.

For instance, suppose that each letter of the alphabet is assigned some agreed-
upon numeric value. When an audio clip is received by Bob, he types into his
computer all words of (say) at least six letters. For each word the computer
calculates the product of the letters’ numeric values, modulo some small prime
p. These values can then be arranged left-to-right and treated as the base-p
representation of an integer2.

Alice must be able to compose a convincing body of text which hashes to
a desired array of values. She has some flexibility in that smaller words can be
used with impunity to generate a context for the larger words. She can then use
a dictionary (or, more likely, a thesaurus) which can be searched by cover-plot
values. Notice that the larger the number of values to which a word can hash
(the larger the value of p in the above example), the harder Alice’s job will be,
and the more conspicuous a cover-plot might be given a small amount of time
to create one. On the other hand, if the number of possible hash values is made
small, the ease in composition on Alice’s part is offset by a lower bandwidth.

Once this composition step is complete, Alice turns on a video camera and
records herself (or other people) reciting the body of text she composed.

This channel is blatant, as long as the technique is made publicly available
and the letters’ numeric values are a known standard. The channel is inconspic-
uous, since every text document, innocent or not, has a cover-plot. Finally, the
channel is robust unless Wendy is capable of seamlessly altering both the sound
of Alice’s voice and her lip movements so as to change the text of her speech.
While this is possible with today’s technology, there exist real-world domains
where Wendy does not possess the time to do this (say, where she has to mon-
itor hundreds of such transmissions per day or per hour), or where the cost in
time and computation is too high to justify the altering of video clips on the
mere suspicion that their text may have some future steganographic significance.
Alternatively, she could completely re-record the message herself, hoping that
Bob does not know what Alice looks or sounds like, but this would likely classify
her as a malicious warden. ut

A formalized method for describing the plot, characters, etc. of a letter or
book, or a describing the overall content of an image may also serve as good cover-
plot functions; one could use details so central to a cover-object’s content that
to change them would require significant changes throughout the object. Per-
ceptually significant components of certain transforms of the cover-object may
also do the trick, provided one can feasibly compose a cover-object when given

2 It would be necessary to keep in mind the frequency of letters and letter groups in
the language used when deciding upon their numeric values (not to mention choosing
values that are not multiples of p), so as to prevent patterns from showing up in the
resulting array of hash values.
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particular transform components that it must contain. This could make Alice’s
job much more difficult, but Bob’s would be so simple that it could be com-
pletely automated. If a robust supraliminal channel can be entirely automated,
requiring no (or negligible) human intervention in composing or interpreting a
work, it could be quite a significant contribution to the field of steganography.

4.2 Public-Key Steganography with a Supraliminal Channel

Of course, a supraliminal channel is not appropriate for subliminal communica-
tion between Alice and Bob, for a number of reasons. First, the bandwidth will
likely be very small, since the channel is engineered to be highly robust. The
number of deducible states-of-affairs may be larger for a novel than for an image
or video clip, but in either case it is unlikely that a single object could hold a
reasonably sized message. A robust channel of this kind is more appropriate for
transmission of a session key, as it will be used below.

Secondly, it is expected that Wendy also knows how to compute f , so any
information passed through the channel is available to her. Unless the cover-plot
bits have no apparent meaning, Alice and Bob are in serious trouble (or at least
more serious than what previously got them thrown in prison).

With public-key cryptography, however, such a channel could be used to
defeat an active warden. Usually it is assumed that Alice and Bob share a secret
key. With a supraliminal channel, however, a secret key can be exchanged covertly
with no prior information, right in front of an active warden. The protocol is
described below and in figures 2 and 3.

Protocol 2 Key exchange in the presence of an active warden

In this protocol, Alice and Bob have no information prior to imprisonment. It
is assumed that a public-domain cover-plot algorithm (as well as this protocol)
is known to all, including Wendy. Alice and Bob perform the following steps:

1. Alice generates a random public key E and a private key D.
2. Alice then finds a cover-plot S ∈ f−1[E] within the inverse image of E.
3. Alice composes a cover-object C1 containing an embedding of the cover-plot

S, and sends this to Bob. At this point, Wendy can inspect the channel, and
will find a random-looking string of cover-plot bits. There is no reason to
expect anything unless the data is later used in some way, say as a session
key. The cover-plot bits pass unmolested through the channel to Bob.

4. Bob extracts the cover-plot bits, suspecting that they represent a public key.
He creates a pseudo-random secret key r, which he will later use to embed
information in a subliminal channel, and encrypts it with the purported
public key E to get a pseudo-random string s = E(r, KAlice)

3. He then
finds a cover-plot T ∈ f−1[s], and creates a cover-object C2 containing an
embedding of T .

3 He may also wish to append to r a note of acknowledgement before encrypting, so
that Alice will know that the protocol is working.
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5. Bob now uses his secret key r to securely embed a message in the subliminal
channel of the image, using an existing secret-key-based technique which the
active warden cannot defeat. If the medium used to implement the supral-
iminal channel is not rich enough to support a subliminal channel, Alice and
Bob can always postpone this step and embed their secret messages in the
subliminal channels of subsequent cover-objects.

6. Bob sends C2 to Alice. Now, Wendy can again snoop the channel, and now
has (what she might suspect is) both E and E(r). Even if she does suspect
this, there is no indication that the strings are related in this way, and no
way she can determine the value of r, and thus no way she can determine
the existence of any subliminal message. Further, both strings are random-
seeming enough that there is no indication that any covert communication
is occurring. She sends the message through the channel to Alice.

7. Alice decrypts what she assumes to be E(r) to get r = D(E(r)), and, option-
ally, snoops the subliminal channel using the secret key r to find a message.

8. Alice and Bob now communicate with impunity using a secure secret-key
based scheme, with the random key r that they now both share. Wendy has
no reason to suspect that a key exchange has occurred.

Statistical tests on the cover-plot bits may yield some deviation from what
would be expected in an innocent object. However, the strings Alice and Bob
share are already the product of cryptographically secure pseudo-random gen-
erators, and if the cover-plot bits of a certain medium typically fall into a non-
uniform distribution, the bits can always be encoded in a manner that matches
this distribution. Further, the strings transmitted via this channel are very short,
and only two transmissions are needed to share a key. This may make statistical
tests difficult. ut

5 Are Supraliminal Channels “Fair?”

There are a number of possible objections that may be made to the protocols
presented here. First, just how fair is it to assume that the warden is not mali-
cious? Why not impersonate Alice or Bob, or grossly modify their work for the
purpose of foiling the possible covert communication? After all, Bob has no idea
what cover-object to expect from Alice. He would not necessarily know if Wendy
completely changed the transmitted object to something else.

The reason why Wendy can not be malicious in real-world situations is quite
clear, but is sometimes forgotten when we focus entirely on the situation of two
prisoners whose very names indicate that they intend to communicate covertly.
A real-world warden, be she a postal censor or a system administrator, may
deal with communications between a large number of people. At best she can
suspect that trading of secret information is taking place, and may not be sure
where or between whom. To significantly alter the meaning of large number
of e-mail documents or telegrams is simply unacceptible behavior. Even if the
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recipients of those documents have no idea what content to expect, all subsequent
communication would either give away the ruse or need to be intercepted and
modified as well. David Kahn in [5] describes the concept of a “semagram,” a
secret communication not in written form:

For example, during World War 2, censors intercepted a shipment of
watches. Fearing that the position of the hands of the watches could be
spelling out a secret message, they changed the position of the hands.

If no secret message existed in those watch-hands, the recipient would likely
not care about the modification. On the other hand, if the recipient ultimately
recieved a shipment of radial tires instead of watches, he or she would have
legitimate reason to complain, as would everyone else who received a package
subjected to a similar censoring methodology. Even if the recipient had no idea
what content to expect, the resulting “thank you” note would be confusing in-
deed. Unless the United States could intercept all future transmissions from
the recipient which allude to the shipment’s content, the censorship will ulti-
mately be discovered. In any case, such wide-scale modification of potentially
innocent content is unreasonable. As Einstein may have put it, “Raffiniert ist
der Gefängniswärter, aber boshaft ist er nicht.”4

The big question-marks, however, regard the very feasibility of the supralimi-
nal channel: can it be done efficiently? Further, is it fair to allow the cover-object
to be a function of the information being sent? It is often assumed that the cover-
object is given, and any message could be inserted therein. But the cover-object
is assumed to be meaningless to Alice and Bob anyway, a mere front for the real
message5; we might as well use the opportunity to hide actual content.

Efficiency is the real problem, in this author’s opinion. Cover-plot functions
mapping plot descriptions of stories or other high-level content would probably
require a human being to perform both the composition and interpretation steps,
and quite possibly the generation step as well (Fig. 2) One could develop a scheme
which makes the interpretation step easy enough for a computer to manage, but
in order to automate the entire process it may not help to turn a cryptographic
problem into an artificial intelligence problem. If a supraliminal channel could be
based on perceptually significant information that a computer is suited to both
interpret and convincingly compose, this hurdle would seem much less daunting.

6 Conclusion

The prisoners’ problem exists in many variations, often assuming that the prison-
ers share some information prior to imprisonment. Pure steganography, without
any a priori secret knowledge between the communicating parties, is very dif-
ficult, but not necessarily impossible: a public-key steganography protocol has
4 “Subtle is the warden but not malicious.”
5 One can imagine a sneaky warden successfully catching Bob by watching him pore

over a 6 page cover-text for 2 hours and then quizzing him on its content.
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been described in [1] which requires only that one party’s public key be known to
the other. Furthermore, certain assumptions allow this protocol to be modified
so as to allow pure steganography in the presence of a passive warden. Finally, if
a supraliminal channel as described in this paper can be feasibly implemented,
secret key exchange and hence pure steganography can take place in the presence
of an active warden.
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Ò Ruanaidh J. 169

Peterson H. 169

Pereira S. 169
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